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Abstr act

Portions of the radio spectrumthat are allocated to |licensees are
avai l able for non-interfering use. This available spectrumis called
"white space". Allow ng secondary users access to avail able spectrum
"unl ocks" existing spectrumto maximze its utilization and to
provi de opportunities for innovation, resulting in greater overal
spectrumutilization

One approach to managi ng spectrum sharing uses databases to report
spectrum availability to devices. To achieve interoperability anong
mul ti pl e devi ces and dat abases, a standardi zed protocol nust be
defined and inpl enented. This docunent defines such a protocol, the
"Protocol to Access Wite-Space (PAWS5) Dat abases"

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7545
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1

2.

2.

1

I ntroduction

Thi s section provides sonme high-level introductory material. Readers
are strongly encouraged to read "Protocol to Access Wite-Space
(PAWS) Dat abases: Use Cases and Requirenments" [ RFC6953] for use
cases, requirenents, and additional background.

A geospatial database can track avail able spectrum (in accordance
with the rules of one or nore regulatory domai ns) and nmake this

i nformati on avail able to devices. This approach shifts the

compl exity of spectrumpolicy conformance out of the device and into
t he database. This approach also sinplifies adoption of policy
changes, limting updates to a handful of databases, rather than
numer ous devices. It opens the door for innovations in spectrum
managenent that can incorporate a variety of paraneters, including
user location and tine. |In the future, it also can include other
paraneters, such as user priority, signal type and power, spectrum
supply and denand, paynent or nicro-auction bidding, and nore.

In providing this service, a database records and updates information
necessary to protect primary users -- for exanple, this information
may include parameters such as a fixed transnmitter’s call sign, its
geol ocati on, antenna hei ght, power, and periods of operation. The
rules that the database is required to follow, including its schedul e
for obtaining and updating protection infornmation, protection rules,
and information reported to devices, vary according to regul atory
domai n. Such variations, however, should be handl ed by each database
and hi dden from devices to the maxi num extent possible.

This specification defines an extensible protocol, built on top of
HTTP and TLS, to obtain avail able spectrumfrom a geospati al database
by a device with geolocation capability. It enables a device to
operate in a regulatory donmain that inplenments this protocol

Conventi ons and Ter m nol ogy

Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in "Key words for use in
RFCs to I ndicate Requirenent Levels" [RFC2119].
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2.2. Term nol ogy

Dat abase or Spectrum Dat abase: A Database is an entity that contains
current information about avail able spectrum at a given | ocation
and tine, as well as other types of information related to
spectrum availability and usage.

Device ID: An identifier for a device.
EIRP: Effective Isotropically Radiated Power

ETSI: European Tel ecommuni cations Standards Institute
(http://ww. etsi.org)

FCC. The U.S. Federal Conmmunications Conmi ssion
(http://ww.fcc. gov)

Listing server: A server that provides the URIs for one or nore
Spect rum Dat abases. A regul ator, for exanple, nmay operate a
Dat abase Listing Server to publish the list of authorized Spectrum
Dat abases for its regul atory domain.

Mast er Device: A device that queries the Database, on its own behal f
and/ or on behal f of a slave device, to obtain avail able spectrum
i nformation.

Regul atory Donain: A location where certain rules apply to the use
of white-space spectrum including the operation of Databases and
devices involved in its use. A regulatory domain is normally
defined by a unit of governnent for a particular country, but PAWS
is agnostic as to how a regul atory domain i s constructed.

Rul eset: A ruleset represents a set of rules that governs the
operation of white-space devices and Spectrum Dat abases. A

regul atory authority can define its own set of rules or adopt an
existing ruleset. When a Database or device is said to "support a
ruleset", it means that it contai ns out-of-band know edge of the
rules and that its hardware and software inplenmentations conform

to those rul es.

Ru

eset ldentifier: A ruleset can be identified by an | ANA-
registered identifier (see PAWS Rul eset |ID Registry

(Section 9.1)). When a Database or device indicates it supports a
ruleset identifier, it neans that it conforns to the rules
associated with that identifier. A regulatory authority can
define and register its own ruleset identifiers, or it can use a
previously registered identifier if it adopts an existing rul eset.
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Sl ave Device: A device that queries the Database through a naster
devi ce.

3. Pr ot ocol Overvi ew

A Master Device uses PAWS to obtain a schedul e of avail able spectrum
at its location. The security necessary to ensure the accuracy,
privacy, and confidentiality of the device' s location is described in
the Security Considerations (Section 10). This docunent assunes that
the Master Device and the Database are connected to the Internet.

A typical sequence of PAWS operations is outlined as follows. See
"Protocol Functionalities" (Section 4) and "Protocol Paraneters"
(Section 5) for details:

1. The Master Device obtains (statically or dynam cally) the UR
for a Database appropriate for its location, to which to send
subsequent PAWS nessages.

2. The Master Device establishes an HTTPS session with the

Dat abase

3. The Master Device optionally sends an initialization nessage to
t he Dat abase to exchange capabilities.

4, I f the Database receives an initialization nessage, it responds
with an initialization-response nessage in the body of the HTTP
response.

5. The Dat abase may require the Master Device to be registered

bef ore providing service.

6. The Master Device sends an avail abl e-spectrum request nessage to
t he Dat abase. The nessage nmay be on behalf of a Sl ave Device
that made a request to the Master Device

7. If the Master Device is nmaking a request on behalf of a Slave
Device, the Master Device may verify with the Database that the
Slave Device is permtted to operate.

8. The Dat abase responds with an avail abl e-spectrum response
message in the body of the HTTP response.
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9. The Master Device may send a spectrum usage notification nessage
to the Database. The notification is purely informational; it
notifies the Database what spectrumthe Master Device intends to
use and is not a request to the Database to get perm ssion to
use that spectrum Sonme Databases may require spectrunusage
notification.

10. If the Database receives a spectrumusage notification nessage,
it responds by sending the Master Device a spectrum usage
acknow edgenment nessage. Since the notification is purely
i nformati onal, the Master Device does not need to process the
dat abase response.

Different regul atory domai ns nay inpose particular requirenents, such
as requiring Master Devices to register with the Database, perfornng
Sl ave Device verification, and sendi ng spectrumusage notifications.

3.1. Milti-ruleset Support

For a Master Device that supports nultiple rulesets and operates with
mul ti pl e Dat abases, PAWS supports the foll owi ng sequence of
operations for each request by the Master Device:

1. The Master Device includes in its request its |ocation and
optionally includes the identifier of all the rulesets it
supports and any paraneter values it mght need for the request.

2. The Dat abase uses the device location and al so may use the
ruleset list to determne its response, for exanple, to select
the list of required paraneters.

3. If required paranmeters are nissing fromthe request, the Database
responds with an error and a list of nanes of the mssing
par anet er s

4. The Master Device nakes the request again, adding the m ssing
par anet er val ues

5. The Dat abase responds to the request, including the identifier of
the applicable rul eset.

6. The Master Device uses the indicated ruleset to determ ne how to
interpret the database response.

NOTE: Sone regul atory domains specify sets of requirenments for device
behavi or that may be conpl ex and not easily paraneterized. The

rul eset-id paraneter provides a nmechanismfor the Database to inform
the Master Device of an applicable ruleset, and, for devices wth
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out - of - band know edge of the particular regulatory donain

requi renents, to satisfy those requirenments w thout having to specify
t he devi ce-side behavior within the protocol. Ruleset identifiers
will normally contain the nane of the regulatory body that
established the rules and version information, such as

" FccTvBandWwi t eSpace- 2010".

By separating the regulatory "authority" fromthe "ruleset-id", it
all ows the protocol to support multiple regulatory authorities that
use the sane device-side ruleset. It also allows support for a

single authority to define nultiple rulesets.
4. Protocol Functionalities

PAWS consi sts of several conponents. As noted bel ow, sone regul atory
domai ns or dat abase inpl enentati ons may nmandate the use of a
component, even when its use is not mandated by PAWS.

o Database Discovery (Section 4.1) is a required conponent for the
Mast er Devi ce.

o Initialization (Section 4.3) is a required conponent for the
Dat abase. Its use allows the Master Device to determ ne necessary
i nformati on that has not been preconfi gured.

0 Device Registration (Section 4.4) is an optional conmponent for the
Dat abase. It can be inplenented as a separate conmponent or as
part of the Avail able Spectrum Query (Section 4.5) conmponent. |t
is used by the Master Device when the Database requires it. Note
that sone regulators require device registration for only specific
devi ce types, such as higher-power fixed (as opposed to nobile)
devices, to allow themto contact the operators to resolve any
interference issues.

0 Available Spectrum Query (Section 4.5) is a required conponent for
the Master Device and the Database.

0 Spectrum Use Notify (Section 4.5.5) is an optional conponent for
the Master Device and the Database. Wen it is required, the
Dat abase informs the Master Device via its response to the
Avai | abl e Spectrum Query (Section 4.5).

o Device Validation (Section 4.6) as a separate conponent is
optional for the Master Device and Database. Wen inplenented by
the Database, its use allows the Master Device to validate Sl ave
Devi ces wi thout having to use the full Available Spectrum Query.
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This section describes the protocol conponents and their nessages.
"Protocol Paraneters" (Section 5) contains a nore thorough di scussion
of the paranmeters that make up the PAWS request and response
messages. " Message Encodi ng" (Section 6) provides exanpl es of
message encodi ngs. "HITPS Bindi ng" (Section 7) describes the use of
HTTPS ("HTTP Over TLS" [RFC2818]) for transferring PAWS nessages and
optional device authentication

The paranmeter tables in this section and "Protocol Paraneters”
(Section 5) are for reference and contain the nanme of each paraneter,
the data type of each paraneter, and whet her the existence of the
paraneter is required for the protocol transaction in question. The
di agrans are | oosely based on the Unified Mdeling Language (UMW),
and the data types are defined either in "Protocol Paraneters"
(Section 5) or are one of the following prinitive or structured

types:

string: A string, as defined by JSON [ RFC7159], restricted to the
UTF- 8 encodi ng.

int: A nunber, as defined by JSON [ RFC7159], without a fractional or
exponent part.

float: A nunber, as defined by JSON [ RFC7159].
bool ean: A bool ean, as defined by JSON [ RFC7159] .

list: A structured type that represents a list of elenents, as
defined by JSON [ RFC7159] array type. Al elenents of the |ist
are of the sane data type, which is indicated in its diagram and
description. The diagramnotation and description nmay include
addi tional constraints, such as mini mrumor maxi num nunber of
el ement s.

Al so:

o All paraneter nanes are case sensitive. Unless stated otherw se
all string values are case sensitive.

o Al tinestanps are in UTC and are expressed using exactly the
form YYYY-MM DDThh: mm ssZ, as defined by "Date and Time on the
Internet: Tinmestanps" [RFC3339].

In sone cases, specific rulesets may place additional requirenments on
nmessage paraneters. These additional requirenments will be documented
in the | ANA PAW5S Rul eset ID Registry (Section 9.1). Wen a request

message sent to the Database has m ssing paraneters, whether they are

Chen, et al. St andards Track [ Page 10]



RFC 7545 PAVS May 2015

required by PAWS or the applicable ruleset, the Database returns the
M SSI NG error (see Section 5.17.3), along with data indicating the
ni ssing paraneters.

4.1. Database Discovery
4.1.1. Preconfiguration

The Master Device can be provisioned statically (preconfigured) with
the URI of one or nore Databases. For exanple, in a particular

regul atory domain, there may be a nunber of certified Databases that
any device operating in that donmain is permitted to connect to, and

those URI's can be preconfigured in the device.

Li sting Server Support: As an alternative to preconfiguring devices
with a list of certified Databases, sonme regul atory domai ns support
the preconfiguration of devices with the URI of a certified listing
server, to which devices can connect to obtain the list of certified
Dat abases. See "Database Listing Server Support" (Appendix A) for
further information.

4.1.2. Configuration Update: Database URI Changes

To adapt to changes in the list of certified or approved Dat abases,
the device needs to update its preconfigured |ist of Databases.

A Dat abase MAY change its URI, but before it changes its URI, it MJIST
i ndi cate the upcom ng change by including the URI of one or nore

al t ernat e Dat abases usi ng DbUpdat eSpec (Section 5.7) in its responses
to devices. The Database MJUST reply with DbUpdat eSpec for a m ni num
of 2 weeks before disabling the old URI. A device will update its
preconfigured entry for the Database sendi ng the DbUpdat eSpec by
replacing this entry with the alternate Databases listed in the
DbUpdat eSpec; the list of alternate Databases does not affect any
other entries. Note that the ordering of Databases in the Iist does
not inply any preference and does not need to remain the sane for
every request. The device SHOULD detect infinite redirection | oops;
if a suitabl e Database cannot be contacted, the device MIST treat
this as equivalent to a response indicating no avail able spectrum
Thi s dat abase-change nechanismis used, for exanple, before a

Dat abase ceases operation; it is not intended to be used for dynamc
| oad bal anci ng.
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4.1.3. FError Handling

The devi ce SHOULD sel ect another Database fromits |ist of
preconfi gured Dat abases if:

0 The sel ected Database is unreachabl e or does not respond.

0 The sel ected Database returns an UNSUPPORTED error (see "Error
Codes" (Section 5.17)), which indicates the Database does not
support the device (based on its device type, nodel, etc.) or
supports none of the rulesets specified in the request.

If a suitabl e Database cannot be contacted, the device MJST treat
this as equivalent to a response indicating no avail abl e spectrum

If the device had previously contacted a Database to get available
spectrum but subsequently fails to contact a suitabl e Database, the
spectrumthe device is currently using can be used for as long as the
spectrumdata is valid. However, after that period, the device wll
no | onger have valid spectrumto use. Sone regulatory donains nay
have specific rules regarding how | ong the spectrum data renai ns
valid in these cases

4. 2. PAWS Ver si on

PAWS version uses a "<nmmgjor>.<mnor>" nunbering schene to indicate
versi ons of the protocol. The protocol versioning policy is intended
to allow the device or Database to indicate the format of a nmessage
and its understandi ng of PAWS functionality defined by that version.
No change is nade to the version string for the addition of nessage
conponents that only add to extensible paraneter values. The <m nor>
nunber is increnented when the changes nade to the protocol add
functionalities (nethods) but do not change the existing
functionalities. The <mmjor> nunber is increnented when inconpatible
changes are nade to existing functionality.

The current PAWS version is "1.0"
4. 3. Initialization

A Master Device SHOULD use the initialization procedure to exchange
capability information with the Database whenever the Master Device
powers up or initiates comunication with the Database. The
initialization response inforns the Master Device of specific
paraneterized-rul e values for each supported rul eset, such as

t hreshol d di stances and tinme periods beyond whi ch the device nust
update its avail abl e-spectrum data (see "Rul eSetl nfo" (Section 5.6)).
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When paraneterized-rul e values are not preconfigured for the
applicable ruleset at the specified | ocation, a Master Device MJST
use the initialization procedure.

It is inmportant to note that, when paraneterized-rule values are
preconfigured in a Master Device, they are preconfigured on a per-
rul eset basis. That is, values preconfigured for one rul eset are not
applicable to any other rul eset.

For dat abase inplenentations that require it, the initialization
message al so enabl es extra dat abase-specific or rul eset-specific
handshake paraneters to be communi cated before allowi ng avail abl e-
spectrum requests.

The Initialization request procedure is depicted in Figure 1

0 INIT_REQ (Section 4.3.1) is the initialization request nmessage

0 INIT_RESP (Section 4.3.2) is the initialization response nessage

I + T I +
| Master Device | | Spectrum Dat abase
S + o e - +
|
| I NI T_REQ |
A |
| | NIl T_RESP |
| <o |
| |
Figure 1

4.3.1. INT_REQ

The initialization request nessage allows the Master Device to
initiate exchange of capabilities with the Database.

o +
[ NI T_REQ |
o e e e e e oo oo - [ S |
| devi ceDesc: Devi ceDescri ptor | REQUI RED
| I ocati on: GeoLocati on | REQUI RED
[ o |
| *ot her: any | OPTI ONAL
Fom e e e e e e e e e m o S +
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4.

3.

Par anet ers:

devi ceDesc: The Devi ceDescriptor (Section 5.2) for the device is
REQUI RED. |If the device descriptor does not contain any rul eset
I Ds, the Master Device is asking the Database to return a
Rul esetInfo (Section 5.6) list that specifies the rulesets that it
supports at the specified |location

| ocation: The GeolLocation (Section 5.1) of the device is REQU RED.
If the location is outside all regul atory domain supported by the
Dat abase, the Dat abase MJUST respond with an OUTSI DE_COVERAGE error
(see Table 1).

other: The Master Device MAY specify additional handshake paraneters
in the INNIT_REQ nmessage. The Database MJST ignore all paraneters
it does not understand. To sinplify its initialization logic, a
Mast er Device that supports multiple Databases and rul esets can
i nclude the union of all required paraneters for all its supported
rul esets. Consult the PAWS Paraneters Registry (Section 9.2) for
possi bl e additi onal paraneters.

2. INIT_RESP

The initialization response nessage conmuni cat es dat abase paraneters
to the requesting device. This response is returned only when there
is at least one ruleset. Oherw se, the Database returns an error
response, as described in INIT_REQ (Section 4.3.1).

o e m e e e e e e e e e e e e e e e +

| I NI T_RESP |

Fom e e e e e e e e ie e B + T S +
| rulesetinfos:|ist | REQURED [------- >| Rul esetInfo

| dat abaseChange: DbUpdat eSpec | OPTI ONAL | R +
I*other:any | OPTI ONAL

o e e e e e e e e e oo - o Fomm e - +

Par anet ers:

rul esetinfos: A Rulesetlnfo (Section 5.6) list MJST be included in
the response. Each Rulesetlnfo corresponds to a rul eset supported
by the Database and is applicable to the |location specified in the
INIT_REQ (Section 4.3.1) nessage.

If the device included a list of ruleset IDs in the
Devi ceDescriptor of its INIT_REQ nessage, each Rulesetlinfo in the
response MJUST match one of the specified rul eset |Ds.
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4.4.

Che

If the DeviceDescriptor did not contain any ruleset IDs, the
Dat abase SHOULD include in the rulesetlinfos list a Rulesetlnfo for
each ruleset it supports at the specified |location

If the Database does not support the device or supports none of
the rul esets specified in the DeviceDescriptor, it MJST instead
return an error with the UNSUPPORTED code (see Table 1) in the
error response.

dat abaseChange: The Dat abase MAY incl ude a DbUpdat eSpec
(Section 5.7) to notify the Master Device of a change to the
dat abase URI, providing one or nore alternate database URIs. The
device needs to update its preconfigured entry for the responding
Dat abase with the alternate Databases listed in the DbUpdat eSpec.

other: The Database MAY include additional handshake paraneters in
the INIT_RESP (Section 4.3.2) message. The Master Device MJST
ignore all paraneters it does not understand. Consult the PAWS
Paraneters Registry (Section 9.2) for possible additiona
par aneters

Devi ce Regi stration

Sonme rul esets require a Master Device to send its registration
information to the Database in order to establish certain operationa
paraneters. FCC rules, for exanple, require that a 'Fi xed Device
register its owner and operator contact information, its device
identifier, its location, and its antenna hei ght (see FCC CFR47-15H
[ FCC- CFR47- 15H] ) .

The Dat abase MAY i npl enent device registration as a separate Device
Regi stration request, or as part of the avail abl e-spectrum request.
If the Database does not inplenment a separate Device Registration
request, it MIST return an error with the UNIl MPLEMENTED code (see
Table 1) in the error-response nessage.

The Device Registration request procedure is depicted in Figure 2.

0 REG STRATI ON_REQ (Section 4.4.1) is the device-registration
request nessage

0 REG STRATION RESP (Section 4.4.2) is the device-registration
response nessage
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Figure 2
4.4. 1. REG STRATI ON_REQ

The registration request nmessage contains the required registration
paraneters. A paraneter marked as optional may be required by some

rul esets.

oo o e e e e e e e e e e e e e e e e e e e e aa +
| REG STRATI ON_REQ |
Fom e m e e e e e e e e e e e S +
| devi ceDesc: Devi ceDescri pt or | REQUI RED |
|  ocati on: GeoLocati on | REQUI RED |
| devi ceOmwner : Devi ceOnner | OPTIONAL |
| ant enna: Ant ennaCharacteristics | OPTIONAL |
[ o |
| *ot her: any | OPTIONAL |
o e e e e e e e e e e e e e e e e e m o S +

Par anet ers:

devi ceDesc: The Devi ceDescriptor (Section 5.2) for the Master Device
is REQU RED. The ruleset IDs included in the DeviceDescriptor
indicate the rulesets for which the device wi shes to register.

| ocation: The GeolLocation (Section 5.1) for the device is REQU RED.
More precisely, this is the location at which the device intends
to operate. If the location is outside all regulatory donains
supported by the Database, the Database MJST respond with an
QUTSI DE_COVERAGE error (see Table 1).

devi ceOmer: The Devi ceOmer (Section 5.5) information is OPTI ONAL.
Some rul esets may require deviceOmer information under certain
conditions. See PAWS Ruleset ID Registry (Section 9.1) for
rul eset-specific requirenments.

antenna: The AntennaCharacteristics (Section 5.3) is OPTI ONAL.
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4,

4,

other: Rulesets and database inplenentations nay require additional
registration paraneters. To sinplify its registration logic, the
Mast er Device MAY send a union of the registration information
required by all supported rul esets. The Database MJST ignore all
paraneters it does not understand. Consult the PAWS Paraneters
Regi stry (Section 9.2) for possible additional paraneters.

2.  REQ STRATI ON_RESP

The registration response nmessage acknow edges successf ul
registration by including a Rulesetlnfo nessage for each ruleset in
which the registration is accepted. |f the Database accepts the
registration for none of the specified rul esets, the Database MJST
return the NOT_REG STERED error (see "Error Codes" (Section 5.17)).

o m e e e e e e e e e e e e e e e e e aao - +
| REG STRATI ON_RESP |
I T i I F----- - - - - + i +
| rul esetlnfos:list | REQURED |------- >| Rul esetlnfo |
| dat abaseChange: DbUpdat eSpec | OPTI ONAL | R T +
[ [ |
| *ot her: any | OPTI ONAL |
o e e e e e e e e e e e a o Fom e e - +

Par anet ers:

rulesetinfos: A Rulesetinfo (Section 5.6) list MJUST be included in
the response. Each entry corresponds to a ruleset for which the
registration was accepted. The list MJST contain at |east one
entry.

Each Rul esetlInfo in the response MJST nmatch one of the ruleset |Ds
specified in the DeviceDescriptor of REG STRATI ON_REQ

If the Database does not support the device or supports none of
the rul esets specified in the DeviceDescriptor, it MJST instead
return an error with the UNSUPPORTED code (see Table 1) in the
error response.

dat abaseChange: The Dat abase MAY incl ude a DbUpdat eSpec
(Section 5.7) to notify the Master Device of a change to the
dat abase URI, providing one or nore alternate database URIs. The
device needs to update its preconfigured entry for the responding
Dat abase with the alternate Databases listed in the DbUpdat eSpec.
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other: Database inplenentations MAY return additional paranmeters in
the registration response. The Master Device MJST ignore any
paraneters it does not understand. Consult the PAWS Paraneters
Regi stry (Section 9.2) for possible additional paraneters.

4.5, Avail abl e Spectrum Query

To obtain the avail able spectrumfromthe Database, a Master Device
sends a request that contains its geol ocation and any paraneters
required by the ruleset (such as device identifier, capabilities, and
characteristics). The Database returns a response that describes

whi ch frequencies are avail able, at what perm ssible operating power

| evel s, and a schedul e of when they are avail abl e.

The Avail abl e Spectrum Query procedure is depicted in Figure 3.

0 AVAIL_SPECTRUM REQ (Section 4.5.1) is the avail abl e-spectrum
request nessage.

0 AVAIL_SPECTRUM RESP (Section 4.5.2) is the avail abl e-spectrum
response nessage.

0 AVAIL_SPECTRUM BATCH REQ (Section 4.5.3) is an OPTI ONAL batch
versi on of the avail abl e-spectrumrequest nessage that allows
multiple locations to be specified in the request.

0 AVAI L_SPECTRUM BATCH RESP (Section 4.5.4) is the response nessage
for the batch version of the avail abl e-spectrum request that
contai ns avail able spectrumfor each |location in the request.

0 SPECTRUM USE NOTI FY (Section 4.5.5) is the spectrum usage
notification nmessage.

0 SPECTRUM USE RESP (Section 4.5.6) is the spectrum usage
acknow edgnment nessage.
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|
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Figure 3

message to the Database.

May 2015

Devi ce sends an avai |l abl e- spectrum r equest

The Dat abase MJUST respond with an error using the NOTI_REG STERED
code (see Table 1) if:

* registration information is required,

* the request does not

and

i nclude registration information, and

* the device has not previously registered with the Database

If the location specified in the request

regul atory domai n supported by the Database,

regul atory domain supported by the Database,
return an OK response with available spectrumfor only the valid

out side the regul atory domai n,

QUTSI DE_COVERAGE error.

St andards Track

is outside the

t he Dat abase MJST
respond with an OUTSI DE COVERAGE error (see Table 1).
| ocations within a batch request are outside the
t he Dat abase MJUST

If sone,

otherwise, if all locations within a batch request are
t he Dat abase MJUST respond with an
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4. The Database MAY perform ot her validation of the request, (e.g.
checking for missing required paraneters or authorizations). |If
validation fails, the Database returns an appropriate error code
(Table 1). If the request is missing required paraneters, the
Dat abase MJST respond with a M SSI NG error (see Table 1) and
SHOULD include a list of the m ssing paraneters.

5. If the request is valid, the Database responds with an avail abl e-
spectrum response nmessage. |If the ruleset requires that devices
must report anticipated spectrum usage, the Database will
indicate so in the response nessage.

6. |If the avail abl e-spectrum response indicates that the Mster
Devi ce nmust send a spectrumusage notification nessage, the
Mast er Device sends the notification nessage to the Database.
Even when not required by the Database, the Master Device MAY
send a notification nessage.

7. |f the Database receives a spectrumusage notification nessage,
it MJUST send a spectrum usage acknow edgnent nessage to the
Mast er Devi ce.

The procedure for a Master Device to ask for avail able spectrum on
behal f of a Slave Device is simlar, except that the process is
initiated by the Slave Device. The device identifier, capabilities,
and characteristics communi cated in the AVAI L_SPECTRUM REQ nessage
MJUST be those of the Slave Device, and:

o The "nasterDevicelLocation" field specifying the |ocation of the
Mast er Device is REQU RED

o The "location" field specifying the location of the Sl ave Device
is OPTIONAL, since the Slave Device may not have | ocation-sensing
capabilities.

Al t hough the communi cation and protocol between the Sl ave Device and

Mast er Device are outside the scope of this docunment (represented as
dotted lines), the expected nessage sequence is shown in Figure 4.
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I

I

| I
| AVAI L_SPECTRUM REQ |
I [--mmmmmmm e >I
| | AVAI L_SPECTRUM RESP |
I A I
| AVAIL_SPEC RESP | |
I < | I
| (SPECTRUM USE) | |
[ >| ( SPECTRUM _USE_NOTI FY) |
[---mmmmm e >

I

I

Figure 4
4.5.1. AVAI L_SPECTRUM REQ

The request message for the Avail abl e Spectrum Query protocol MJST

i nclude a geolocation. Rulesets may mandate that it be the device's
current location or allowit to be an anticipated location. A
paraneter narked as optional nmay be required by sone rul esets.

| devi ceDesc: Devi ceDescri pt or
| I ocati on: GeoLocati on see description
| owner : Devi ceOmner OPTI ONAL

| see description |
| |
| ant enna: Ant ennaChar acteri stics | OPTI ONAL |
| |
| |
| |
| |

| capabilities: DeviceCapabilities OPTI ONAL

| mast er Devi ceDesc: Devi ceDescri ptor OPTI ONAL

| mast er 