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Abst r act

This docunent defines a |list of operational security requirenments for
the infrastructure of large Internet Service Provider (ISP) IP
networks (routers and switches). A franework is defined for
specifying "profiles", which are collections of requirenments
applicable to certain network topol ogy contexts (all, core-only,
edge-only...). The goal is to provide network operators a clear,
conci se way of conmunicating their security requirenents to vendors
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1. Introduction
1.1. CGoals

This docunent defines a |list of operational security requirenments for
the infrastructure of large I P networks (routers and switches). The
goal is to provide network operators a clear, concise way of

communi cating their security requirements to equi pment vendors

1.2. Mdtivation
Net wor k operators need tools to ensure that they are able to nanage
their networks securely and to insure that they naintain the ability
to provide service to their custonmers. Sone of the threats are
outlined in section 3.2 of [RFC2196]. This docunent enunerates
features which are required to inplenment many of the policies and
procedures suggested by [RFC2196] in the context of the
infrastructure of large | P-based networks. Also see [ RFC3013].

1.3. Scope
The scope of these requirenments is intended to cover the managed
infrastructure of large ISP IP networks (e.g., routers and sw tches).
Certain groups (or "profiles", see below) apply only in specific
situations (e.g., edge-only).
The following are explicitly out of scope:

0 general purpose hosts that do not transit traffic including
infrastructure hosts such as nane/tine/l og/ AAA servers, etc.

0 unmanaged devi ces,

0 customer nmanaged devices (e.g., firewalls, Intrusion Detection
System dedi cated VPN devices, etc.),

0 SOHO (Small O fice, Hone O fice) devices (e.g., persona
firewalls, Wreless Access Points, Cable Mdens, etc.),

o confidentiality of custoner data,

0 integrity of custoner data,

o physical security.

This means that while the requirenments in the mninumprofile (and

others) may apply, additional requirenents have not be added to
account for their unique needs.
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Wil e the exanples given are witten with IPv4 in mnd, nost of the
requi renents are general enough to apply to | Pv6.

1.4. Definition of a Secure Network
For the purposes of this docunent, a secure network is one in which

0 The network keeps passing legitimte custonmer traffic
(availability).

o Traffic goes where it is supposed to go, and only where it is
supposed to go (availability, confidentiality).

0 The network el enents remai n manageabl e (avail ability).
0 Only authorized users can manage network el ements (authorization).
0o There is a record of all security related events (accountability).

0 The network operator has the necessary tools to detect and respond
toillegitimate traffic.

1.5. Intended Audience
There are two intended audi ences: the network operator who sel ects,
purchases, and operates |P network equi prent, and the vendors who
create them

1.6. Format
The individual requirenents are listed in the three sections bel ow.
0 Section 2 lists functional requirenments.
0 Section 3 lists docunentation requirenents.

0 Section 4 lists assurance requirenents.

Wthin these areas, requirenents are grouped in nmajor functiona
areas (e.g., logging, authentication, filtering, etc.)

Each requirenent has the foll ow ng subsections:
0 Requirenment (what)
o Justification (why)

0 Exanples (how)
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1.7.

Jon

o Warnings (if applicable)

The requirenent describes a policy to be supported by the device.

The justification tells why and in what context the requirenment is
important. The exanples section is intended to give exanpl es of

i npl enentations that may neet the requirenent. Exanples cite
technol ogy and standards current at the tine of this witing. See
[RFC3631]. It is expected that the choice of inplenentations to neet
the requirements will change over time. The warnings |ist
operational concerns, deviation from standards, caveats, etc.

Security requirenents will vary across different device types and
di fferent organi zati ons, depending on policy and other factors. A
desired feature in one environnent may be a requirenent in another.
O assifications nmust be made according to | ocal need.

In order to assist in classification, Appendix A defines severa
requirenent "profiles" for different types of devices. Profiles are
concise lists of requirenents that apply to certain classes of
devices. The profiles in this docunent should be reviewed to
determine if they are appropriate to the local environnent.

I nt ended Use

It is anticipated that the requirenents in this docunent will be used
for the foll owi ng purposes:

0 as a checklist when eval uating networked products,
0o to create profiles of different subsets of the requirenents which
descri be the needs of different devices, organizations, and

operating environments,

0 to assist operators in clearly communicating their security
requirenents,

o as high level guidance for the creation of detailed test plans.
Definitions
RFC 2119 Keywords

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL

NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTI ONAL"
in this docunent are to be interpreted as described in [RFC2119].
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The use of the RFC 2119 keywords is an attenpt, by the editor, to
assign the correct requirenent levels ("MJST', "SHOULD'

"MAY"...). It nust be noted that different organizations
operational environnents, policies and | egal environments will
generate different requirenent |levels. Operators and vendors
shoul d carefully consider the individual requirenents |listed here
in their own context. One size does not fit all

Bogon.

A "Bogon" (plural: "bogons") is a packet with an |IP source address
in an address block not yet allocated by | ANA or the Regiona
Internet Registries (ARIN, RIPE, APNIC...) as well as al

addresses reserved for private or special use by RFCs. See

[ RFC3330] and [ RFC1918].

Several requirements refer to a Cormand Line Interface (CLI).
Wiile this refers at present to a classic text oriented conmand
interface, it is not intended to preclude other mechani sms which
may neet all the requirenments that reference "CLI"

Consol e.

Several requirenents refer to a "Console". The nodel for this is
the classic RS232 serial port which has, for the past 30 or nore
years, provided a sinple, stable, reliable, well-understood and
near |y ubi quitous managenent interface to network devices. Again,
these requirenents are intended primarily to codify the benefits
provi ded by that venerable interface, not to preclude other
nmechani sns that neet all the sane requirements.

Filter.

In this docunent, a "filter" is defined as a group of one or nore
rul es where each rule specifies one or nore natch criteria as
specified in Section 2.8.

I n- Band nanagenent .

Jones

"I n-Band nmanagenent” is defined as any nanagenent done over the
sane channels and interfaces used for user/custoner data.
Exanpl es woul d i nclude using SSH for nanagenent via custoner or
Internet facing network interfaces.
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H gh Resol ution Tine.

"Hi gh resolution time" is defined in this docunent as "time having
a resolution greater than one second" (e.g., mlliseconds).

| P.
Unl ess otherwi se indicated, "IP" refers to | Pv4.
Managenent .

This docunent uses a broad definition of the term "nmanagenent".

In this docunent, "managenent" refers to any authorized
interaction with the device intended to change its operationa
state or configuration. Datal/Forwarding plane functions (e.g.

the transit of customer traffic) are not considered managenent.
Control plane functions such as routing, signaling and |ink
managenent protocols and managenent plane functions such as renote
access, configuration and authentication are considered to be
nmanagenent .

Marti an.

Per [RFC1208] "Martian: Hunorous term applied to packets that turn
up unexpectedly on the wrong network because of bogus routing
entries. Also used as a nane for a packet which has an al together
bogus (non-registered or ill-formed) Internet address."” For the
pur poses of this docunment Martians are defined as "packets having
a source address that, by application of the current forwarding
tables, would not have its return traffic routed back to the
sender." "Spoofed packets" are a common source of nartians.

Note that in some cases, the traffic nay be asymetric, and a
sinmple forwarding table check m ght produce false positives. See
[ RFC3704]

Qut - of - Band (QoB) nmnagenent .

"Qut - of - Band rmanagenent" is defined as any nanagenent done over
channel s and interfaces that are separate fromthose used for
user/custoner data. Exanples would include a serial console
interface or a network interface connected to a dedicated
managenent network that is not used to carry custoner traffic.
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Open Revi ew.

"Open review' refers to processes designed to generate public

di scussion and revi ew of proposed technical solutions such as data
commruni cati ons protocols and cryptographic algorithnms with the
goal s of inproving and building confidence in the final solutions.

For the purposes of this docunent "open review' is defined by
[ RFC2026]. All standards track documents are considered to have
been t hrough an open revi ew process.

It should be noted that organi zations nmay have |ocal requirenents
that define what they view as acceptable "open review'. For
exanpl e, they may be required to adhere to certain national or

i nternational standards. Such nodifications of the definition of
the term"open review', while inportant, are considered | oca

i ssues that shoul d be discussed between the organization and the
vendor .

It should also be noted that section 7 of [RFC2026] pernits
standards track docunents to incorporate other "external standards
and specifications"

Servi ce.

A nunber of requirenents refer to "services". For the purposes of
this docunent a "service" is defined as "any process or protoco
running in the control or managenent planes to which non-transit
packets may be delivered". Exanples mght include an SSH server,
a BGP process or an NTP server. It would also include the
transport, network and link |layer protocols since, for exanple, a
TCP packet addressed to a port on which no service is listening
will be "delivered" to the IP stack, and possibly result in an

| CMP nessage bei ng sent back

Secur e Channel
A "secure channel" is a mechanismthat ensures end-to-end
integrity and confidentiality of conmunications. Exanples include
TLS [ RFC2246] and | Psec [ RFC2401]. Connecting a terminal to a
consol e port using physically secure, shielded cable would provide
confidentiality but possibly not integrity.

Si ngl e- Honed Net wor k.

A "single-homed network" is defined as one for which

* There is only one upstream connection
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* Routing is symretric.

See [ RFC3704] for a discussion of related i ssues and nechani sns
for nultihomed networks.

Spoof ed Packet .

A "spoofed packet" is defined as a packet that has a source
address that does not correspond to any address assigned to the
system whi ch sent the packet. Spoofed packets are often "bogons"
or "martians".

2. Functional Requirenents

The requirements in this section are intended to list testable,
functional requirenments that are needed to operate devices securely.

2. 1.

2.1.1.

Devi ce Managenent Requirenents

Support Secure Channels For Managenent

Requi rerment .

The devi ce MUST provi de nechanisns to ensure end-to-end integrity
and confidentiality for all network traffic and protocols used to
support managenent functions. This MJST include at |east
protocol s used for configuration, nmonitoring, configuration backup
and restore, logging, time synchronization, authentication, and
routing.

Justification.

Integrity protection is required to ensure that unauthorized users
cannot manage the device or alter log data or the results of
managenent conmands. Confidentiality is required so that

unaut hori zed users cannot view sensitive information, such as
keys, passwords, or the identity of users.

Exanpl es.

Jones

See [ RFC3631] for a current list of mechanisnms that can be used to
support secure nanagenent.

Later sections list requirements for supporting in-band nanagenent
(Section 2.2) and out-of-band nmanagenent (Section 2.3) as well as
trade-offs that nust be weighed in considering which is
appropriate to a given situation.
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Wr ni ngs.
None.
2.2. In-Band Managenent Requirenents

This section lists security requirenents that support secure in-band
managenent. |n-band managenent has the advantage of |ower cost (no
extra interfaces or lines), but has significant security

di sadvant ages:

0 Saturation of custoner lines or interfaces can make the device
unnanageabl e unl ess out - of - band nmanagenent resources have been
reserved.

0 Since public interfaces/channels are used, it is possible for
attackers to directly address and reach the device and to attenpt
managenent functions.

0 |In-band managenent traffic on public interfaces nay be
i ntercepted, however this would typically require a significant
conprom se in the routing system

0 Public interfaces used for in-band nanagenent nmay becone
unavail abl e due to bugs (e.g., buffer overflows being exploited)
whil e out-of-band interfaces (such as a serial consol e device)
remai n avail abl e.

There are many situations where in-band nanagenment makes sense, is
used, and/or is the only option. The follow ng requirenments are
meant to provide neans of securing in-band managenent traffic.

2.2.1. Use Cryptographic Al gorithns Subject To Open Review
Requi renment .

If cryptography is used to provide secure nanagenent functions,
then there MUST be an option to use algorithms that are subject to
"open review' as defined in Section 1.8 to provide these
functions. These SHOULD be used by default. The device NMAY
optionally support algorithns that are not open to review

Justification.
Cryptographic al gorithns that have not been subjected to
wi despread, extended public/peer review are nore likely to have

undi scover ed weaknesses or flaws than open standards and publicly
reviewed algorithnms. Network operators nmay have need or desire to
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use non-open cryptographic algorithms. They should be allowed to
eval uate the trade-offs and nmake an infornmed choi ce between open
and non-open cryptography. See [Schneier] for further discussion.

Exanpl es.

The following are sone algorithnms that satisfy the requirenent at
the time of witing: AES [FIPS.197], and 3DES [ ANSI. X9-52. 1998]
for applications requiring synmetric encryption; RSA [ RFC3447] and
Diffie-Hell man [ PKCS. 3.1993], [RFC2631] for applications requiring
key exchange; HMAC [ RFC2401] with SHA-1 [RFC3174] for applications
requiring nessage verification

War ni ngs.

2.2.2.

This list is not exhaustive. Oher strong, well-revi ewed

al gorithnms may nmeet the requirement. The dynamic nature of the
field neans that what is good enough today nmay not be in the
future.

Open review i s necessary but not sufficient. The strength of the
al gorithm and key | ength nust al so be considered. For exanple,
56-bit DES neets the open review requirenent, but is today

consi dered too weak and is therefore not recomended.

Use Strong Cryptography

Requi rerment .

If cryptography is used to neet the secure nmanagenent channe
requi renents, then the key lengths and al gorithns SHOULD be
"strong".

Justification.

Short keys and weak algorithns threaten the confidentiality and
integrity of conmunications.

Exanpl es.

Jones

The following algorithnms satisfy the requirenment at the tine of
witing: AES [FIPS.197], and 3DES [ ANSI. X9-52.1998] for
applications requiring synmetric encryption; RSA [ RFC3447] and
Diffie-Hellman [ PKCS. 3.1993], [RFC2631] for applications requiring
key exchange; HVAC [ RFC2401] with SHA-1 [RFC3174] for applications
requi ring nessage verification
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Note that for *new protocol s* [RFC3631] says the foll ow ng:

"Si mpl e keyed hashes based on MD5 [ RFC1321], such as that used in
the BGP session security mechani sm [ RFC2385], are especially to be
avoi ded in new protocols, given the hints of weakness in M5."
Whi |l e use of such hashes in deployed products and protocols is
preferable to a conplete lack of integrity and authentication
checks, this document concurs with the recomendation that new
products and protocols strongly consider alternatives.

War ni ngs.

This list is not exhaustive. Oher strong, well-revi ened

al gorithnms may neet the requirenent. The dynanmic nature of the
field neans that what is good enough today may not be in the
future.

Strength is relative. Long keys and strong algorithnms are

i ntended to increase the work factor required to conproni se the
security of the data protected. Over tine, as processing power
i ncreases, the security provided by a given al gorithm and key
length will degrade. The definition of "Strong" nust be
constantly reeval uated.

There nay be | egal issues governing the use of cryptography and
the strength of cryptography used.

This docunent explicitly does not attenpt to nake any

aut horitative statenent about what key |engths constitute "strong"
cryptography. See [RFC3562] and [RFC3766] for help in

determ ning appropriate key lengths. Also see [Schneier] chapter
7 for a discussion of key |engths.

2.2.3. Use Protocols Subject To Open Review For Managenent
Requi renment .
If cryptography is used to provide secure nanagenent channels,
then its use MJUST be supported in protocols that are subject to
"open review' as defined in Section 1.8  These SHOULD be used by

default. The device MAY optionally support the use of
cryptography in protocols that are not open to review
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Justification.

Protocol s that have not been subjected to wi despread, extended
public/peer review are nore |likely to have undi scovered weaknesses
or flaws than open standards and publicly reviewed protocols

Net wor k operators may have need or desire to use non-open
protocol s They should be allowed to evaluate the trade-offs and
make an i nformed choi ce between open and non-open protocols.

Exanpl es.
See TLS [RFC2246] and | Psec [ RFC2401].
War ni ngs.
Note that open review is necessary but nmay not be sufficient. It
is perfectly possible for an openly reviewed protocol to msuse
(or not use) cryptography.
2.2.4. Alow Selection of Cryptographic Paraneters

Requi rerment .

The device SHOULD all ow the operator to sel ect cryptographic
paraneters. This SHOULD i nclude key | engths and al gorithns.

Justification.

Crypt ography using certain algorithns and key | engths may be
considered "strong" at one point in tinme, but "weak" at another
The constant increase in conpute power continually reduces the
time needed to break cryptography of a certain strength.
Weaknesses nay be discovered in algorithns. The ability to sel ect
a different algorithmis a useful tool for maintaining security in
the face of such di scoveries.

Exanpl es.
56-bit DES was once considered secure. In 1998 it was cracked by
custom built machine in under 3 days. The ability to select
al gorithnms and key | engths would give the operator options
(different algorithns, |onger keys) in the face of such
devel opnent s.

War ni ngs.

None.
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2.2.5. Managenent Functions Should Have Increased Priority
Requi rerment .

Managenment functions SHOULD be processed at higher priority than
non- managenent traffic. This SHOULD i nclude ingress, egress,

i nternal transm ssion, and processing. This SHOULD i ncl ude at

| east protocols used for configuration, nonitoring, configuration
backup, |ogging, tinme synchronization, authentication, and
routing.

Justification.

Certain attacks (and normal operation) can cause resource
saturation such as link congestion, menory exhaustion or CPU
overload. |In these cases it is inportant that nmanagenent
functions be prioritized to ensure that operators have the tools
needed to recover fromthe attack

Exanpl es.

I magi ne a service provider with 1,000,000 DSL subscribers, nost of
whom have no firewall protection. |Imagine that a |arge portion of
t hese subscribers machines were infected with a new worm t hat
enabl ed themto be used in coordinated fashion as part of |arge
deni al of service attack that involved flooding. It is entirely
possi ble that without prioritization such an attack woul d cause
link congestion resulting in routing adjacencies being lost. A
DoS attack agai nst hosts has just beconme a DoS attack agai nst the
net wor K.

Wr ni ngs.

Prioritization is not a panacea. Routing update packets nmay not
make it across a saturated link. This requirenent sinply says
that the device should prioritize managenent functions within its
scope of control (e.g., ingress, egress, internal transit,
processing). To the extent that this is done across an entire
network, the overall effect will be to ensure that the network
remai ns manageabl e.

2.3. CQut-of-Band (OoB) Managenent Requirenents

See Section 2.2 for a discussion of the advantages and di sadvant ages
of I n-band vs. Qut-of-Band managenent.
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These requirenments assune two different possible Qut-of-Band
t opol ogi es:

o serial line (or equivalent) consol e connections using a CLI

o network interfaces connected to a separate network dedicated to
nmanagenent .

The followi ng assunptions are nmade about out-of -band nanagenent:
o The out-of-band managenent network is secure.

o Communi cations beyond t he managenent interface (e.g., console
port, managenent network interface) is secure.

o There is no need for encryption of comruni cati on on out - of - band
managenent interfaces, (e.g., on a serial connection between a
term nal server and a device' s console port).

0 Security neasures are in place to prevent unauthorized physica
access.

Even if these assunptions hold it would be wi se, as an application of
defense-in-depth, to apply the in-band requirenents (e.g.
encryption) to out-of-band interfaces.

2.3.1. Support a 'Console’ Interface
Requi renment .

The devi ce MUST support conplete configuration and nanagenent via
a 'console’ interface that functions independently fromthe
forwarding and | P control planes.

Justification.

There are tinmes when it is operationally necessary to be able to

i medi ately and easily access a device for nmanagenent or
configuration, even when the network is unavailable, routing and
network interfaces are incorrectly configured, the I P stack and/or
operating system nmay not be working (or may be vulnerable to
recently discovered exploits that nmake their use inpossible/

i nadvi sabl e), or when high bandwi dth paths to the device are
unavai l able. |In such situations, a console interface can provide
a way to nanage and configure the device
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Exanpl es.

Jones

An RS232 (ElI A232) interface that provides the capability to | oad
new versi ons of the systemsoftware and to perform configuration
via a command line interface. RS232 interfaces are ubiquitous and
wel | under st ood.

A sinpl e enbedded device that provi des managenent and
configuration access via an Ethernet or USB interface.

As of this witing, RS232 is still strongly reconmended as it
provi des the follow ng benefits:

* Sinplicity. RS232 is far sinpler than the alternatives. It is
sinply a hardware specification. By contrast an Ethernet based
solution mght require an ethernet interface, an operating
system an |IP stack and an HTTP server all to be functioning
and properly configured.

*  Proven. RS232 has nore than 30 years of use

* Wl l-Understood. Operators have a great deal of experience
with RS232.

* Availability. It works even in the presence of network
failure.

* Ubiquity. 1t is very widely deployed in nmd to high end
network infrastructure.

*  Low Cost. The cost of adding a RS232 port to a device is
smal | .

* CLI-Friendly. An RS232 interface and a CLI are sufficient in
nost cases to nmanage a device. No additional software is
required.

* |Integrated. Operators have many solutions (terminal servers
etc.) currently deployed to support managenment via RS232

VWil e other interfaces nmay be supplied, the properties listed
above shoul d be considered. Interfaces not having these
properties may present challenges in terns of ease of use,
integration or adoption. Problens in any of these areas could
have negative security inpacts, particularly in situations
where the consol e nust be used to quickly respond to incidents.
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Wr ni ngs.

It is conmon practice is to connect RS232 ports to ternina

servers that permt networked access for convenience. This

i ncreases the potential security exposure of mechani sns avail abl e
only via RS232 ports. For exanple, a password recovery nechani sm
that is available only via RS232 might give a renote hacker to
completely reconfigure a router. Wile operational procedures are
beyond the scope of this docunment, it is inmportant to note here
that strong attention should be given to policies, procedures,
access nechani sms and physical security governing access to
consol e ports.

2.3.2. ’'Console’ Conmunication Profile Mist Support Reset
Requi rerment .
There MUST be a nethod defined and published for returning the
consol e communi cati on paraneters to their default settings. This
nmet hod nust not require the current settings to be known.
Justification.
Havi ng to guess at conmuni cations settings can waste tine. In a

crisis situation, the operator nmay need to get on the console of a
devi ce quickly.

Exanpl es.
One nethod might be to send a break on a serial line.
Wr ni ngs.
None.
2.3.3. 'Console’ Requires Mninmal Functionality of Attached Devices

Requi renment .

The use of the 'console’ interface MJUST NOT require proprietary
devi ces, protocol extensions or specific client software.
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Justification.

The purpose of having the console interface is to have a
managenent interface that can be nade to work quickly at al

times. Requiring conplex or nonstandard behavior on the part of
attached devi ces reduces the likelihood that the console will work
Wi t hout hassl es.

Exanpl es.

If the console is supplied via an RS232 interface, then it should
function with an attached device that only inplenents a "dunb"
termnal. Support of "advanced" terminal features/types should be

optional
War ni ngs.
None.
2.3.4. 'Console Supports Fall-back Authentication

Requi rerment .

The ' consol e’ SHOULD support an authenticati on nechani sm which
does not require functional |IP or depend on external services.
Thi s authentication nmechani sm MAY be disabled until a failure of
ot her preferred mechani snms is detected

Justification.

It does little good to have a console interface on a device if you
cannot get into the device with it when the network is not
wor Ki ng.

Exanpl es.

Sone devi ces whi ch use TACACS or RADI US for authentication wll
fall back to a |ocal account if the TACACS or RADI US server does
not reply to an authentication request.

War ni ngs.

This requirenment represents a trade-off between being able to
manage the device (functionality) and security. There are nany
ways to inplenent this which would provide reduced security for
the device, (e.g., a back door for unauthorized access). Loca
policy should be consulted to deternmine if "fail open"” or "fai
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2.3.5.

closed" is the correct stance. The inplications of "fail closed"
(e.g., not being able to manage a device) should be fully
consi der ed.

If the fall-back nmechanismis disabled, it is inportant that the
failure of | P based authentication nmechanismbe reliably detected
and the fall-back nmechani sm autonmatically enabl ed...otherw se the
operator may be left with no neans to authenticate.

Support Separate Managenment Plane |P Interfaces

Requi renent .

The devi ce MAY provi de designated network interface(s) that are
used for managenent plane traffic.

Justification.

A separate nanagenent plane interface allows nanagenent traffic to
be segregated fromother traffic (data/forwarding plane, contro

pl ane). This reduces the risk that unauthorized individuals wll
be able to observe managenent traffic and/or conprom se the

devi ce.

This requirenent applies in situations where a separate CoB
managenent network exists.

Exanpl es.

Et hernet port dedi cated to managenent and isol ated from custoner
traffic satisfies this requirenent.

War ni ngs.

2.3.6.

The use of this type of interface depends on proper functioning of
both the operating systemand the I P stack, as well as good, known
configuration at |east on the portions of the device dedicated to
nmanagenent .

No Forwardi ng Bet ween Managenment Plane And Other Interfaces

Requi renent .

Jones

If the device inplenments separate network interface(s) for the
managenment plane per Section 2.3.5 then the device MJST NOT
forward traffic between the managenent plane and non- managenent
pl ane interfaces.
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Justification.

This prevents the flow, intentional or unintentional, of
managenent traffic to/fromplaces that it should not be
originating/termnating (e.g., anything beyond the custoner-facing
i nterfaces).

Exanpl es.

| mpl enenting separate forwarding tables for nanagenent plane and
non- managenent plane interfaces that do not propagate routes to
each other satisfies this requirenent.

War ni ngs.
None.
2.4. Configuration and Managenent Interface Requirenents

This section lists requirenents that support secure device
configurati on and managenment methods. |n nost cases, this currently
i nvol ves sone sort of command line interface (CLI) and configuration
files. It may be possible to neet these requirenents with other
mechani sns, for instance SNWP or a script-able HTM. interface that
provides full access to nmanagenent and configuration functions. In
the future, there may be others (e.g., XM based configuration).

2.4.1. CLI'" Provides Access to All Configuration and Managenent
Functi ons

Requi renent .

The Conmand Line Interface (CLI) or equivalent MJST all ow conplete
access to all configuration and managenent functions. The CLI
MUST be supported on the console (see Section 2.3.1) and SHOULD be
supported on all other interfaces used for nanagenent.

Justification.

The CLI (or equivalent) is needed to provide the ability to do
reliable, fast, direct, |ocal managenent and nonitoring of a
device. It is particularly useful in situations where it is not
possi bl e to manage and nonitor the device in-band via "nornal"
nmeans (e.g., SSH or SNWP [ RFC3410], [RFC3411]) that depend on
functional networking. Such situations often occur during
security incidents such as bandw dt h- based denial of service

at t acks.
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Exanpl es.

Exanpl es of configuration include setting interface addresses,
defining and applying filters, configuring |ogging and

aut hentication, etc. Exanples of managenent functions include
di spl ayi ng dynam c state infornmation such as CPU | oad, nenory
utilization, packet processing statistics, etc.

War ni ngs.

2.4.2.

None.

"CLI' Supports Scripting of Configuration

Requi rerment .

The CLI or equival ent MJUST support external scripting of
configuration functions. This CLI SHOULD support the sane comand
set and syntax as that in Section 2.4.1.

Justification.

During the handling of security incidents, it is often necessary
to quickly nmake configuration changes on | arge nunbers of devices.
Doi ng so nmanual ly is error prone and slow. Vendor supplied
managenment sol utions do not always foresee or address the type or
scale of solutions that are required. The ability to script
provides a solution to these problens.

Exanpl es.

Exanpl e uses of scripting include: tracking an attack across a
| arge network, updating authentication paraneters, updating

| oggi ng paraneters, updating filters, configuration fetching/
auditing, etc. Some |anguages that are currently used for
scripting include expect, Perl and TCL.

Wr ni ngs.

Jones

Some properties of the conmand | anguage that enhance the ability
to script are: sinplicity, regularity and consistency. Sone

i npl enentations that woul d nmake scripting difficult or inpossible
i nclude: "text nenu" style interfaces (e.g., "curses" on UN X) or
a hard-coded GU interfaces (e.g., a native Wndows or Macintosh
QU application) that comruni cate using a proprietary or
undocurnent ed protocol not based on a CLI
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2.4.3. 'CLI' Supports Managenent Over 'Slow Links
Requi rerment .

The devi ce MUST support a command line interface (CLI) or
equi val ent nmechani sm that works over |ow bandw dth connecti ons.

Justi fication.
There are situations where high bandwi dth for managenment is not

avai |l abl e, for exanple when in-band connections are overl oaded during
an attack or when | ow bandwi dth, out-of-band connecti ons such as

nodens nust be used. It is often under these conditions that it is
nost crucial to be able to perform nanagenment and confi guration
functions.

Exanpl es.

The network is down. The network engi neer just disabled routing
by nmi stake on the sole gateway router in a renote unnanned data
center. The only access to the device is over a nodem connected
to a console port. The data center customers are starting to cal
the support line. The GU managenent interface is redrawi ng the
screen nultiple tinmes...slowy... at 9600bps.

One nechani smthat supports operation over slowlinks is the
ability to apply filters to the output of CLI comrmands whi ch have
potentially large output. This may be inplenented with sonething
simlar to the UNIX pipe facility and "grep"” command.
For exanpl e,

cat largefile.txt | grep interesting-string

Another is the ability to "page" through | arge comuand out put,
e.g., the UNI X "nore" comand

For exanpl e,
cat largefile.txt | nore
Wr ni ngs.
One consequence of this requirement nmay be that requiring a GU

interface for managenent is unacceptable unless it can be shown to
wor k acceptably over slow |inks.
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2.4.4. CLI'" Supports ldle Session Tineout
Requi rerment .

The conmand line interface (CLI) or equival ent mechani sm MJST
support a configurable idle tineout val ue.

Justification.

Net wor k admi nistrators go to lunch. They |eave thensel ves | ogged
inwith adm nistrative privileges. They forget to use screen-
savers with password protection. They do this while at
conferences and in other public places. This behavior presents
opportunity for unauthorized access. Idle tineouts reduce the

wi ndow of exposure.

Exanpl es.

The CLI may provide a configuration conmand that allows an idle
timeout to be set. |If the operator does not enter conmands for
that anmount of tine, the login session will be automatically
term nat ed

Wr ni ngs.
None.
2.4.5. Support Software Installation
Requi renent .

The device MUST provide a neans to install new software versions.
It MUST be possible to install new software while the device is
di sconnected fromall public IP networks. This MJST NOT rely on
previous installation and/or configuration. Wile new software
MAY be | oaded fromwitable nedia (disk, flash, etc.), the
capability to | oad new software MJST depend only on non-witable
media (ROM etc.). The installation procedures SHOULD support
nmechani snms to ensure reliability and integrity of data transfers.

Justification.
* Vulnerabilities are often discovered in the base software
(operating systens, etc.) shipped by vendors. Oten mitigation of

the risk presented by these vulnerabilities can only be
acconpl i shed by updates to the vendor supplied software (e.g., bug
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fixes, new versions of code, etc.). Wthout a nechanismto |oad
new vendor supplied code, it may not be possible to nitigate the
ri sk posed by these vulnerabilities.

* |t is also conceivable that malicious behavior on the part of
hackers or unintentional behaviors on the part of operators could
cause software on devices to be corrupted or erased. 1In these
situations, it is necessary to have a neans to (re)load software
onto the device to restore correct functioning.

* It is inportant to be able to | oad new software while disconnected
fromall public IP networks because the device may be vul nerable
to old attacks before the update is conplete.

*  One has to assunme that hackers, operators, etc. may erase or
corrupt all witable nmedia (disks, flash, etc.). In such
situations, it is necessary to be able to recover starting with
only non-witable nedia (e.g., CO-ROM a true ROW based nonitor).

* Systeminages may be corrupted in transit (fromvendor to
customer, or during the |oading process) or in storage (bit rot,
defective nmedia, etc.). Failure to reliably load a new image, for
exanpl e after a hacker deletes or corrupts the installed image
could result in extended | oss of availability.

Exanpl es.

The device could support booting into a sinple ROV based nonitor
that supported a set of commands sufficient to | oad new operating
system code and configuration data from ot her devices. The
operating system and configuration m ght be | oaded from

RS232. The devi ce coul d support upl oadi ng new code via an RS232
consol e port.

CD- ROM The devi ce could support installing new code froma
| ocally attached CD- ROM dri ve.

NETWORK. The device could support installing new code via a
network interface, assuming that (a) it is disconnected from al
public networks and (b) the device can boot an OS and I P stack
fromsone read-only nedia with sufficient capabilities to | oad new
code fromthe network
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FLASH. The devi ce coul d support booting fromflash nmenory cards.

Si mpl e mechani snms currently in use to protect the integrity of
system i mages and data transfer include i mage checksuns and sinple
serial file transfer pro