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traffic to travel fromone site to another within a BGP/ MPLS | P VPN
(Virtual Private Network). However, it is sonmetinmes desirable to
allow nulticast traffic whose source is in one VPN to be received by
systens that are in another VPN. This is known as a "Milticast VPN
(MVPN) extranet". This docunent updates RFCs 6513, 6514, and 6625 by
speci fying the procedures that are necessary in order to provide
extranet MVPN servi ce.
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1. Introduction

Previ ous RFCs [ RFC6513] [ RFC6514] specify the procedures necessary to
allow P multicast traffic to travel fromone site to another within
a BGP/MPLS IP VPN (Virtual Private Network). However, it is
sonetines desirable to allow multicast traffic whose source is in one
VPN to be received by systens that are in another VPN. This is known
as an "extranet Miulticast VPN (MPN)". This docunent specifies the
procedures that are necessary in order to provide extranet MPN
functionality.

Thi s docunent updates RFCs 6513, 6514, and 6625 by specifying the
procedures that are necessary in order to provide extranet MPN
service.

1.1. Termnol ogy

Thi s docunent uses term nology from[RFC6513] and in particul ar uses
the prefixes "C-" and "P-" as specified in Section 3.1 of [RFC6513],
and "A-D routes" for "auto-discovery routes"

The term "Upstream Mul ti cast Hop" (UWH) is used as defined in
[ RFC6513] .

The term"UMHeligible route" is used to nean "route eligible for UW
determi nation", as defined in Section 5.1.1 of [RFC6513]. W will
say that a given UVH-eligible route or unicast route "nmatches" a
given I P address, in the context of a given Virtual Routing and
Forwarding table (VRF), if the address prefix of the given route is
the I ongest match in that VRF for the given | P address. W will
sonetines say that a route "matches" a particular host if the route
mat ches an | P address of the host.

We follow the term nol ogy of Section 3.2 of [RFC6625] when tal king of
a "Selective Provider Milticast Service Interface" (S-PMSI) A-Droute
being "installed". That is, we say that an S-PVMSI A-Droute is
"installed" (in a given VRF) if it has been selected by the BGP

deci sion process as the preferred route for its Network Layer
Reachability Information (NLRI). W also follow the term nol ogy of
Section 3.2 of [RFC6625] when saying that an S-PMSI A-D route has
been "originated by a given PE'; this nmeans that the given Provider
Edge's (PE's) I P address is contained in the Originating Router’'s IP
Address field in the NLRI of the route.

Rekhter, et al. St andards Track [ Page 4]



RFC 7900 Extranet Multicast in BGP/ I P MPLS VPNs June 2016

We use the followi ng additional term nology and notation:

(o]

Extranet C-source: a nulticast source, in a given VPN, that is
all owed by policy to send nmulticast traffic to receivers that are
in other VPNs.

Extranet C-receiver: a nulticast receiver, in a given VPN, that is
all owed by policy to receive multicast traffic from extranet
C-sources that are in other VPNs.

Extranet C-flow a multicast flow (with a specified C source
address and C-group address) with the followi ng properties: its
source is an extranet C-source, and it is allowed by policy to
have extranet C-receivers.

Extranet C-group: a multicast group address that is in the
"Any- Source Multicast” (ASM group address range and that is

all owed by policy to have extranet C-sources and extranet
C-receivers that are not all in the sane VPN. Note that we wll
sonmetines refer to "Source-Specific Miulticast (SSM C group
addresses" (i.e., Cgroup addresses in the SSM group address
range) but will never call them "extranet C- groups".

N.B.: Any source of traffic for an extranet C-group is considered
to be an extranet C-source, and any receiver of traffic addressed
to an extranet C-group is considered to be an extranet C-receiver.

Extranet C-RP: a multicast Rendezvous Point (RP) for an extranet
C-group; it is allowed by policy to receive Pl M Regi ster nessages
[ RFC7761] fromoutside its VPN and to send nulticast data packets
to extranet C-receivers outside its VPN

Host (C-S,A): the host (or, if CGSis an "anycast address", the set
of hosts) denoted by the address C-S in the context of VPN-A  For
exanple, if a particular Csource in VPN-A has address C S, then
Host (C-S,A) refers to that C source.

"SAFI n" route: a BGP route whose Address Fanily Identifier (AFI)
is either 1 (I1Pv4) or 2 (IPv6) and whose Subsequent Address Fanily
Identifier (SAFl) is "n".

PTA: PMSI Tunnel Attribute [RFC6514].

Rekhter, et al. St andards Track [ Page 5]



RFC 7900 Extranet Multicast in BGP/ I P MPLS VPNs June 2016

Note that a given extranet C-source is not necessarily allowed to
transmit to every extranet C-receiver; policy deternines which
extranet C-sources are allowed to transnmit to which extranet
C-receivers. However, in the case of an extranet (ASM C-group, all
transmitters to the group are allowed to transnmt to all the
receivers of the group, and all the receivers of the group are
allowed to receive fromall transmtters to the group.

We say that a given VRF "contains" or "has" a multicast C source (or
that the C-source is "in" the VRF) if that Csource is in a site
connected to that VRF and the VRF originates a UVMHeligible route
(see Section 4) that matches the address of the C source.

W say that a given VRF "contains" or "has" a nulticast C-receiver
(or that the C-receiver is "in" the VRF) if that Creceiver is in a
site connected to that VRF.

We say that a given VRF "contains" or "has" the C-RP for a given ASM
group (or that the GRP is "in" the VRF) if that CRP is in a site
connected to that VRF and the VRF originates a unicast route and a
(possibly different, possibly the sane) UMHeligible route (see
Section 4) whose respective address prefixes match the C RP address.

[ RFC6513] allows a set of "P-tunnels" (defined in Section 3.2 of

[ RFC6513]) to be aggregated together and transported via an outer
P-tunnel; i.e., it allows for the use of hierarchical Label Sw tched
Pat hs (LSPs) as P-tunnels. A two-level hierarchical LSP, for

exanpl e, can be thought of as a set of "inner tunnels" aggregated

into an outer tunnel. In this docunment, when we speak of a P-tunnel,
we are always speaking of the innernost P-tunnel, i.e., of a P-tunnel
at the lowest hierarchical level. P-tunnels are identified in the

PMSI Tunnel attributes ("PTAs" in this docunent) [RFC6514] of BGP
aut o-di scovery (A-D) routes. Two PTAs that have the same Tunnel Type
and Tunnel ldentifier fields but different MPLS | abel fields are thus
considered to identify two different P-tunnels. (That is, for the
pur poses of this docunent, the MPLS | abel included in the PTA, if
any, is considered to be part of the tunnel identifier.)

W say that the NLRI of a BGP S-PMSI A-D route or Source Active A-D
route contains (CGS, GG if its Milticast Source field contains G S
and its Miulticast Goup field contains GG If either or both of
these fields are encoded as a wildcard, we will say that the NLRI
contains (C-*,C*) (both fields encoded as wildcards), (CG*,CQ
(Multicast Source field encoded as a wildcard), or (CS,C*)
(Multicast Group field encoded as a wildcard).
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We use the term"VPN security violation" to refer to any situation in
whi ch a packet is delivered to a particular VPN, even though, by
policy, it should not be delivered to that VPN.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

1.2. Scope
1.2.1. Custoner Multicast Control Protocols

Thi s docunent presunes that the VPN custoner is using PIM- Sparse
Mode (PIMSM [RFC7761] as the nulticast control protocol at the
customer sites. PIMSM may be used in either the ASM service node

or the SSM service nodel; this docunent covers both cases. Support
for other custoner IP nulticast control protocols (e.g., [RFC5015],
PIM - Dense Mdde) is outside the scope of this docunent. Support for
the use of MPLS nulticast control protocols (e.g., [RFC6388]

[ RFCA875]) by customer sites is also outside the scope of this
docunent .

Wien a VPN customer uses ASM the custoner routers need to be able to
map froma Cgroup address to a CRP address. These mappi ngs can be
provisioned in each router, or they can be discovered dynanically

t hrough protocols such as the Bootstrap Router (BSR) nechani sm

[ RFC5059]. However, it cannot be assuned that such protocols wll
automatically work in the context of an extranet. Discussion of the
use of such protocols in an extranet is outside the scope of this
docunent .

1.2.2. Provider Milticast Control Protocols
[ RFC6513] allows either PIMor BGP to be used as the protocol for
di stributing custonmer nulticast routing information. Except where

ot herwi se specified, such as in Sections 6 and 7, the procedures of
this docunent cover both cases.
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1.3. darification on Use of Route Distinguishers

[ RFC4364] requires that every VRF be associated with one or nore
Rout e Di stinguishers (RDs). Each VPN-1Pv4 or VPN-1Pv6 route that is
exported froma particular VRF contains, in its NLRI, an RD that is
associated with that VRF.

[ RFCA364] allows a given RD to be associated with nore than one VRF,
as long as all the VRFs associated with that RD belong to the sane
VPN. However, in the nost conmmon depl oynent nodel, each RDis
associated with one and only one VRF. [RFC6513] and [ RFC6514]
presuppose this deploynent nodel. That is, [RFC6513] and [ RFC6514]
presuppose that every RD is associated with one and only one VRF. W
will call this the "unique VRF per RD' condition.

[ RFC6514] defines the MCAST-VPN address fam |y, which has a nunber of
route types. Each Intra-Autononous System (Intra-AS) "Inclusive
Provider Multicast Service Interface" (I-PMsl) A-D route, S-PMSI A-D
route, and Source Active A-D route, when exported froma given VRF,
contains, inits NLRI, an RD that is associated with the VRF.

[ RFC6513] and [ RFC6514] al so discuss a class of routes known as
"UMHeligible" routes; when a UMHeligible route is exported froma
given VRF, its NLRI contains an RD of the VRF.

[ RFC6514] al so defines MCAST- VPN routes whose NLRI's do not contain an
RD of the VRF fromwhich they are exported: the Cnulticast Join
routes and the Leaf A-D routes.

Those route types that, when exported froma given VRF, contain (in
their NLRIs) an RD of the VRF, will be known in this docunent as
"l ocal - RD routes".

G ven the "unique VRF per RD' condition, if one sees that two

| ocal - RD routes have the sanme RD, one can infer that the two routes
originated fromthe sane VRF. This inference can be drawn even if
the two routes do not have the sane SAFl, as long as the two routes
are both | ocal -RD routes.

Thi s docunent buil ds upon [ RFC6513] and [ RFC6514]; therefore, the
"uni que VRF per RD' condition is REQU RED.

[ RFC6514] presupposes a further requirenment on the use of RDs in the
| ocal -RD routes exported froma given VRF. Suppose that a given VRF
exports a Source Active A-D route containing (CGS,CGQ. That VRF
will also export a UM eligible route matching G- S. [RFC6514]
presupposes that the UvHeligible route and the Source Active A-D
route have the same RD.
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In nost cases, not only is a given RD associated with only a single
VRF, but a given VRF is associated with only a single RD. W will
call this the "unique RD per VRF' condition. Wen this condition
holds, all the local-RD routes exported froma given VRF will have
the sane RD. This ensures that the presupposition of the previous
paragraph will hold, i.e., that the RDin a Source Active A-D route
exported froma given VRF will have the same RD as the correspondi ng
UVH-el i gi bl e route exported fromthe sane VRF.

Section 7.3 of this docunment describes a procedure known as "extranet
separation”. \Wen extranet separation is NOT being used, it is

REQUI RED by this docunent that the "unique RD per VRF' condition
hold. This ensures that all the |local-RD routes exported froma
given VRF will have the sane RD.

When extranet separation is used, a VRF that contains both extranet
sources and non-extranet sources MJST be configured with two RDs.

One of these RDs is known as the "default RD', and the other is known
as the "extranet RD'. It MJST be known by configuration which RDis
the default RD and which is the extranet RD

When a VRF is configured with only one RD, we will refer to that RD
as the "default RD'.

In general, local-RD routes exported froma given VRF will contain
the default RD. However, when extranet separation is used, sone of
the | ocal -RD routes exported fromthe VRF will contain the

extranet RD. Details concerning the exported routes that contain
the extranet RD can be found in Sections 4.1 and 7. 3.

Note that the "unique VRF per RD' condition applies to the
extranet RD as well as the default RD. That is, a given extranet RD
is associated with a unique VRF.

1.4. Overview

Consider two VPNs, VPN-S and VPN-R, each of which supports MPN

functionality as specified in [ RFC6513] and/or [RFC6514]. |In the
simpl est configuration, VPN-S is a collection of VRFs, each of which
is configured with a particular Route Target (RT) value (call it

"RT-S") as its inport RT and as its export RT. Simlarly, VPNRis a
collection of VRFs, each of which is configured with a particular RT
value (call it "RT-R') as its inport RT and as its export RIT.
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In this configuration, nulticast Creceivers contained in a VPNNR VRF
cannot receive nulticast data traffic fromnulticast C sources
contained in a VPNNS VRF. If it is desired to allow this, one needs
to create an MVPN "extranet". Creating an extranet requires
procedures in addition to those specified in [ RFC6513], [RFC6514],
and [ RFC6625]; this docunent specifies these additional procedures.

In the exanpl e above, the additional procedures will allow a selected
set of routes exported fromthe VPNNS VRFs (i.e., fromthe VRFs

cont ai ni ng extranet C-sources) to be inported into the VPN-R VRFs
(i.e., into the VRFs containing extranet C-receivers). These routes
include the routes that are to be eligible for use as UVH routes (see
Section 5.1 of [RFC6513]) in the extranet, as well as a sel ected set
of BGP A-Droutes (Intra-AS |-PVSI A-D routes, S-PMSI A-D routes, and
Source Active A-D routes). Inporting these routes into the VPN-R
VRFs makes it possible to determine, in the context of a VPN-R VRF,
that a particular Gnmulticast Join needs to be delivered to a
particular VPN-S VRF. It also nakes it possible to deternine, in the
context of a VPN-R VRF, the P-tunnel through which the aforenentioned
VPN-S VRF sends a particular C-flow

Dependi ng on the type of P-tunnel used, it may al so be necessary for
Leaf A-D routes to be exported by one or nore VPN-R VRFs and i nported
into a VPN-S VRF.

There are no extranet-specific procedures governing the use and
di stribution of BGP C-nulticast routes.

If PIMis used as the PE-PE protocol for distributing Gnmulticast
routing information, additional BGP A-D routes nust be exported from
the VPN-R VRFs and inported into the VPN-S VRFs, so that the VPN-S
VRFs can join the P-tunnels that the VPN-R VRFs use for sending PIM
control mnmessages. Details can be found in Section 6.

The sinpl e exanpl e above describes an extranet created fromtwo
MVPNs, one of which contains extranet C sources and one of which
contai ns extranet C-receivers. However, the procedures described in
this docunent allow for nuch nore conplicated scenari os.

For instance, an extranet nay contain extranet C-sources and/or
extranet C-receivers froman arbitrary nunber of VPNs, not just from
two VPNs. An extranet Creceiver in VPN-R nay be allowed to receive
nulticast traffic fromextranet Csources in VPNNA VPN-B, and VPN C
Simlarly, extranet C-sources in VPNS may be allowed to send

mul ticast traffic to nmulticast C-receivers that are in VPN-A VPN B,
VPN-C, etc.
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A given VPN customer may desire that only some of its nulticast
C-sources be treated as extranet C-sources. This can be acconplished
by appropriate provisioning of the inport and export RTs of that
customer’s VRFs (as well as the VRFs of other VPNs that contain
extranet C-receivers for extranet C-flows of the given customer).

A given VPN custonmer may desire that sone of its extranet C-sources
can transmit only to a certain set of VPNs while other of its
extranet C-sources can transnit only to a different set of VPNs.

This can be acconplished by provisioning the VRFs to export different
routes with different RTs.

In all these cases, the VPN custoners set the policies, and the
Service Provider (SP) inplenents the policies by the way it
provisions the inport and export RTs of the VRFs. It is assuned that
the custonmer comunicates to the SP the set of extranet C-source
addresses and the set of VPNs to which each C-source can transnmit.
(Recall that every C-source that can transnit to an extranet C group
is an extranet C-source and nust be able to transnit to any VPN t hat
has receivers for that group. This nust be taken into account when
the provisioning is done.) This custoner/SP conmmunication is part of
the service provisioning process and is outside the scope of this
docunent .

It is possible that an extranet C-source will transnit both extranet
C-flows and non-extranet C-flows. However, if extranet C-receiver
C-R can receive extranet Cflows fromextranet C source CS, the
procedures of this docunent do not prevent G-R fromrequesting and
recei ving the non-extranet flows that are transmtted by CS.
Therefore, allowi ng an extranet C-source to transnit non-extranet
C-flows is NOI RECOWENDED. However, the SP has no control over the
set of C-flows transnitted by a given C source and can do no nore
than communi cate this reconmendation to its custoners.
(Alternatively, the custoner and SP nay coordi nhate on setting up
filters to prevent unauthorized flows frombeing sent to a customner
site; such a procedure is outside the scope of this docunent.) See
Section 10 ("Security Considerations") for additional discussion of
this issue.

Whenever a VPN is provisioned, there is a risk that errors in
provisioning may result in an unintended cross-connection of VPNs.
This would create a security problemfor the custoners. Wen
provi sioning an extranet, attention to detail is particularly

i mportant, as an extranet intentionally cross-connects VPNs. Care
nmust al ways be taken to ensure that the cross-connections are
according to the policy agreed upon by the SP and its custoners.
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Additionally, if one is connecting two VPNs that have overl appi ng
address spaces, one has to be sure that the inter-VPN traffic neither
originates fromnor is destined to the part of the address space that
is in the overlap. Oher problens that can arise due to overl apping
address spaces are discussed in Section 2.

2. Extranets and Overl appi ng Address Spaces

As specified in [ RFC4364], the address space of one VPN may overl ap
wi th the address space of another. A given address may be

"ambi guous” in that it denotes one systemw thin VPN-A and a
different systemwithin VPN-B. In the notation of Section 1.1,

if an address C-S is anbi guous between VPN-A and VPN-B, then

Host (C-S,A) != Host(CS,B). However, any given address CS MJST be
unambi guous (i.e., MJIST denote a single system) in the context of a
gi ven VPN.

When a set of VRFs belonging to different VPNs are conbined into an
extranet, it is no longer sufficient for an address to be unanbi guous
only within the context of a single VPN

1. Suppose that GSis the address of a given extranet C source
contained in VPN-A. Now consider the set of VPNs
{VPN-B, VPN-C, ...} containing extranet C-receivers that are
all owed by policy to receive extranet C-flows fromVPNA's C S
The address C-S MUST be unanbi guous anong this entire set of VPNs
{VPN-A, VPN-B, WPN-C, ...}; i.e., Host(C- S/ A == Host(C S, B) ==
Host (G- S, ©).

The inplication is that GSin VPNNA is not necessarily an
extranet C-source for all VPNs that contain extranet C-receivers;
policy MJIST be used to ensure that CGS is an extranet C source
for a given VPN, say VPN-B, only if CS is unanbi guous between
VPN- A and VPN B.

2. If a given VRF contains extranet C-receivers for a given extranet
C-source, then the address of this C source MJST be unanbi guous
among all the extranet C-sources for which there are Creceivers
in the VRF. This is true whether or not C-sources are in VRFs
that belong to the sanme VPN or different VPNs.

The inplicationis that if CGSin VRFX is anbiguous with GSin
VRF-Y, then there MJUST NOT be any VRF, say VRF-Z, containing
C-receivers that are allowed by policy to receive extranet
Cflows fromboth CGSin VRF-X and CGS in VRFY.
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Note: A VPN custoner nay be using anycast addresses. An anycast
address is intentionally anbiguous, as it denotes a set of systens
rather than a single system |In this document, we will consider an
anycast address to be unanbi guous in a given context as long as it
denotes the sane set of systems whenever it occurs in that context.

A multicast C-group address, say CG nmay also be anbi guous in that
it may be used for one nulticast group in VPN-A and for an entirely
different nulticast group in VPN-B. If a set of MVPNs are conbi ned
into an extranet and CGis an extranet Cgroup, it is necessary to
ensure that C G is unanbi guous anong the entire set of VPNs whose
VRFs contain extranet C-sources, C-RPs, and/or extranet C-receivers
for that C-group. This nay require, as part of the provisioning
process, customer/SP conmmunication that is outside the scope of this
docunent .

Subject to these restrictions, the SP has conplete control over the
distribution of routes in an MWPN. This control is exerted by
provisioning either (1) the export RTs on the VRFs that originate the
routes (i.e., the VRFs that contain the extranet C sources) or

(2) the inport RTs on the VRFs that receive the routes (i.e., the
VRFs that contain the extranet C-receivers), or both.

Sonme of the rules and restrictions on provisioning the RTs are
applicable to all extranets; these are specified in Section 4.
Sections 6 and 7 list additional rules and restrictions that are
applicable only to particular extranet scenari os.

Even if all the RTs are provisioned according to the above rul es and
restrictions, it is still possible for a single P-tunnel to contain
mul ti cast data packets whose source and/or group addresses are

anbi guous in the context of the set of PEs that receive data fromthe
P-tunnel. That is, the above rules and restrictions are necessary,
but not sufficient, to prevent address anbiguity from causing

m sdelivery of traffic. To prevent such m sdelivery, additiona
procedures or policies nust be used.

Sections 2.1 and 2.2 describe scenarios in which a given P-tunnel nay
carry data packets with anbi guous addresses. The additiona
procedures and policies needed to prevent msdelivery of data in
those scenarios are outlined in Section 2.3. (The detail ed
procedures described in Sections 6 and 7 incorporate the

consi derati ons discussed in Section 2.3.)
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2.1. Anbiguity: P-Tunnel wth Extranet/Non-extranet Flows

In the following, we will use the notation "VRF A-n" to nmean "VRF n
of VPN A".

If VPN-A and VPN-B have overl appi ng address spaces and are part of
the sane extranet, then the follow ng problem my exist, as
illustrated in Figure 1.

CS2(A) C3s1 Join(GS2(A), G

\ / /

\ / /
to-aoo - +--+ Pl: (CGS1,Q, (CGS2(A),0Q S +
| VRF A-1] [ = m e | | VRF A-2 |
FE +PE1| | PE2+-------- +
| VRF B- 1] [mm e | | VRF B-2 |
SRR +---+ P2: (CGS2(B),Q SEEEE SR +

/ / \
/ / \
C- S2(B) Join(CGS2(B), G Join(CGS1, Q

Figure 1: Anmbiguity of Extranet and Non-extranet Source Address
Suppose that:
0 CGis an SSM C-group used in VPN-A and VPN B.

o VRF A-1, on PEl, contains an extranet C-source, with | P address
C-S1, that is allowed to have receivers in VPN-B. VRF A-1 thus
exports to VPN-B a UVHeligi ble route matching C S1.

0o In addition, VRF A-1 contains a non-extranet C-source with IP
address C-S2. VRF A-1 exports a UMHeligible route matching C S2
to other VPN-A VRFs but NOT to VPN B.

o VRF B-1, also on PE1l, contains a non-extranet C-source with I[P
address CGS2. A UMteligible route matching CGS2 is thus exported
fromVRF B-1 to other VRFs in VPN B.

0 Host(CGS2,A) !'= Host(CGS2,B). That is, CS2 is an anbi guous
address in any extranet that contains both VPN-A VRFs and VPN-B
VRFs.

0o VRF B-2, on sone other PE, say PE2, requests the nmulticast flow
(GS1,CGQ@. In the context of VRF B-2, CS1 matches the route
exported fromVRF A-1. Thus, B-2's request to receive the
(GS1,CGQ flowis transmitted to VRF A-1.
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0 VRF A-1 responds to VRF B-2's request for (C-S1,C QG traffic by
transmitting that traffic on P-tunnel P1.

0 VRF B-2 joins P-tunnel Pl in order to receive the (CS1,CQ
traffic.

0 VRF A-2, on PE2, requests the (non-extranet) nulticast flow
(GS2,CGQ@. In the context of VRF A-2, CS2 matches the route
exported fromVRF A-1. Thus, A-2's request to receive the
(GS2,CGQ traffic is transmtted to VRF A-1.

0 VRF A-1 responds to VRF A-2's request for (C-S2,CG QG traffic by
transmitting that traffic on P-tunnel P1.

0 VRF A-2 joins P-tunnel Pl in order to receive the (CS2,C QG
traffic.

0 VRF B-2 requests the (non-extranet) nulticast flow (GS2,CGGQG. In
the context of VRF B-2, C-S2 matches the route exported from VRF
B-1. Thus, B-2's request to receive the (CGS2,CGQ flowis
transmitted to VRF B-1.

0 VRF B-1 responds to VRF B-2"s request for (CS2,C QG traffic by
transmtting that traffic on P-tunnel P2.

0o VRF B-2 joins P-tunnel P2.

Since VRF B-2 has joined P-tunnel Pl and P-tunnel P2, it will receive
(GS2,CGQ traffic on both P-tunnels. The (CS2,CG G traffic that
VRF B-2 needs to receive is traveling on P-tunnel P2; this (CGS2,CQ
traffic nust be forwarded by B-2 to any attached custoner sites that
have C-receivers for it. But B-2 MJST discard the (CS2,C QG traffic
that it receives on P1, as this is not the traffic that it has
requested. If the (CGS2,CGQ traffic arriving on P1 were forwarded
to B-2"s custoner sites, the Creceivers would not be able to

di stinguish the two flows, and the result would be a corrupted data
stream

Note that the procedures of Section 9.1.1 of [RFC6513] ("Discarding
Packets fromWong PE') will not cause VRF B-2 to discard the
(GS2,CGQ traffic that arrives on tunnel Pl, because P1 and P2 have
the sane upstream PE.

Therefore, it is necessary to EI THER (1) prevent the above scenario
fromoccurring OR (2) ensure that nulticast data packets will be

di scarded if they arrive on the wong P-tunnel (even if they arrive
fromthe expected PE). See Section 2.3 for further discussion of
this issue.
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2. 2.

Anbi guity: P-Tunnel with Multiple Extranet Flows

Figure 2 illustrates another exanple of how overl appi ng address
spaces may cause a problem

C- S2(A2D) C S1(A20 Joi n(CGS2(A2D), §

\ / /

\ / /
------- +---+ P1: (CGS1(A20),Q, (CS2(A2D),Q +---+--------+
| VRF A-1] [=-mmmm | | VRF D-1 |
——————— +PE1| | PE2+--------+
| VRF B-1] R | | VRF C-1 |
——————— +--+ P2: (CGS2(B20),0Q R I

/ [\

/ / \

C-S2(B20) / \
Join Join

(C-S2(B20), 6 (C S1(A20), §

Figure 2: Ambiguity of Extranet Source Addresses

Suppose that:

(0]

C-Gis an SSM C-group address that is used in VPN-A, VPN B, VPN C,
and VPN-D.

VRF A-1, on PEl, contains an extranet C-source, with |IP address
C-S1, that is allowed by policy to have G receivers in VPN-C (but
not in VPN-D). VRF A-1 thus exports a UMHeligible route matching
C-S1 to VPN-C.

In addition, VRF A-1 contains an extranet C-source, with IP
address C-S2, that is allowed by policy to have C-receivers in
VPN-D (but not in VPNNC). VRF A-1 thus exports a UMHeligible
route matching C-S2 to VPN-D.

VRF B-1, also on PEl, contains an extranet C-source, with IP
address CG-S2, that is allowed by policy to have C-receivers in
VPN-C (but not in VPN-D). VRF B-1 thus exports a UMHeligible
route matching C-S2 to VPN-C.

Host (C-S2,A) != Host(C-S2,B). That is, CS2 is an anbi guous
address in any extranet that contains both VPN-A VRFs and
VPN B VRFs.
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0o VRF C1, on sone other PE, say PE2, requests the extranet
multicast flow (CGS1,CG. In the context of VRF C1, CS1
mat ches the route exported fromVRF A-1. Thus, CG1's request to
receive the (CGS1,CG flowis transnmitted to VRF A- 1.

0 VRF A-1 responds to VRF C1's request for (C-S1,CG QG traffic by
transmitting that traffic on P-tunnel P1.

0 VRF C1joins P-tunnel Pl in order to receive the (CS1,CQ
traffic.

0 VRF C1 requests the extranet nulticast flow (CGS2,CGQG. In the
context of VRF C-1, CS2 natches the route exported from VRF B-1.
Thus, G- 1's request to receive the (GS2,CG flowis transnmitted
to VRF B-1.

0 VRF B-1 responds by transmtting its (CS2,C G traffic on
P-tunnel P2.

0 VRF C1joins P-tunnel P2 in order to receive the (CS2,CGQ
traffic.

o VRF D1, on PE2, requests the extranet multicast flow (G S2,CGGQ.
In the context of VRF D-1, C-S2 matches the route exported from
VRF A-1. Thus, D-1's request to receive the (CGS2,CG flowis
transmtted to VRF A-1.

0 VRF A-1 responds by transmtting its (CS2,CG traffic on
P-tunnel P1.

0 VRF D1 joins P-tunnel Pl in order to receive the (CS2,CQ
traffic.

In this exanple, VRF A-1 has chosen to use the sane P-tunnel, Pl, to
carry both its (GS2,CG Q@ traffic and the (CGS1,C QG traffic. VRF
C-1 has joined tunnel P1 in order to receive the (CGS1,CGGQ traffic
fromVRF A-1, which nmeans that VRF C1 will also receive the unwanted
(CGS2,CGQ traffic fromPl. VRF C1 is also expecting (CGS2,CGQ
traffic fromVRF B-1; this traffic will be received fromP2. Thus,
VRF C1 is receiving (CS2,CGG traffic on both tunnels, and both
C-flows arrive fromthe expected PE, PE1.

Therefore, it is necessary to EI THER (1) prevent the above scenario
fromoccurring OR (2) ensure that VRF C-1 discards any (G S, GG
traffic that arrives fromthe wong P-tunnel. See Section 2.3 for
further discussion of this issue.
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Note that the anmbiguity described in this section (Section 2.2) would
not occur if CGwere an (ASM extranet C-group. |In that case, the
scenario would violate the rule, given previously in Section 2,
requiring that all sources sending to a particular ASM extranet
C-group nust have addresses that are unanbi guous over all the MPNs
receiving traffic for that C group

2.3. Preventing Msdelivery in These Scenari os

There are two ways to prevent the scenarios discussed in Sections 2.1
and 2.2 fromresulting in msdelivery of data; these techniques are
di scussed in Sections 2.3.1 and 2.3.2, respectively.

2.3.1. Do Not Deliver Packets fromthe Wong P-tunne

Consi der a particular Cflow that has receivers in a particul ar VRF.
Sections 6 and 7 describe a set of procedures that enable an egress
PE to deternmine the "expected P-tunnel"” for that CGflow in the
context of that VRF. If a PE receives packets of the C-flow (as
determined by the I P source and/or destination address of the
packet), it checks to see if the packet was received on the expected
P-tunnel for that VRF. |If so, the packet is delivered to the VRF
(and thus to the Gflow s receivers in that VRF). |[If not, the packet
is not delivered to the VRF.

Note that at a given egress PE, the wong P-tunnel for one VRF nay be
the correct P-tunnel for another

These procedures, if applied at every PE that joins a given P-tunnel
are sufficient to prevent misdelivery of traffic in the scenarios
di scussed in Sections 2.1 and 2. 2.

| F these procedures cannot be applied by every PE that is attached to
a given extranet, then the policies of Section 2.3.2 MJST be applied
at every VRF containing Csources for that extranet.

In sone cases, however, it may be safe to deliver packets that arrive
fromother than the expected P-tunnel. Suppose that it is known that
every packet gets transnmitted on only a single P-tunnel. (This wll
be the case if the "single PMSl per C-flow' transm ssion nodel

di scussed in Section 3.1, is being used.) Suppose also that it is
known that Tl and T2 carry only packets that arrived at the sane
ingress PE, over one or nore VRF interfaces that are associated with
the same VRF (i.e., that there is a particular VRF that is the
ingress VRF for ALL the packets carried by T1 or T2). |In this case,
if T1 is the expected P-tunnel for a given (CGS, CGG@, it is NOT
necessary to discard (S, G packets that arrive over T2.
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It is not always possible to determ ne whether two P-tunnels are
carrying packets fromthe same ingress VRF. However, in sonme cases,
this can be determi ned by exami nation of the A-D routes in which the
tunnel s have been adverti sed.

Consi der the foll ow ng exanpl e:

0 Tunnel Tl is a Point-to-Miltipoint (P2MP) multipoint Label
Di stribution Protocol (nmiDP) or RSVP-TE P-tunnel advertised in an
Intra-AS | -PMSI A-D route (call it "R1").

0o Tunnel T2 is a P2MP nLDP or RSVP-TE P-tunnel advertised in an
S-PMBI A-Droute (call it "R2").

0 The respective NLRIs of RL and R2 contain the sane RD val ue.

o The MPLS Label field of RI's PTAis zero, and the MPLS | abel val ue
of R2’”s PTA is zero.

In this exanple, it can be concluded that T1 and T2 are carrying
packets fromthe sanme ingress VRF. Thus, if Tl is the expected
P-tunnel for a (CGS CGQ flow, (S, G packets fromT2 can be safely
delivered to the egress VRF; they do not need to be discarded.
Simlarly, if T2 is the expected P-tunnel for a (CGS,CQG flow, (S G
packets from T1 can be safely delivered to the egress VRF.

Anot her exanple is the follow ng:

0 Tunnel T3 is a P2MP nlLDP or RSVP-TE P-tunnel advertised in a
(G*,C*) S-PVMSI A-Droute (call it "R3").

0 Tunnel T4 is a P2MP nlLDP or RSVP-TE P-tunnel advertised in a
(CGS CG S-PVMSI A-Droute (call it "R4").

0 The respective NLRIs of R3 and R4 contain the sane RD val ue.

o The MPLS Label field of R3’s PTA is zero, and the MPLS | abel val ue
of R4’s PTA is zero.

In this exanple, it can be concluded that T3 and T4 are carrying
packets fromthe sanme ingress VRF. Thus, if T3 is the expected
P-tunnel for a (CGS, GG flow, (S, G packets from T4 can be safely
delivered to the egress VRF; they do not need to be discarded.
Simlarly, if T4 is the expected P-tunnel for a (GS, GG flow,

(S, G packets from T3 can be safely delivered to the egress VRF.
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When I ngress Replication (IR) P-tunnels are being used, please see

[ WPN-1R], especially Section 7 ("The PTA's ' MPLS Label’ Field") for
a di scussion of how to deterni ne when packets from other than the
expected P-tunnel mnust be discarded.

2.3.2. Policies to Prevent Anbiguity on a P-Tunnel

For P-tunnels that are advertised in S-PMSI A-D routes whose NLRI
contains (CGS,CGQ or (CGS,C*), the anbiguities described in
Sections 2.1 and 2.2 can be prevented by provisioning a policy that
assigns, to such P-tunnels, only flows fromthe same C- source.

However, it is not always possible to deternine, through inspection
of the control nmessages, whether this policy has been depl oyed. For
i nstance, suppose that (1) a given VRF has inported a set of S-PMS
A-D routes, (2) each route in the set has bound only a single
(GS1,CG@E) to a single P-tunnel, and (3) each route in the set
identifies a different P-tunnel in its PTA than the P-tunnel
identified by the PTA of any other route in the set. One cannot
infer fromthis that there is no anbiguity, as the sanme P-tunnel nay
al so have been advertised in an S-PMsl A-D route that is not inported
by the given VRF, and that S-PMSI A-D route nmay have bound
(GS2,CRX) to the P-tunnel, where CGS1 != G S2.

Therefore, in order to deternmine that a given P-tunnel (advertised in
a (GS GG or (GS,CG*) S-PVMSl A-Droute) carries only C-flows from
a single CGsource, a PE nust have a priori know edge (through
provisioning) that this policy has been deployed. |In the remainder
of this docunent, we will refer to this policy as the "single
C-source per (CGS, GG or (CGS,C*) P-tunnel"” policy. Note that this
policy is only applicable to P-tunnels that are advertised only in
(GS, GG or (GS,CG*) S-PMSI A-D routes.

O course, if a P-tunnel is advertised in (a) an |I-PMSI A-D route,
(b) an S-PWVsl A-D route whose NLRI contains (C*,C*), or (c) an
S-PMSI A-D route whose NLRI contains (CG*, GG, then it is always
possi ble for the P-tunnel to contain traffic fromnultiple C sources;
there is no policy that can prevent that.

However, if a P-tunnel advertised in a (CG*, GG S-PMsl A-Droute
contains only traffic addressed to a single GG the address

uni queness rules of Section 2 prevent the C source addresses from
bei ng anbi guous; the set of C-sources transmitting to a particul ar
extranet C-group address nust be unanmbi guous over the set of MPNs
that have receivers for that Cgroup. So, for P-tunnels that are
advertised in (C*, GG S-PMsl A-Droutes, the anbiguities described
in Sections 2.1 and 2.2 can be prevented by provisioning a policy
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that assigns to such P-tunnels only flows to the sane extranet
C-group. We will refer to this policy as the "single C group per
(CG*,CGQ P-tunnel" policy.

These considerations can be summari zed as follows. |F the procedures
referenced in Section 2.3.1 cannot be applied, then the PEs MJST be
provi sioned so that all of the follow ng conditions hold true for the
VRFs that contain extranet C- sources:

o the "single Csource per (GS, CG or (GS,C*) P-tunnel" policy
i s provisioned,

o either no (CG*,CG S-PMsl A-Droutes are advertised or the
"single Cgroup per (G*,C G P-tunnel" policy is provisioned,

0 no P-tunnels are advertised in |-PMSI A-D routes, and
o0 no (CG*,CG*) S-PMBl A-Droutes are advertised.

Section 3 of this docunent describes a procedure known as "extranet
separation". \Wen extranet separation is used, the anbiguity
described in Section 2.1 is prevented. However, the anbiguity
described in Section 2.2 is not prevented by extranet separation
Therefore, the use of extranet separation is not a sufficient
condition for avoiding the use of the procedures discussed in
Section 2.3.1. Extranet separation is, however, inplied by the
policies discussed in this section (Section 2.3.2).

3. Extranet Transm ssi on Mdel s

This docunent specifies several "extranet transm ssion" nodels. A
gi ven VRF contai ning extranet C-sources or C-receivers MJST use only
one of these nodels. Further, if VRFS contains extranet C sources,
VRF- R contains extranet C-receivers, and it is allowed by policy for
an extranet C-receiver in VRF-R to receive a Gflow from an extranet
C-source in VRF-S, then VRF-S and VRF-R MJST use the sane extranet
transm ssion nodel. The nodel used by a given VRF is determ ned by
provi si oni ng.

3.1. Transmitting an Extranet C- Flow on a Single PNVSI
In one extranet transnission nodel, which we call the "transmitting

an extranet C-flow on a single PMBI" nodel or, nore sinply, the
"single PMBI per C-flow' nodel, a PE transmitting a packet of an

extranet CGflowtransmits it on only a single PVsl. |If the PMSI is
instantiated by a nmulticast P-tunnel, this neans that the PE
transmits the packet on a single P-tunnel. O course, if the PEis a

replication point for that nmulticast P-tunnel, the packet is
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transmitted nore than once by the PEE Sinmilarly, if the PMBlI is
instantiated by IR each packet nmay be transnmitted nultiple tines.
It is still the case, though, that the packet is transmitted only on
one PMSI.

Thi s docunent provides procedures for supporting this transm ssion
nodel using either BGP or PIMas the PE-PE C-nulticast control
pr ot ocol .

There are two variants of this transm ssion npdel: "w thout extranet
separation” and "with extranet separation".

3.1.1. Wthout Extranet Separation

In this variant, nulticast data traffic fromextranet C sources and
from non-extranet C-sources nmay be carried in the same P-tunnel.

Thi s docunent provides procedures for supporting this variant using
either BGP or PIMas the PE-PE C-nulticast control protocol.

3.1.2. Wth Extranet Separation

In this variant, nulticast data traffic from extranet C sources and
from non-extranet C-sources are never carried in the same P-tunnel.

Under certain circunstances, this can reduce the anmount of nulticast
data traffic that is delivered unnecessarily to certain PE routers.

It also elinmnates the anbiguity discussed in Section 2.1.

By definition, when extranet separation is used, the following rule
MUST be appli ed:

Traffic fromextranet C sources MJST NOT be carried in the same
P-tunnel as traffic from non-extranet C- sources.

This rul e does not inpact those VRFs that contain only non-extranet
C-sources, nor does it inpact those VRFs that contain only extranet
C-sources. However, if a particular VRF contains both kinds of
C-sources, it will need to advertise sone P-tunnels that are used for
carrying only extranet C-flows and sonme that are used only for

carryi ng non-extranet C-fl ows.

Thi s docunent provides procedures for supporting extranet separation
when BGP is used as the PE-PE C-nulticast control protocol. Support
for extranet separation using PIMas the PE-PE C-nulticast control
protocol is outside the scope of this docunent.
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3.

4.

4.

2. Transmitting an Extranet C Flow over Multiple PVSIs

The second extranet transmi ssion nodel is called the "transmitting an
extranet C-flow over multiple PMSIs" nodel or, nore sinply, the
"multiple PMBIs per Cflow' nodel. 1In this nodel, a PE may transmit
the packets of an extranet C-flow on several different PMSIs.

Support for extranet separation with this nodel is outside the scope
of this docunent.

Thi s docunment provides procedures for supporting this transm ssion
nodel when PIMis used as the PE-PE C-nmulticast control protocol.
Support for this transm ssion nodel when BGP is used as the PE-PE
C-multicast control protocol is outside the scope of this docunent.

Di stribution of Routes That Match C- S/ G- RP Addresses
1. UMHEligible Routes

As described in Section 5.1 of [RFC6513], in order for a Cflow
(GS,CG to be carried across the SP backbone, a VRF that has

mul ticast receivers for that Cflow nust inport a route that matches
C-S, and this route nust be "eligible for UVH selection". 1In this
docunent, we will refer to these routes as "UvHeligi bl e extranet
C-source routes".

The UVH el i gi bl e extranet C source routes do not necessarily have to
be uni cast routes; they MAY be SAFI 129 routes (see Section 5.1.1 of
[ RFC6513]). For exanple, suppose that one wants a VPN-R C-receiver
to be able to receive extranet C-flows from C sources in VPN-S but
does not want any VPN-R systemto be able to send unicast traffic to
those C-sources. One can achieve this by using SAFlI 129 routes as
the UMHeligible routes exported fromVPN-S and inported by VPN-R
Since SAFI 129 routes are used only for UWVH deternination and not for
uni cast routing, this allows the nulticast traffic to be forwarded
properly but does not create unicast routes to the C sources.

If a custoner is using PPMSMin the ASM nodel and one or nore
customer sites have C-receivers that are allowed by policy to join a
(G*,CQG tree, where GGis an extranet C-group, then any VRF with
C-receivers for that group MIST inport a UMt eligible route that

mat ches C-RP, where C-RP is the Rendezvous Point (RP) address

for GG

The UVH el i gible extranet C source and C-RP routes do not have to be
"host routes". That is, they can be routes whose | Pv4 address
prefixes are not 32 bits in length or whose | Pv6 address prefixes are
not 128 bits in length. So, it is possible for a UMHeligible
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extranet C-source route to match the address of an extranet C-source
and to also match the address of a non-extranet C-source. However,

if such a route is exported froma VPNS VRF and inported by a VPN-R
VRF, VPN-R receivers will be able to receive C-flows from any

non- extranet C-sources whose addresses match that route. To prevent
this, the VPN-S VRF SHOULD be provisioned such that it will NOT
export a UMteligible route that nmatches (in the context of the VPN-R
VRF) both extranet C-sources and non-extranet C-sources. Failure to
follow this rule may result in a VPN security violation. (See
Section 10.)

In general, one does not want ALL the routes fromthe VPN-S VRFs to
be exported to all the VPNNR VRFs, as only a subset of the routes in
the VPN-S VRFs will be UMH eligible extranet C source routes. Route
distribution is, as is always the case for a BG?/ MPLS | P VPN

[ RFCA364], controlled by Route Targets (RTs). A variety of route

di stribution policies can be created by appropriately provisioning
the inport and export RTs of the various VRFs.

For exanple, the VPN-S VRFs that contain extranet C sources could be
configured to apply an export RT whose value is "RT-A-extranet" to
the routes that match the extranet C-sources. The VPN-R VRFs that
contain extranet C-receivers allowed to receive extranet C-flows
from VPN S extranet C-sources could then be configured with

"RT- A-extranet" as an inport RT.

Arbitrarily conplex policies can be created by suitable nani pul ation
of the inport and export RTs.

4.1.1. Extranet Separation

I f extranet separation is being used and a given VRF is exporting
UVH el i gi bl e routes for both extranet C- sources and non-extranet
C-sources, then the VRF MIST be configured not only with its
default RD but also with an extranet RD. The exported UVHeligible
routes MJST contain the extranet RD in their NLRIs.
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4.2. Distribution of Unicast Routes Matching C-RPs and DRs

Consider a Csource, CGS, that may transnmit to a particul ar extranet
C-group, GG

In order to follow the procedures of [RFC7761],

0 The "first-hop designated router (DR)" for C-S needs to be able to
uni cast PI M Regi ster nessages to a C-RP that services GG

o0 The C-RPs servicing CG need to be able to unicast PIM
Regi ster-Stop nessages to the DR for C S

It follows that if a VRF contains CS but does not contain a CRP for
C-G then the VRF MIST inport a unicast route matching a G RP for
CG Note that the unicast route matching the CG-RP is needed whet her
or not the VRF has also inported a SAFlI 129 route matching the G RP.
(I'f the VRF also contains receivers for GG and UVH deternination is
bei ng done using SAFl 129 routes, both a unicast route and a SAFl 129
mat ching C-RP route are needed.)

Simlarly, if a VRF contains a CGRP for G G but does not contain C S,
the VRF MUST inport a unicast route matching the DR for CS. Note
that the unicast route matching the DR for CGS is needed even if UWH
determination is being done using SAFl 129 routes; in that case, if
the VRF also contains receivers for GG it needs to inport a

SAFI 129 route matching C-S and a unicast route matching the DR

for CGS

If, for a particular extranet C-group, GG the custoner is using
"anycast - RP" [ RFC3446] [ RFC4610] or the Milticast Source Discovery
Prot ocol (MSDP) [ RFC3618], then all the C-RPs serving CG need to
send uni cast nessages to each other. Thus, any VRF that contains a
C-RP for C-G needs to inport unicast routes matching ALL the other
C-RPs that serve GG

The need to distribute these unicast routes is usually not a problem
as long as all the Csources and CRPs for GG are in the same MVPN

If, however, the C-sources are not all in the same MVPN, great care

must be taken to ensure that the unicast routes nentioned above are

properly distributed.

There nay be scenarios in which all the Csources for GG are in the
sane MVPN, but there are receivers in different VPNs, and sone or all
of the VPNs with receivers have their own CGRPs for GG In this
case, care nust be taken to ensure that the CG-RPs can all unicast to
each other.
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4.3. Route Targets and Anmbi guous UVH Eli gi bl e Routes

This section inposes a constraint on the way RTs are assigned to
(a) UMHeligible routes and (b) the BGP A-D routes that advertise
P-tunnels (i.e., BGP A-D routes that contain a PTA). The constraint
specified here applies to any extranet for which the anbiguity
described in Section 2.2 is possible. (The conditions under which
such anbiguity is possible are al so described in Section 2.2.)

We want to ensure that, in any given VRF, the UMHeligible route

mat chi ng a given extranet C-source has an RT in common with every BGP
A-D route that advertises a P-tunnel that nmay be used to carry
extranet multicast traffic fromthat Csource. W also want to
ensure that the UvHeligi ble route matching a given extranet C-source
does not have any RT in common with any BGP A-D route that advertises
a P-tunnel that may be used to carry any multicast traffic froma
different C-source that has the sanme | P address. This enables us to
determ ne whether traffic that appears to be fromthe given C source
is really arriving on the wong P-tunnel and hence is really froma
different C-source with the sane | P address.

Suppose that an | P address CG-S is used in VPN-A as the address of one
system and used in VPN-B as the address of a different system In
this case, one or nore VPN-A VRFs may export a VPN-1P route whose
NLRI is <RDl, S>, and one or nore VPN-B VRFs may export a VPN-1P route
whose NLRI is <RD2,S> where RD1 != RD2. Consider two routes -- Rl
and R2 -- for which the followi ng conditions all hold:

0 Rl and R2 are UMH-eligible extranet C-source or C-RP routes, or
are uni cast routes matching a C RP.

0 Rl is exported froma VRF of VPN-A, while R2 is exported froma
VRF of a different VPN, say VPN B.

0 Rl's NLRI specifies |IP address prefix S/n.
0 R2's NLRI specifies |IP address prefix S/m
0 m>=n (S/mis either the same as or nore specific than S/ n).
0 There is sone host address H such that:
* H denotes a different systemin VPNA than in VPN-B, and

* Hm== S/m(so either SSmor S/n mght be a | ongest match for H
in sonme VRF).

Rekhter, et al. St andards Track [ Page 26]



RFC 7900 Extranet Multicast in BGP/ I P MPLS VPNs June 2016

W inpose the followi ng constraint: RTs MJUST be assigned in such a
way that Rl and R2 do not have any RT in common.

(This constraint is not as onerous as it may seem Typically, Rl and
R2 woul d not have an RT in conmon, as that might result in their
being inported into the sanme VRF, nmaking the address H anbi guous in
that VRF.)

Sections 6 and 7 specify procedures for determining if a received
C-fl ow has been received over the expected P-tunnel. Those
procedures will not work if this constraint is violated. (The
constraint described in this section is necessary, but not
sufficient, for the procedures of Sections 6 and 7 to work;
additional constraints that cover the assignment of RTs to BGP A-D
routes are given in subsequent sections.)

4.4. Dynamically Marking Extranet Routes
4.4.1. The Extranet Source Extended Comunity

Sections 4.1, 4.2, and 4.3 place specific requirenents on the way in
which certain VPN-IP routes are distributed. |In order to ensure that
these requirenments are net, a VPN custonmer nust tell its SP which
routes are the matching routes for extranet C-sources and C RPs.

This may be done as part of the provisioning process. Note that this
does not necessarily require custoner/provider interaction every tinme
the custoner adds a new extranet C-source or C-RP, but only when the
| P address of the new C-source or C-RP does not match an existing
route that is already being distributed as a VPN-1P extranet route.
Neverthel ess, it seems worthwhile to support an OPTI ONAL nechani sm
that allows a custoner to dynamically mark certain routes as being
extranet routes.

To facilitate this, we define a new Transitive Opaque Extended
Community (see [ RFC4360], [RFC7153], and Section 9 of this docunent):
the Extranet Source Extended Community. Wen a Custoner Edge (CE)
router advertises (via BGP) a route to a PE router and the AFI/ SAFI
of the route is 1/1, 1/2, 1/4, 2/1, 2/2, or 2/4, the Extranet Source
Ext ended Conmunity MAY be attached to the route. The value field of
the Extended Community MJUST be set to zero. By placing this Extended
Community on a particular route, a CE router indicates to a PE router
that the procedures of Sections 4.1, 4.2, and 4.3 are to be applied
to that route. That is, the CE router may use this Extended
Community to indicate to the PE router that a particular route is to
be treated as a route that natches the address of an extranet source
and is to be exported accordingly to other VPNs. A PE router that
interprets this Extended Community MJST ignore the contents of the
val ue field.
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Whet her a CE router uses the Extranet Source Extended Conmunity is
determined by the configuration of the CE router. |If used, the set
of routes to which the Extended Community is attached is al so

determ ned by configuration of the CEE Note that a particular PE
router may or may not support the use of the Extranet Source Extended
Community by a particular CE router; this is determ ned by the
service agreenent between the SP and its custoner.

If a CEis advertising SAFlI 2 routes to the PE as the UvHeligible
extranet C-source and C-RP routes and the CE is using the Extranet
Source Extended Community, it is inmportant that the CE attach that
Ext ended Conmunity to the SAFlI 2 routes, rather than just to the
corresponding SAFlI 1 routes. Oherw se, extranet receivers may not
be able to join the (CGS, GG or (CG*,CGQ nulticast trees.

However, if the C-sources and the C-RPs for a given extranet C-group
are not all in the same VPN, the Extended Community would al so have
to be attached to the SAFlI 1 routes that match the G RP addresses and
to the SAFI 1 routes that match the addresses of the first-hop
designated routers for all the Csources. Oherw se, the first-hop
routers mght not be able to send Pl M Regi ster nessages to the C RPs,
and the GRPs mght not be able to send PIM Regi ster-Stop nessages to
the first-hop routers.

Wil e this Extended Conmmunity allows a custonmer to informthe SP
dynami cally that certain routes are "extranet routes", it does not
allow a customer to control the set of RTs that the route will carry
when it is redistributed as a VPN-IP route. Thus, it is only useful
when all the extranet routes froma given VRF are exported with
exactly the sane set of RTs. (cf. Section 4.3.1 of [RFC4364], which
does provide a nechanismthat, if properly supported by the SP,
allows the custonmer to deternine the set of RTs carried by a VPN-IP
route.) A CE SHOULD NOT attach the Extranet Source Extended
Community to any route for which it uses another method of specifying
the RTs to be carried by that route. A CE SHOULD NOT attach the
Extranet Source Extended Community to a route unless all the extranet
routes fromthe CE's VPN are intended to carry the sane set of RTs.

A PE SHOULD ignore the Extranet Source Extended Community if it
appears on a route that the CE should not have put it on. A PE that
i gnores the Extranet Source Extended Community SHOULD NOT follow the
procedures of Section 4.4.2.

Note that m sconfiguration on the CE router can result in the
Extranet Source Extended Community being mstakenly attached to a
route that is not intended to be exported as an extranet route. This
could result in a VPN security violation.
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4.4.2. Distribution of Extranet Source Extended Community

Suppose that a PE receives froma CE a route (call it "R') with the
Extranet Source Extended Community. The PE nust determine (via the
consi derations discussed in Section 4.4.1) whether it should ignore
that Extended Community on route R, if it should ignore the Extended
Community, the procedures described in this section are not followed.

O herwi se, when the PE originates a VPN-IP route corresponding to
route R, the PE MIUST attach this Extended Conmunity to that route.

A Route Reflector MUST NOT add or renove the Extranet Source Extended
Community fromthe VPN-1P routes refl ected by the Route Reflector

i ncluding the case where VPN-IP routes received via Internal BGP
(IBGP) are reflected to External BGP (EBGP) peers (inter-AS

option (c); see Section 10 of [RFC4364]). The value of the Extended
Community MJST NOT be changed by the Route Reflector

When re-advertising VPN-1P routes, Autononous System Border Routers
(ASBRs) MUST NOT add/renove the Extranet Source Extended Community

fromthese routes. This includes inter-AS options (b) and (c) (see
Section 10 of [RFC4364]). The value of the Extended Comunity

MUST NOT be changed by the ASBRs.

When a PE advertises (via BGP) |IP routes to a CE, these routes

MUST NOT carry the Extranet Source Extended Community unl ess the

PE- CE connection is actually an inter-AS option (a) connection (see
Section 10 of [RFC4364]). When the PE-CE connection is not an
inter-AS option (a) connection, a CE that receives an IP route with
the Extranet Source Extended Community MJST renove it fromthe route
before re-advertising the route.

The rules for attaching the Extranet Source Extended Community to a
VPN-1P route, and the rules for propagating that Extended Comunity,
are needed in order to support the scenario in which a VPN contains
an option (a) interconnect (see Section 10 of [RFC4364]). At the
option (a) interconnect, the VPN-IP route gets translated back to an
IP route, and the RTs are stripped off before the IP route is
propagated. |f the Extranet Source Extended Conmunity has al so been
stripped off, there is no way for the router at the other end of the
option (a) interconnect to know that the route represents an extranet
source. Thus, the technique of using the Extranet Source Extended
Community to dynanmically signal that a particular route represents an
extranet source will not work correctly across an option (a)

i nterconnect unless the rules in this section are foll owed.

Rekhter, et al. St andards Track [ Page 29]



RFC 7900 Extranet Multicast in BGP/ I P MPLS VPNs June 2016

4.5, The Extranet Separation Extended Conmunity

We define a new Transitive Opaque Extended Conmmunity: the Extranet
Separ ati on Extended Community (see [ RFC4360], [RFC7153], and

Section 9 of this docunent). This Extended Conmunity is used only
when extranet separation is being used. |Its value field MJST be set
to zero upon origination, MJST be ignored upon reception, and MJST be
passed unchanged by internediate routers. A Route Reflector MJST NOT
add or renove the Extranet Separation Extended Community from the
routes it reflects, including the case where routes received via |BGP
are reflected to EBGP peers (inter-AS option (c); see Section 10 of

[ RFC4364]) .

If a VRF has been provisioned to use extranet separation and that VRF
has been provisioned to transnmt any extranet C-flows on a P-tunnel
that it advertises in an |I-PMSI A-Droute or a (CG*,G*) S-PMsl A-D
route, then any UMHeligible routes that are exported fromthat VRF
foll owi ng the procedures of Sections 4.1, 4.2, and 4.3 MJST carry the
Extranet Separation Extended Community. |In addition, if an |-PNSI
A-Droute and/or (G*,C*) S-PMSI A-Droute exported fromthat VRF is
used to carry extranet traffic, that A-D route MJST also carry the
Extranet Separation Extended Community. Further details may be found
in Sections 7.3, 7.4.4, and 7.4.5.

5. Oigination and Distribution of BGP A-D Routes

Except where otherw se specified, this section describes procedures
and restrictions that are independent of the PE-PE C-nulticast
control protocol.

5.1. Route Targets of UV Eligible Routes and A-D Routes
Suppose that there is an extranet C-flow such that:
0 The extranet C-source of that CGflowis in VRF A-1.
0 One or nore extranet C-receivers of that Gflow are in VRF B-1.

In this case, VRF A-1 MJST export a UVMHeligible route that nmatches
the extranet C-source address, and VRF B-1 MJST inport that route.

In addition, VRF A-1 MJST export an Intra-AS |-PMSI A-D route or an
S-PMBlI A-D route specifying the P-tunnel through which it will send
the data traffic of the given extranet Cflow, and VRF B-1 MJST
inmport that route. |If BGP is the PE-PE C-multicast control protocol,
then under certain conditions (as specified in [RFC6514]), VRF A-1
may al so need to export a Source Active A-D route specifying that it
contains a source of the given CGflow, and VRF B-1 nust inport that
Source Active A-Droute. That is, in order for VRF B-1 to receive a
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C-flow froma given extranet Csource contained in VRF A-1, VRF A-1
MUST export a set of A-D routes that are "about" that source, and VRF
B-1 MJST inport them

One way to ensure this is to provision an RT that is carried by all
the routes exported fromVRF A-1 that are "about" a given extranet
C-source and al so provision this RT as an inport RT at any VRF (such
as VRF B-1) that is allowed to receive extranet flows fromthat

sour ce.

If the "single PVBI per C-flow' transm ssion nodel is being used
(with or without extranet separation), there is an additional

requi renent, stated below, regarding the way RTs are provisioned, as
the RTs carried by a UMt eligible route that natches a given extranet
C-source nmay need to be used to identify the A-D routes that are
"about" that source.

Consi der the follow ng scenari o:

0 |P address S is the address of one systemin VPN-A and the address
of a different systemin VPN B.

0 VRF A-1 on PE1 exports UVHeligible route RL, which is a matching
route for S

0 VRF A-1 on PE1l exports an A-D route P1 whose PTA identifies a
P-tunnel through which VRF A-1 may send traffic whose Csource is
S, where one of the follow ng conditions holds:
* Plis an |-PMSI A-D route, OR

* Pl is an S-PMSI A-D route whose NLRI contains (C*,C*) or
(CG*, GG, R

* Pl is an S-PMSI A-D route whose NLRI contains (G S, GG or
(GS,C*), BUT the "single Csource per (CGS, GG or (CGS,C*)
P-tunnel " policy is not provisioned, OR

* Pl is a Source Active A-D route whose NLRI contains (CS,CGGQ.
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0 VRF B-1 on PE1 exports a U eligible route R2, which is a
mat chi ng route for S.

0 VRF B-1 on PE1 exports an A-D route P2 whose PTA identifies a
P-tunnel on which VRF B-1 may send traffic whose Csource is S,
where one of the follow ng conditions holds:

* P2 is an |-PMSI A-D route, OR

* P2 is an S-PMSI A-D route whose NLRI specifies (CG*,CG*) or
(C*, GG, R

* P2 is an S-PMSI A-D whose NLRI specifies (CGS, GG or
(GS,C*), BUT the "single CGsource per (CGS, GG or (CGSC*)
P-tunnel " policy is not provisioned, OR

* P2 is a Source Active A-D route whose NLRI contains (CS, CGGQ.

As inmplied by the rules of Section 4.1, there MJST NOT be any RT that
is common to both RL and R2. In addition, the follow ng set of rules
for RT assignment MJST be foll owed when extranets are supported.
These rul es support all the extranet transm ssion nodels described in
this specification:

0 There MUST NOT be any RT that is carried by both P1 and P2.

0 The intersection of the set of RTs carried by P1 and the set of
RTs carried by Rl MIUST be non-null, and any VRF that inports both
P1 and R1 MJUST be configured with an inport RT fromthis
i ntersection.

0 The intersection of the set of RTs carried by P2 and the set of
RTs carried by R2 MUST be non-null, and any VRF that inports both
P2 and R2 MIUST be configured with an inmport RT fromthis
i ntersection.
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Suppose that VRF C-1 on PE2 inports P1 and R1 from VRF A-1 while al so
importing P2 fromVRF B-1. Since

0 RLis VRFGCG1 s route to S,
o Rl has an RT in commpn with P1, and
o Rl has no RT in comon with P2,

it can be concluded that VRF C-1 should expect that nulticast traffic
fromS will arrive on the P-tunnel specified in P1l. See Sections 6
and 7 for nore details on deternining the expected P-tunnel for a

gi ven extranet C-flow.

Whil e the assignnent of inport and export RTs to routes is a

depl oynent and provisioning issue rather than a protocol issue, it
shoul d be understood that failure to followthese rules is likely to
result in VPN security violations.

5.2. Considerations for Particular Inclusive Tunnel Types

An Inclusive Tunnel (sonetines referred to as an "Inclusive Tree";
see Section 2.1.1 of [RFC6513]) is a tunnel that, by default, carries
all the multicast traffic of a given MVPN that enters the backbone
network via a particular PE. An Inclusive Tunnel is advertised in
the PTA of an |I-PMSI A-D route.

5.2.1. RSVP-TE P2MP or Ingress Replication

This section applies when Inclusive Tunnels are created using either
RSVP- TE P2MP or IR

Suppose that a VRF, say VRF-S, contains a given extranet C-source
C- S, and VRF-S advertises inits Intra-AS |-PMSl A-D route either a
P2MP RSVP-TE P-tunnel or an IR P-tunnel to carry extranet traffic.

In order for VRF-S to set up the P2MP RSVP-TE or IR P-tunnel, it nust
know all the PEs that are | eaf nodes of the P-tunnel, and to learn
this it must inport an Intra-AS |-PMSI A-D route fromevery VRF that
needs to receive data through that tunnel.

Therefore, if VRF-R contains an extranet C-receiver that is allowed
by policy to receive extranet flows fromCS, the RT(s) carried by
the Intra-AS |-PMsl A-D routes originated by VRF-R MJST be such that
those Intra-AS |-PVMSl A-D routes will be inported into VRF-S
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In the case of IR this has the foll owi ng consequence: if an egress
PE has n VRFs with receivers for a flowthat VRF-S transnits on its
|-PVBI, that egress PE will receive n copies of the same packet, one
for each of the n VRFs.

Note that Section 9.1.1 of [RFC6514] prohibits the "Leaf Information
Required" flag frombeing set in the PTA of an Intra-AS |-PMSI A-D
route. If this prohibition is ever renoved, the requirenent of this
section will apply only if VRF-S does not set that flag

5.2.2. Ingress Replication
This section applies only when Inclusive Tunnels are created via IR

[ RFC6513] and [ RFC6514] specify procedures that allow | -PMSIs to be
instantiated by IR The concept of an IR P-tunnel, and the
procedures for supporting IR P-tunnels, are explained nore fully in
[MWPN-1R]. An IR P-tunnel can be thought of as a P2MP tree in which
a packet is transnitted fromone node on the tree to another by being
encapsul ated and sent through a unicast tunnel

As discussed in Section 2, when |-PV5ls are used to support
extranets, egress PEs MJST have the ability to discard custoner
nmul ti cast data packets that arrive on the wong P-tunnel. When
|-PVMSls are instantiated by IR this inplies that the follow ng two
procedures MJST be foll owed:

1. One of the followi ng three procedures MJST be foll owed:

a. the "Single Forwarder Selection" procedures of Section 9.1.2
of [ RFC6513]

b. the "native PIM nethods" of Section 9.1.3 of [RFC6513]

c. the unicast encapsul ation used to transnmt packets along the
IR P-tunnel is such as to enable the receiving node to
identify the transnitting node (note that this would not be
the case if, for exanple, the unicast tunnels were MP2P LSPs)

and
2. |If a PE assigns an MPLS | abel value in the PTA of an Intra-AS or
Inter-AS | -PMSI A-D route that it originates, that |abel value

MUST NOT appear in the PTA of any other |-PMSI or S-PMSI A-D
route originated by the sane PE
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Failure to foll ow these procedures would make it inpossible to
di scard packets that arrive on the wong P-tunnel and thus could |ead
to duplication of data.

If it is desired to support extranets while also using IRto
instantiate the PMBls, an alternative is to use (CG*,C*) S-PMBls
instead of |-PMSls. (See [RFC6625], as well as Sections 7.2.2,
7.3.2, and 7.4.4 of this docunment.) This has nuch the sanme effect in
the data plane, and there are no restrictions on the type of unicast
tunnel that can be used for instantiating S-PMSIs.

Section 6.4.5 of [RFC6513] describes a way to support VPNs using
|-PMSIs that are instantiated by IR wusing no S-PMsls, but using
"explicit tracking" to ensure that a C-flow goes only to egress PEs
that have receivers for it. This docunment does not provide
procedures to support extranets using that nodel.

6. Wien PIMIs the PE-PE C-Milticast Control Plane

As specified in [ RFC6513], when PIMis used as