Becent Key Developme: ts Regarding NSA

Commitiee (NSTISSCY

The National Security Tt ecommunications and Information Systems Secunty
Committee (NSTISSC) 1 2s established by President Bush under National
Security Directive 42 (N D 42) entitled, “National Policy for the Security of
Mational Security Telece nmunications and Information Systems,” cated July
5, 1990, The Chair of th: NSTISSC is Art Money, the Assistant Secretary of
Defense for Command, ¢ ontral, Communications, and Intelligence
{ASDCII) The NSTISS T sets national policy, and promulgates direction,
operational procedures, nd guidance for the security of national security
gyitems through the WS TS8C Issusnce System.

N repart that NSA is trying to put teeth
back into WSD 42 The « irective originally granted NSA broad puthority over
“nationel security systen 1" These were originally defined as those svstems
falling into the military 2 d intelligence reglm, i.¢., Systems handling

classified information an | other unclassified sensitive military information
falling under the Warne: Amendment. However, NSA has recently tried to
convince the new Bush : dministration to grant it security oversight gutharity
for non-natonal securi: syscems n which inteerity and availability are
paramount. The NSA is xarticularly tryving to gain control over security of the
Fedaral Aviation Admin stmtion's Netiongl Airspace Sysiem and the National
Waather System. This p «wer move has met with stiff opposition from the
OMB, Depertment of 5 ie, and Department of the Treasury

National Security Age cv (NSA)

The MNationel Security # zency (NSA) continues 1o expand its influence in
movermment-wide cyber sccunity programs. In fact, it has ignored the
Compurter Security Act oy providing technical assistance directly to clvilian
governmen! agencies, ti *reby extanding the national security umbreila to non-
national security-redatec and unclassified computer systems It has provided
security assessments to he Departments of Interior and Commeres and the
Federal Emergency Me agement Agancy (FEMA)

Pyblic hev Infrastrue urg (FEIL)



A report released by the « -eneral Accounting Office (GAO) urges the federal
government ta ensure the security of e-government through the use of public
key infrastructure (PKI) | chnologies.

The report statss that me 1 PKI products are not h'.tempgnh:a and this
problem needs to be add: =ssed before e-government services can be
affered widely, a5 poverr ment agencies will need to have & common PEI
gystem.

The report alse says that the expense of introducing PEls may scare off many
govemnment agencies op: rating within tight financial constraints.

NSA and NIST have joii thy developed the Internet Protaco] Security (IPSEC)
stendard The TPSEC pri vides imegrity and confidentiality protection for
Internet Protocel datagr ms. IPSEC also Integrates with NSA's Internel
Security Association an: Key Management Protocol (ISAKMP). IPSEC is the
hasis for RSA Security’: Secure Wide Area Network (SWAN) initlative to
nrovide secure virtual pr vate networking in firewall applications. However,
the involvemeant of NSA in Internet security technical standards makes the
actunl security provided sy them somewhat questionable

Government Access to Kevs (GAK)

There is 2 strong belief 1t the N5A, supported by the FBI, will try 0
convince the naw Bush dministration to push for 8 government aceess 1o Key
escrow-like system. Att mpts by the Clinton administration to force industry
to adopt key escrow sy ems like CLIPPER (for voica communications),
CAPSTONE (for datn ¢ smmunications), end TESSERA/FORTEZZA
(PCRCIA card) met wi b fajlure. Even after MSA declassified 1he two
algorithms usad in the F JRTEZZA PCMCIA card - the 1024-bit Key
Exchangs Algorithm an | the 80-bit SKIPJACK algorithm - 1o promote
commercigl developmer : of FORTEZZ A-based security sysizms, the program
was nol embraced by th : private secior

Nevertheless, NSA con inues to attempt to daminate the commercial
encryption industry. , Commentng on recent revelations thet
Pretty Good Privacy (P JP) has now been back-doored by NSA (partly
resulting in its inventor *hil Zimmermenn's dacision to Jeave Network
Asgociates, Inc.), N5A vas onoe again reasserting its unoffcial strong
encryption use doctrine of "NOBUS," which means “No One But Us ™ In
January 2000,
confirmed that Networ  Associates had close links with the NSA
Pennsylvania Cougress 1an Curt Weldon also admittad that the heads of IBM
and Migrosoft had cut  deal with NSA and the Pentsgon o give the U5
sovernment “aceess 1o heir systems ” Specifically, Weldan was referring 1o
software encryption ex oned by the Lwo companies. Cvlink, 2 major exponier




of encryption hardwere ¢ d softwere devices, i headed by William Crowell,
tha former Deputy Direc ar of NSA

The FBI has sought auth ity to place “'recovery devices” on computers
without the user's know :dge to gain access to pre-encrypied computer data
and files. This was sougl - in the failed Cyberspace Electronic Security Act
(CESA) of 1999 and is ¢ ;pected to be sought by the FBI in future legislation

One company with close ties to NSA is the former Information Besource
Engineering (IRE) of B timore, Maryland. Staffed by a number of ex-NSA
engineers, TRE changad ts name to SafeNet. 1n 1993, it acquired Grewsg A G
of Switzerland, the man facturer of the Gretacoder encryption device. The
Gretacoder was thought by some encryption txperts 1o hava peen “red
threaded” by NSA = » p-ocess in which a back door was placed in the units (o
permit U5, intelligence o decrypt encoded messages.

Fircwalls

In 1959, NSA estabiish: 4 its Laboratory for Telecommunications Sciences
(LT5) to provide a coll: borative R&D envirenmens with industry and
academia. That same ye ir. LTS licensed Marconi Communications of
Warrendale, Pa., to sell NSA's prototype high-speed firewall under the
Damestic Technology ~ ransfer Program. The firewall is commercially called
the SA-400 Firewall Li & Card. The firewall allows only authorized Intesnet
Protacol ([P} and async ronous transfer mode (ATM) traffic into a protected
network. NSA plans 1o share other security technolegy with the private sacior,

E EEE ﬂﬂ ogrip Lu’_

Steganography is not e cryption, per se, but is included under the topic
hecause it, like encrypt on, hides information from eavesdroppers.
Steganography, often r farred to es “stegn."” is the ant of hiding writing in
ather text of images. 1t is also known as “covered writing”

The U.S. Department « £ Dafense, the U.S. Arr Force's Rome (New York)
Laboratory, and the W A are funding ressarch at Syracuse University 10
develop programs 1o d :tact the use of steganagraphy programs in e-mail and
ather files. The WSA 2 :d the military are concerned that an increasing number
of images an the lnter: 2t are being discovered to conain hidden text and
could ba used by forel; n intelligence agents end terrorists to secretly transmit
megsaees much in the ame way that clandastine radio gperators once openly
broadcast sets of code | numbers aver the air waves, These include image,
nudio, end video filss + n web sites that may be altered by hackers 1o secretly
enmbied “stegoed'” mes: 1ges. Through the use of “blind steganography’
programs &nd standar traffic enalysis, the N3A and other intelligence
ugencies can detect th  presance of steganography with a view 1o disinrring



the message or replacing t with & bogus version. The stcganography datection
software ean also decade images and other files. According to the Syracuse
University rascarchers, Ir ;ernet use of Staganos, one of the most popular
steganography programs hes skyrocketed,

Education and Certific tion

The NSA is also involve heavily in cyber-security education and training,
Fourteen universities ha' > been designated by NSA ss Centers of Excellence
in Infarmation Assuranc under the Canters of Excellence Program. N3A
granted the designations Dllowing its review of univessity epplications
against published criceri; based on training standards established by the
Watione] Security Telee: nmunicetions and Information Systems Security
Committee (NSTIS5C). As with any program funded by N3A, national
security concerns are pr nary. Thercfore, the funding of these programs is
directed ta recruiting po ential future employees for N3 A and foreign student
participation in these ed .cation and certification programs is unofficially
discouraged. NSA's ac: lemic recruiting pipelines include the N3A-run
college and high school :ourses under the Gifted and Talented Program (GTF)
and the High Schoal W rk Study Program (HSWSP) Computer sciznce
students are eligible for «cholarships and a one-year work-study program et
the NSA The 2001 buc et contains funding to develop a “Cybercorp”

program to address the hartage of infarmation secunity personnel within the
goverament,

It should be noted tha: £ the fourtesn NSA Centers of Excellence, the Naval
Pastgraduate School ar  National Defense University are Defense
Depariment institution: while Carnagie Meilon has had a long-term
relationship with the D: fense Department in its hosting of the Computer
Emergency Response T zam (CERT), an ectivity largely funded from the
defenze and intelligenc: budgets. 1daha State hes had a long relationship with
the N5A's information ecurity program, preparing an information secunty
Commen Body of Kno vledge (CBK) for training and certification purposes
Stanford, Purdue, Geo: ze Mason, and James Madisen also have close
connections to the Dal ase Department and intelligence cammunity. The
Research Dirsctorate ¢ the WSA also rmaintaing cloze links with the

University of Marylan: where it oversees a High Performance Computing
Center.

Encryvptipn Exports

The United States rev: d its eryntographic export conirol policies effective
Junuary 14, 2000 The
fanuary 2000 change r:sulted in many reguests for mass market encryphion

exports receiving posit ve rather than negarive replies from the Commerce
Departmant’s Bureau § Expon Administration. Key length was no longer B




determining factor in gra ting an expon license. However, the January policy
kept in place cumbersom : rules and procedures regarding one-time technical
reviews by NSA and 2 s: xmenration of permissible end-users into an
unworkable quagmire. T 2 NSA technical review entailed would-be exporiers
submitting their source c sde to the NSA and agresing to accept any changes
to the software prior to | sing granted an export license. The European Union
responded by the U.S, m ave by allowing encryption exparts within the EU
and selected other count ies on an axport license-free basis, This once agam
put U.5. mass market ¢ sryption exporers at a disadvaniage. In October
2000, the U.S. governm nt also sllowed export-license free mass marxet
eryptographic exports tr the EU and eight additional countries.

CALEA Implementati n Seetion (CIS)

The Communication « Assistance to Law Enforcement Act (CALEA),
passed in 1994, can nues to require telecommunications providers 10
make their switches ind networks “wiretap-friendly” to federal law
enforcement agenci: 5. The office charged with ensuring
telecommunications (ndustry compliance is the CALEA Implementation
Section (CIS), an of ice in Chantilly, Virginia staffed by FBI personnel
and telecommunicel ons contractar specialists working for the firm Boog,
Allen and Hamilton ‘BAH), The program manager for BAH is Mike
MecConnell, & forme - Director of the NSA. Many of the BAH personnel

warking at the CIS ire former and retired WSA communicatians intercep
BXPETLs.

The efforts of the 8 ere particulatly wernsome for forsgn
telecommunication: providers in the United States, The FBI has becoms
the final decision-m king authority in deciding whether or not to approve
fareign nequisition (U8, telecommunications and Intemst Service
Providers. It was v avily involved in British Telecom's failed bid ta buy
MC1 Communicatic ns Corp. in 1995 — and mav have agiuglly killed the
deal, It gat mvalve in the joint venture between Verizan
Communicatigns & 4 Britain's Vodafone, as well as Deutsche Telekom
AG's bid for Voice stream Wirelzss Corp. of Bellevue, Washington, The
FBI was wary of t* - German governmeni's large steke i Deutsche
Telekom, The FBI idso held up Mippon Telegraph & Telephone's offes to
acquire U5, Interr :t Service Provider Verio unnl NTT agreed to steict
national security s: eguards.

According to Fede al Communications Commissioner (FOC) Harold
Furchtgott-Roth, C ALEA is not popular with the FCC, the iswiii and
rreditional governs ant regulatory authanry over the telecommunications
service industry. T e FBI inzists on attaching condstions o foreign
telecommunicatior « deals with U5, telecommunications providers. This
results in the FCC lelaying its approval until the FB1 and companics agree



on the FBI's national ;ecurity controls. Thess controls originally included
barring all non-U.S, ¢ tizens fram handling the companies billing and call
information, Faced w - violating U.S. equal oppertunity employment
laws, the FBI droppe - that idea. However, companies arz required to
maintain all equipme: . for domestic traffic in the U.S | so the FBI can
have wiretepping acc ss. All record-keeping facilities must also be based
in the U.S. Compani: ; like Vodafone and Verio must also employ only
“trustworthy persanr " to monitor the netwark and handie wiretap
requests, Vodafone nd Verio also must ensure (hat no wirsiap
informatian is trans: tted to any foreign government, and in the case of
Verio, only specially. sleared Verio personnel can have access o wiretap
information.

When TMI Commui cations Inc., & subsidiary of BCE, Tnc. of Canada
warted to sell saelli 2-phone service o ULS. customers, the FBI
interjecied itself into the FCC approval process. TMI was forced to install
a call-switching stati w in New England through which it would route all
its .S, traffic for FI [ wiretappers. TMI phones were also required (o be
equipped with geo-f 3sitioning technology to parmit the FBI (o pinpaint &
guspect user's locati i,

Waorking with the C A is the Telecominunieations Contracts and Audit
Unit (TCAUY), This fice processes industry requests for reimbursement
for retrafitting surve 'lance into digital networks, It is assumed by many

expers that the fina 5ill for surveillance upgrades will range between 35
and 57 hillion over | ten-year period.

Internationalizing CALEA

According to seniol U S, telecommunications industry officials, the FBI
has sought for the | st few years to internationalize the U5
Communications & 3istance to Law Enforcement Act (CALEA) Among
ather requiremantz. the CALEA forces ULS. telecommunications prowidess
to make their systel 5 “wiretap friendly” for U.S. law enforcement. It has
been expanded ta r quire zellular companies to provide lacation data on
cell phone eustome 5 to federal investigaters. [n addition, providers must
provice law enfore: ment with access 1o the content uf conference calls
when only one of 1l 2 panticipants is under surveillance. Monitoring would
be permitted aftr ¢ o targeted individual d-opped off the conference call

Other participants i 1 the conference cal] would glsa be identified to law
enforcement

Specifically, the FE | would like to sae the International
Telecgmmunicatio: 3 Unien (ITU) to adopt & senes of international
technical standards chat would micror the CALEA's wirstapping
requirements. The ‘B1 has been quielly lobbying its pamrer law



enforcement agencie: including the Australian Federal Police and Royal
Canadian Motnted P lice, to Support a series of ITU technical standards
“ for communications ¢ irveillance. .

Ln gineering Resear h Facility (ERF)

The Engineering Rac arch Facility, located in Quantico, Virginia, is the
main FBI activity de: sloping tools and techniques to monitor the Intemet,
It is composed of the Elsctronic Surveillance Technology Section (ESTS),
which itselfis divide: into the Network Access Development Unit
(WADU) and the Da : Intercept Technology Unit (DITU). The ESTS
developed the CAR! [VORE e-mail sniffing and capture program, since
renamed Data Colle: tion System 1000 (DCS 1000), The FBI's
CARNIVORE syste 1is supported by Booz, Allen & Hamilton, the same
contractor that supp s the CALEA Implementation Section (CIS),
CARNTVORE runs ' & personal computer under the Windows operating
systemn. It is a packe sniffer - & device connected to an ISP for the
purpose of monitori 2 electronic traffic.

Carmivore first arow 2d public suspicion when the ISP EarthLink refused
to let Carnivore on & 5 network citing concern that the FBI would have the
ability to monitor al' of the network traffic, including e-mail and other
electronic informati. n. EarthLink has mounted a huge public relations
campaign touting ft: commitment to privacy and anomymity to its
subscribers,

CARNIVORE has | zoess to a much wider range of information than it has
with current wireta) ping operations = it can view e-mail, web surfing,
web ssarches, web 1ail, instant messaging, file downloads, etc., and it
intercepts informat: in sbaut everyons on the network even though a court
arder targets only © e person for surveillance,

The Partnership for Critical Infrastructure Security, an association
comprising Citigre: 2, the 1.5, Chamber of Commerce, Microsaft,
BellSouth, Lucent, ;BC Communications, Union Pacific, and Cisco
Systems, stated the in the future the federal government should develop
cost-benefit tests 1 determine whether a tool like Carnivore is .
invasive/valuable. 7 he group said this requires a “nuanced and *political’
approach to the is¢ ¢, and the optimal way to aghieve these benefits is by
adopting a consult: ive approach before such tools are developed and
implemented.”

The FBI is also cre iting data warehouses, énabling it to stare information

from communicatic ns intercepts in large databases. One such database i3

" code named CAS? DE WEB, which stores sudio files. intercept
transeripes, transla :d intercepts, and reports. Another program code-



ramed DIGITAL ST JRM permits FBI agents 10 remotely access stored
wiretans via Intemet- ke connections. Bath programs facilitate text and
voice key word spott ng and voice print identification. The FBI1's fiscal
year 2001 budget rec iest stales that “advanced digital collection systems
[will] increase the nu nber of [wiretaps] by as much as 300 percent over
the next ten years."

Mﬁmﬂmwﬂﬂﬂﬁl

The National Tnfras: wcture Protection Centar (NIPC) was created wikhin
tha FBL in 1998 wit 2 target budget of S62 million and & proposed staff of
around 125, The NI 'C is authorized to use Depariment af Defense and
Intelligenes Commu 1ty assets in monitoring “hacking” activity on the
Internet, The NIPC :oordinates the INFRAGARLD program. an
information sharing mitiative between the government, private companies,
and academic instit tions, The CLA, NSA, and Defense Depariment

supply personnel to the NIPC, The EBI is seeking greater laternst
maonitoring powers Jnder the Forelgn Intelligence Surveiliance Act, & law
that enzhies the bu: sau to work closely with the NSA

Aceording Lo one : snior BOVErnment official, 200 FBI field agents provide
the “ayes and ears’ for the NIPC in specilic regions of the United States.
Tha FBI field offic 5 2rc bolstersd by NSA sersonnel assigned ta provide
wrachnical assisian =" The largest FBI field offices are located in Mew
York, Washingtor Los Angeles, San Francisco, Miami, Chicego,
Houston, New Or :ans, Baltimore, and Atlanta., The FBI has established
INFRAGARD ¢h: tars within the jurisdiction of each FBI Field Ofice.
Unlike the NSA d tailees at the NIPC, the NSA technical fisld personnel
arc assigned direc 'y from NSA Headquaners and do nos fall within the
FBIs managemer structure, The NSA personne! are invalved in the
wiretapping of co Jputer netwarks and monitoring Intarnet Service
Provider activity « ader specific U.S. Criminal Statutes dealing with
foreign counter-ir elligance, i e, those authorized by the Farelgn
Iatalligence Surve llance Court, However, NSA personnel also assist In
the exemination ¢ * compuser media seized a5 a result of lower-level court-
arderad search w rrants.

National Seeuri  Agency (NSA)

The NSA cansid 73 itself the lead agency in both defensive and offensive
information wars re. The agency coordinated the efforts of the Joint
Inveiligsnce Com nunity and Depanment of Defense Informaticn
Operations Tech nlogy Center (I0TC) w Fort Meade, Maryland That
component party ipatad heavily in INFOWAR games and excrcises iike
EUIGIBLE REC ZIVER, EVIDENT SURPRISE, SOL AR SUNRISE, and



MOONLIGHT MAZ =, the latter a major operation sgid to involve
combating Russian hi chers,

The NSA will play a najor role in ensuring that civilian government
agencies and key cor jorations have eliminated most significant known
vulnerabilities by Mz - 2003, This is represents a significant expansion of
NSA's domestic role in the United States. Historically, the NSA's role has
been confined to for: gn intelligence nctivities. However, the government
would like the chang : this epproach. It argues that bath jurisdictions and
natione! origins are r caningless in cyberspace and that these two pillars

upon which eurrent | 1telligence gathering activities are basad are now
“irrelevant "

Tha National Securil + Incident Response Center (MSIRC), which is
iocated al the N3A, s designed 1o be a "focal point” for incidents
impacting LIS, natio 12l security information systems. NSA's importance
1o Internet monitacir 1 is derived from the fact that it is the “only
organization positior 2d to link intrusion data to signals imelligence.” The
MSIRC houses four unctional areas = 1) the information Pratect Cell {an
operation within the Nationa! Security Operations Center (NSOC)), 2) the
Reporting and Analy sis of Netwark Exploitation Division (provides all-
source analysis of n< work incident activity); 3) the Network Intrusion
Analysis Capability | srovides information on hacker techniques), and 4)
the Threal Assessm: 1t Division (provides a global wide-ranging
perspective of threal ; to U5, telecommunications and information
Systems).

Through projects ik : SOFT LANDING, SOFT SOURCING,
BREAKTHROUGE AND GROUNDBREAKER, the W3A is placing a
rierraer of its retirer ent-age personnel in major kgh-technology firms.
These companies, w tch include Computer Sciences Carp (CSC), Data
Procurement Corp , 3AIC, TRW, Lockheed martin, Questech, Knthpal
Technologies, Allie: Signal end Compro, are actively soliziting contracts
to perticipate in crit zal infraszructure protection in key economic ssctors
The N5A"s GROLT DBREAKER infarmation-technology cutsourcing *
project has wooed ¢ smpanies like AT&T Corp., CSC, IBM Carp., General
Dynamics Corp. anc OAQ Corp., which have formed thres 1eams 1o
campete for a contr =t set to be valued a1 as much as 32 hillion aver 10
years. The winning | ontractor team will assume contral of 1700
outsaurced N3A en ployess, most of whom zre senior personnel

The NSA is nsking ¢ ongress for billions in new funding to create what it
calls TRAILBLAZE 2 -- a computer system designed ta better process and
yman usetul mtellige: ce from the vast quanuties of informaton the NSA

coliects around the *vorld. The agency says TRAILBLAZER 15 one of its
major madernizetion efloris 1o the Signals Imellipence {SIGINT)



programs. The agenc - is working on studies to research and create the
syslam :nnupu mi wrehitactures for the TRATLBLAZER initiative.

Central Intelligenc: Agency (CLA)

The CIA's Office of \dvanced Information Technology is developing a
number of data-mini: g enhancements to enhance the communications
intelligence collectio. efforts of the NSA, It has developed a program
called OASIS, which automatically canverts audio signals into readable
and searchable text. ' JASIS can distinguish betwesn different male and
female voices, DAS! | will soon have the capability to monftor Arebic and
Chinese conversatic! ;. Another system code-named FLUENT, allows an
intellipence analyst t  search stored foreign language documnents using
English. Such capah ities are said to exist with regard to the ECHELON
“dictionary” prograr 5. The NSA contrected with Sand Technology
Systems of Montrez to help it'provide links betwesn various databases i
hes developed over . number of vears, Specifically, NSA bought Sand's
MNueleus software to 1elp it data mine its numerous databases.

Department of Tre sury

The Financial Crime  Enforeement Network (FINCEN), located in
Vienna, Virginia, tri :ks banking and other financial movements and
transactions around 12 world in association with similar operations in the
United Kingdom, (G rmany, France, Canada, Australia, Italy, Belgium, the
Caribbean and other countries. Officially under the aogis of the 1.8,

Departmeant of Trea: ury, FINCEN's computers are linked 1o the NSA,
FBI, CIA and ather agencies.

The Bush administr: ion confinues to suppart the Information Sharing and
Analysis Centers (I¢ ACs) eatablished by the previous adminisiration to
facilitate the exchan = of network vulnerability and threat information |
between the govern: 1ent and the key sectors of the eritica] infrastructurs

These centers curre: thy exist for the banking and telecommunications
SEClOrs.

Financial Services nformation Sharing and Analvsis Center
(ESASAC)

A financial services estor ISAC has been established with the strong
support nfﬂiugnu, under the asgis of the Department of Treasury, By
agreeing to share i :rnal information with the government, banks may be



compromising their { Juciary responsibilities with their customers. The
FS/ISAC and the Per tagon’s Joint Task Force/Computer Network Defense
activity have announ: ed an information sharing agreement.

The speed at which : wveral banks agreed to set up a finencial Information

Sharing and Analysic Center (ISAC) as the first one of its is
emblematic of the il' Inlem. ﬂ

the NSA approached the banking organization
with a proposal to 5¢ - up its ISAC complate with NSA-developed
tchnical monitoring -spabilies. NN A

The FS/ASAC is ope ated by Global Integrity Corp,, & subsidiary of the
large intelligence co! ractor Science Applications International
Corporation (SAIC)

1.P. Morgan suppor  the FSTSAC in the research end development area
This i5 an example v sere I, P, Morgan succumbed to NSA overtures
through an outsourc g eontract. In 1987, 1. P. Morgan outsourced its [T
operations, including the information security function, 10 Computer
Sciences Corporatic 1's (CSC"s) Pinnacle Alhance, CSC began assigning
former NSA persons 2l to its ). P. Morgan contract,

Information Techp Jlogy — Information Sharing and Analvsis Center
(II-ISAC)

An 1SAC for the inf rmation technology sector has béen estabhshed with
collaborative efforts seing led by the Informaticn Technology Asscciation
of America (1ITAA), the President’s National Security
Telecommunicaticn: Advisory Committes (NSTAC) — an industry
censortium of telecc nmunications providers — and the FBI through its
INFRAGARD prog am, The IT-1SAC offers a 24-by-7 natwork, notifying
members of threats | ad vulnerabilities. Howard Schmidt, chief security
officer at Microsoft s the head of the Virgima-based Information

Technology ISAC, | chmidt reporiedly enjoye close links with NSA
ofheials,

The major suppone & of the IT sector [SAC include communications
service providers A” &T, Bell South, Sprint, Teledesic, Verizon, and
WorldCom, hardwa 2 and sofiware providers Cisco Systems, Camputer
Associates, Hughes 3l=ctronics, Hewlett-Packard, IBM, Intal, Microsoft,
Motorole, Network 3olutions, Ine,, Nortel Networks, Oracle, Symantec,
Unisys, and UUNET Technologies. Other key participants are those
companies that stan 0 gain the most from the initiative — federel
cantractors. These i ‘clude Booz Allen & Hamilton, Computer Sciences
Corporation (C8C). EDS, Litton TASC, Lockhead Martin, Northrop



Grumman Logicon, | aytheon, Rockwell, SAIC, SEA, and Titan Systems,
TRW.

It ghould be noted th : the original PCCIP Report recommended that the
National Security Co incil (NSC) establish standards for shanng critical
infrastructure inform tion with foreign corporations and their U.S,
subsidiaries. The cor pasition of the ISACs to date indicates that the U.S.
nationel security con munity has declined to invite foreign corporate to
participate in 1SAC : ztivities = a further demonstration that eritical
infrastnacture protec .on has more to do with national security and
intelligence than in p oviding enhanced security for critical computer
systems and netwer! 5. It should also be noted that many of the companies
listed above have ha  long-standing contracts with the U S, intelligence
community and mali .ry.

In fact, the IT-1SAC which is & noc-for-profit corporation run under the
umbrelle of ITAA, i only open to U S.- based IT companies. The hand of
the U.S. intelligence community in the IT-1SAC is evidenced by the fac
that the 17 S-only sti wulation is waived for two Canadian companies —
Mortel and Entrust - which have a long-standing relationship with the
MSA and its Canad: n counterpan, the Communications Security
Establishiment [CSE |

levied the pre-condi ton of holding a US government Secret security
clearance for sharin:. FBI threat data with the private sector. Sacurity
clenrances are not, - 7 2 genergl rule, gramted to foreipn nationals — &
further impediment o fareigh corporations becoming invelved in the
aritical infragtructur : regime.

. Information or Cy er-Warfare

It is expected that 1. & Bush administration w.ll continue 10 champion the
development of inft rmation werfarefeyber-defense programs, In his
acceptance spsech, jecretary of Defense nominge Doneld Rumsfzld, cited
the beafing up infor natign warfare capabilitics as a key element in his
plan to overhaul the Pentagon. Information warfare policy officials have
long argued that cu rent U.S. law stymies the abiluy of the Pentagon and
MNSA ta coordinate :vber warfare activities since the act bars WSA fram
direzt invoivemen! <ith the security of either civilian govemmient agency
or cummerclal con: wuter systems and netwasks, h
B belicve tha o number of information wirfare supporters from the
oid Buth administr: tion wili return to key pasts in the new Bush

administranian. The (s particularly true of the new Depuiy Defense
Secretary, Paul Wo fbwitz, and Assistan Secrerary of Defanse for



Command, Control, “ommunications, and Intelligence (C3I), Art Money
Before he swom in ¢ 1 March 2, 2001, Wolfowitz told the Senate Armed
Services Committee, “Terrorists may try to increase their reach by using
caonventional devices with increasad destructivenass, weapons ol mass
destruction or cyber -2apons against the United Staces. We must do
everything in our po/er to stap them " Art Monzy I
B “My vision is to make Information Superiority happen.” National
Security Adviser Coi doleszaa Rice told an information seeurity forum on
March 21, 2001 that the nation must “be prepared for scenarios where we
hawve to restore and r zconstitute critical operations quickly once they've
been disrupted " edd ng that government agencies “need to work hand in
hand with the privat: sector.”

The FBI's program « £ mutually sharing computer security and
infrastructure threat nd vulnerability information between it and the
private ssctor ig rife vith danger for foreign partieipation in the defiensive
infrastructure protec ion spects. contided that,
although the FBI cl ms there is a separation between the defensive
infrastructure protec Ton elements in the governmeat and those involved
with classified offen ive information warfare planning, no such separation
actuslly exists. The 'entagon and NSA are said to have full access to
shared corporate seccets in order to exploit potential information system
weaknesses in & pos ible futurs eyberwar,

1. Defensive C jerations
Mational Secur ¥ Azency (NSA)

Through the N& RC the N&A provides "Cyber CRITIC" messages to
alert the Defans: Department JTF-CND, Defense Information Systems
Agency (DISA). the General Services Administration’s (GSA) Federal
Computer Incid: nt Response Capability (FedCIRC), OMB, and NIPC
with eyber attac . warning information, The NSIRC is located within
the National Sec Jrity Operations Ceater (WSOC), which sends critical
intelligence (CR. TIC) messages from national signals intelligence and
other natianal in =lligence and warning systems. [n many ways, the
NSIRC has take 1 on the fimetion of the proposed Federal Intrusion
Detection Netw 1k (FIDNET), an early warning system to be operated
by the General £ srvices Admindstration (GSA). However, the now )
only oversees th 1 Managed Security Services (MSS), a smaller scule

replacement for IDNET MSS is nothing more than an intra-federal
government 154 C

2. Difensive C 2erations



In October 1995 the U8, Defense Departiment consohdated its
defensive and ofi :nsive information warfare activities within the U.S.
Space Commanc in Colorado Springs, Colorado. The subordinate
activity responsit = for these operations is the Joint Task Force for
Computer Netw: rk Defense (JTF-CND). According to Rober West,
the deputy comr ander of the JTF-CND, the Pentagon’s computer
security personn | are spending a great deal of time and resources
monitoring hack rs' chat rooms to spot the trading of technical
information on T .cking techniques, However, this also invelves the
monitoring of an i-globalization groups like “Electrahippies” that sst
up “black lists" «  companies involved in environmental or social
degradation. For axample, the monitoring by the Pentagon of hacker
groups opposed o Nike and The Gap for exploiting children in the
Third World, inc zates that the military is not only potentially
violating constiv tional provisions against illegal surveillance of LIS
citizens but also nay be eonducting low-level computer economic
espionage on be alf of U5, companias

The Defense Inf rmation Systems Agency operates the DOD CERT
{Computer Eme gency Response Team) and the Global Network
Operations and | ecurity Center (GNSOC), two entities that monitor
military data ne: vorls for suspicious sotvity.

Erivate Coptry tors

iDefenss, an infi rmarion warfare/computer security consulting firm
headquartered & Fairfax, Virginia with satellite offices in London and
Tokyo, has bee: awarded a sole-source contract 1o provide the US
State Departme: ¢ with on-line cyber-imtelligence. The Chairman of the
Board of iDefer 2 is James Adams, formerly the Washington
correspondent t r the Sunday Times of Londen and briefty the CEO of
United Press Int :ronational. After having recently attained US
citizenship, he o vw serves on the Mational Security Agency's (NSA)
Advisory Board and the Department of Defense's Joint Service
Advisory Grous

Veridian of Arli igton, Va., has developed an Automatic Security
Ine:dent Measu :ment sénsor 1o monitor suspicious or malicious
traffic crossing . \ir Force networks. When such activity 15 detected, the
system sends ro. |-time alerts to the Air Foree Computer Emergency
Response Team ( AFCERT)

Other firms are nvelved in Internet monitoring on behalf of the
Defense Inform tion Systems Agency (DISA). They include SRA



International of F drfax, Va.,

Warfare Associat
Northrop Grumn

CACL, Inc, of Arlingion, Va, Electronic
5 (EWA), Inc., of Herndon, Va_, and Logicon-
in also of Herndon, Va,

The Mavy uses ar intrusiar detection system called SHADOW
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al Issues

n of Judge Advocate Gencral (JAG) lawyers at the
nt cautioned against the use of computer hacking
n offensive informatior campaigns. 1n a document
wnt of International Legal Issuss in Informatian
antagon’s Office of Genzral Counsel opined rhat it
the military to contemplate launching information
banks, stock exchanges, and universities. The
the possibility of a ripple effect on civilian
untended consequences for neutral or allied nations.
on campaigns contemplated by some within the
ligence community, the Pentagon report was
¢ might be pessible to use computer merphing
‘@ an image of the enemy's ehicf of state informing
wmistice or cease-fire agreement had been sizned. If
d be a war crima.”

ze5 ¢lose to trensatiantic negotiations on the Council
-crime Convention, the Pentagon and National
/AR 10 retain [anguage in the convention that would
1.8, military and intelligence personnai fram
srosecution for engaging in cross-border computer
vording in the convention draft is thar computer
wauld be prahibited “without right” The U5,
imunity believes that the “without right" caveas
ersonnel would have lagal authority 1o penetrate
'ystems in a cyber-war scenario

vernment negatiators have ensured that military
cavered by the convention. For example, sources °
» present form, the canvention would legally

acking by U5, personne! of targets like the Serbian
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