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00:44:20 Moritz wants to continue but Daniel interrupts "I have added some more last minute slides" -> Daniel
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00:43:50 Daniel last christmas - that rings a bell - ... at CCC last year we also had a talk





00:43:40 Daniel





00:43:20 Daniel





00:43:00 Daniel so moritz said we need some background, let's start by presenting spectre in a nutshell





00:42:40 Moritz: seriously? - Daniel: wasn't there also this movie about Spectre?





00:42:20 Daniel: that's the most technical it gets about Spectre today -> Michael



Background
Need



00:42:00 Michael - Daniel: well can you explain microarchitecture? -> Michael
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printf("%d", i);

printf("%d", i);

Cache miss
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printf("%d", i);

printf("%d", i);

Cache miss
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printf("%d", i);

printf("%d", i);

Cache miss
Request

Response
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Attack



00:37:20 Moritz: Let's talk about the first attack, Meltdown - Daniel: Wasn't there a song about that?
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memory will only pass data on to subsequent operations if the data

is resident in the lowest level data cache (L1). This can allow the

data in question to be queried by the malicious application, leading

to a side channel that reveals supervisor data.

• Works on L3 too . . .
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How to get rid of the noise?
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00:30:50 Moritz: did you even read the slide?
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Meltdown: Reading Kernel Memory from User Space

We suspect that Meltdown reads the value from the line fill

buffers.

As the fill buffers are shared between threads running on

the same core, the read to the same address within the Meltdown

attack could be served from one of the fill buffers allowing the

attack to succeed. However, we leave further investigations on this

matter open for future work.
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00:22:10 Daniel -> Moritz
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00:21:00 Daniel: well without control this is only of academic interest... -> Moritz





00:20:50 Moritz: it's possible -> Michael
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Demo



00:18:00 Michael -> Michael
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• Disable hyperthreading or group scheduling

• Overwrite microarchitectural buffers

• VERW instruction (microcode update)

• Software sequences

• New CPUs which are not affected

CPU Meltdown Foreshadow RIDL Fallout MLPDS MDSUM

ZombieLoad

8th/9th gen. Intel Core Coffee Lake

Intel Xeon Cascade Lake

https://www.intel.com/content/www/us/en/architecture-and-technology/engineering-new-protections-into-hardware.html
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12.2.4.5 Miscellaneous Transactional Aborts

Asynchronous events (NMI, SMI, INTR, IPI, PMI, etc.) occurring

during transactional execution may cause the transactional

execution to abort and transition to a non-transactional execution.

[...] For example, operating systems with timer ticks generate

interrupts that can cause transactional aborts.
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Variant 1

Kernel Mapping

Variant 2

Transactional

Asynchronous Abort

Variant 3

Microcode-Assisted

Page-Table Walk

works does not work can be prevented
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• BlackHat USA: “Meltdown: Basics, Details, Consequences” ( August 9, 2018)
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• Deactivated by default with new microcode updates on
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• VERW to overwrite affected buffers
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Transient cause
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Instruction Pointer

Address

Data
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Lessons Learned www.iaik.tugraz.at

• Spectre is here to stay

• More Meltdown-type than Spectre-type attacks
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GitHub www.iaik.tugraz.at

You can find our proof-of-concept implementation on:

• https://github.com/IAIK/ZombieLoad

52 Michael Schwarz (@misc0110), Moritz Lipp (@mlqxyz), Daniel Gruss (@lavados)
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https://github.com/IAIK/ZombieLoad


Related Work www.iaik.tugraz.at

Other 2019 papers in the same space:

• Fallout: Leaking Data on Meltdown-resistant CPUs

• RIDL: Rogue In-Flight Data Load

53 Michael Schwarz (@misc0110), Moritz Lipp (@mlqxyz), Daniel Gruss (@lavados)
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Conclusion www.iaik.tugraz.at

• Transient-execution attacks: the gift that keeps on giving

• Class of Meltdown attacks is larger than expected

• CPUs are deterministic - there is no noise
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00:02:20 Michael -> Daniel
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00:02:10 Daniel -> Daniel





00:00:00 Daniel closes when THE END disappears: thanks to the singer Manuel Weber and thank you all for being here
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