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[ror Juor  Juor  Jwor  Jwor  Jwor  [wor  [wor | Y

o Scheduler ‘

a0 ‘ ‘

f=4 HOP 1OP. HOP. HOP 1OP. HOP. HOP 1OP.

wi

=4 I © ]
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5 s 8 ] 2 g 2

o T 8 S 2

o] 2 = S = ol

& E 2

= <
Execution Units
>
=
[ I S

#n-1 €
#n ‘ ppn‘vpn ‘ offset ‘reg.no.
e+l o

P RWIUSWTUC R D S G Ignored

Physical Page Number

Ignored X

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados




00:35:50 Daniel + wants to know how fast it is


Meltdown in the Microarchitecture www.iaik.tugraz.at

CDB Reorder buffer ‘
mov al, byte [rcx]
[ror Juor  Juor  Jwor  Jwor  Jwor  [wor  [wor | Y
o Scheduler
E \ \ \
f=4 HOP 1OP. HOP. HOP 1OP. HOP. HOP 1OP.
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=4 I © ]
S R S b & &
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5 s 8 ] 2 g 2
o T 8 S 2
7} 2 = S 3 &a
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Execution Units
>
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[ I S
#n-1 €
#m{ opn ‘ vpn ‘ offset ‘reg.no.
e+l o
&

+

P RWIUSWTUC R D S G Ignored

Physical Page Number

Ignored X

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados




00:35:50 Daniel + wants to know how fast it is


Meltdown in the Microarchitecture www.iaik.tugraz.at

CDB Reorder buffer
mov al, byte [rcx]
[ror Juor  Juor  Jwor  Jwor  Jwor  [wor  [wor | Y
o Scheduler ‘
a0 ‘ ‘
f=4 HOP 1OP. HOP. HOP 1OP. HOP. HOP 1OP.
wi
= < H £ 3
datacango | -2 < 2 3 3 3 =
g I3 v}
=3 s o o o 4 z
to register O [ 8 S 2
o] . = S = ol
& E 2
= <
Execution Units
>
=
[ I S
#n-1 €
#m{ opn ‘ vpn ‘ offset ‘reg.no.
e+l o
&

+

P RWIUSWTUC R D S G Ignored

Physical Page Number

Ignored X

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados




00:35:50 Daniel + wants to know how fast it is


Google

fault occurs load operation completed? “intel corp” Q ]

Q Al [E News [ Images [ Videos Shopping i More Settings  Tools

About 48.600 results (0,29 seconds)

US5724536A - Method and apparatus for blocking execution ...
https://www.google.com > patents

The present invention halts the execution of the load operation when a dependency ... When
the dependency no longer exists, the present invention redispatches the load operation so that
it completes. ... Application filed by Intel Corp ...... If a fault occurs with respect to the load
operation, it is marked as valid and completed.

Sign in




00:35:20 Daniel -> Moritz


Performance www.iaik.tugraz.at

( 74
Meltdown
Leakage Rate

552.4kB/s

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:35:10 Moritz -> Michael


Performance www.iaik.tugraz.at

( 74
Meltdown
Leakage Rate

552.4kB/s

—

Meltdown
Error Rate

0.003 %

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:35:10 Moritz -> Michael


Meltdown Experiment www.iaik tugraz.at

L1 Cacheline
[ | XXXXXXXXXXXXX | - | Kernel Memory

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:34:50 Michael - What is this noise? -> Moritz


Meltdown Experiment www.iaik tugraz.at

L1 Cacheline

T lk;XXXXXXXXXXXX IR Kernel Memory

i Leak (Meltdown)

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:34:50 Michael - What is this noise? -> Moritz


Meltdown Experiment www.iaik tugraz.at

L1 Cacheline

T lk;XXXXXXXXXXXX IR Kernel Memory

i Leak (Meltdown)

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:34:50 Michael - What is this noise? -> Moritz


Meltdown Experiment www.iaik tugraz.at

L1 Cacheline
XXXXXXXXXXXXX | - | Kernel Memory

Eéeak (Meltdown)

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:34:50 Michael - What is this noise? -> Moritz


Meltdown Experiment www.iaik tugraz.at

L1 Cacheline
XXXXXXXXXXXXX | - | Kernel Memory

Eéeak (Meltdown)

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:34:50 Michael - What is this noise? -> Moritz


Meltdown Experiment www.iaik tugraz.at

L1 Cacheline
XXXXXXXXXXXXX | - | Kernel Memory

Eéeak (Meltdown)

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:34:50 Michael - What is this noise? -> Moritz


Meltdown Experiment www.iaik tugraz.at

L1 Cacheline
XXXXXXXXXXXXX | - | Kernel Memory

Eéeak (Meltdown)

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:34:50 Michael - What is this noise? -> Moritz


Meltdown Experiment www.iaik tugraz.at

L1 Cacheline
XXXXXXXXXXXXX | - | Kernel Memory

Eéeak (Meltdown)

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:34:50 Michael - What is this noise? -> Moritz


Meltdown Experiment www.iaik tugraz.at

L1 Cacheline
XXXXXXXXXXXXX | - | Kernel Memory

Eéeak (Meltdown)

X] [X] [X] (%] [X] [X] [X] [P]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:34:50 Michael - What is this noise? -> Moritz


Meltdown Experiment www.iaik tugraz.at

L1 Cacheline
XXXXXXXXXXXXX | - | Kernel Memory

Eéeak (Meltdown)

(X] [X] [x] (%] [X] [X] [X] [P] [X]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:34:50 Michael - What is this noise? -> Moritz


Meltdown Experiment www.iaik tugraz.at

L1 Cacheline
XXXXXXXXXXXXX | - | Kernel Memory

Eéeak (Meltdown)

(X] [X] [x] (%] [X] [X] [X] [P] [X] [X]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:34:50 Michael - What is this noise? -> Moritz


Meltdown Experiment www.iaik tugraz.at

L1 Cacheline
XXXXXXXXXXXXX | - | Kernel Memory

Eéeak (Meltdown)

(X [X] [x] [x] %] [X] [X] [P] [X] [X] [X]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:34:50 Michael - What is this noise? -> Moritz


Meltdown Experiment www.iaik tugraz.at

L1 Cacheline
XXXXXXXXXXXXX | - | Kernel Memory

Eéeak (Meltdown)

(X] [X] [x] (%] [X] [X] [X] [P] [X] [X] [X] [X]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:34:50 Michael - What is this noise? -> Moritz


Meltdown Experiment www.iaik tugraz.at

L1 Cacheline
XXXXXXXXXXXXX | - | Kernel Memory

Eéeak (Meltdown)

(X [x] [x] (%] [x] (X] [X] [P] [X] [X] [X] [X] [X]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:34:50 Michael - What is this noise? -> Moritz


Meltdown Experiment www.iaik tugraz.at

L1 Cacheline
XXXXXXXXXXXXX | - | Kernel Memory

Eéeak (Meltdown)

(X [X] [x] [x] (%] [X] [X] [P] [X] [X] [X] [X] [X] [P]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:34:50 Michael - What is this noise? -> Moritz


Meltdown Experiment www.iaik tugraz.at

L1 Cacheline
XXXXXXXXXXXXX | - | Kernel Memory

Eéeak (Meltdown)

(X] [X] [x] [x] (%] [X] [X] [P] [X] [X] [X] [X] [X] [P] [X]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:34:50 Michael - What is this noise? -> Moritz


Meltdown Experiment www.iaik tugraz.at

L1 Cacheline
XXXXXXXXXXXXX | - | Kernel Memory

Eéeak (Meltdown)

X] [x] [x] (%] (%] [X] [X] [P] [X] [X] [X] [X] [X] [P] [X] [X]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:34:50 Michael - What is this noise? -> Moritz


Meltdown Experiment www.iaik tugraz.at

L1 Cacheline
XXXXXXXXXXXXX | - | Kernel Memory

Eéeak (Meltdown)

(X] [X] [x] (%] (%] [X] [X] [P] [X] [X] [X] [X] [X] [P] [X] [X] [X]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:34:50 Michael - What is this noise? -> Moritz


Meltdown L1 www.iaik.tugraz.at

Intel SA-00088

For instance, on some implementations speculatively probing
memory will only pass data on to subsequent operations if the data
is resident in the lowest level data cache (L1). This can allow the
data in question to be queried by the malicious application, leading
to a side channel that reveals supervisor data.

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:34:10 Moritz -> Daniel: L3... lol surely slow.... -> Michael


Meltdown L1 www.iaik.tugraz.at

Intel SA-00088

For instance, on some implementations speculatively probing
memory will only pass data on to subsequent operations if the data
is resident in the lowest level data cache (L1). This can allow the
data in question to be queried by the malicious application, leading
to a side channel that reveals supervisor data.

e Works on L3 too ...

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:34:10 Moritz -> Daniel: L3... lol surely slow.... -> Michael


Meltdown L3 Performance www.iaik.tugraz.at

( 74
Meltdown L3
Leakage Rate

10.4kB/s

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:34:00 Michael


Meltdown L3 Performance www.iaik.tugraz.at

( /A
Meltdown L3 Meltdown L3
Leakage Rate Error Rate

10.4kB/s 0.02%

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:34:00 Michael


Meltdown Experiment www.iaik tugraz.at

L3 Cacheline
| | XXXXXXXXXXXXX | - ]

L1 Cacheline
IR IR Kernel Memory

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:33:40 Michael - More noise...? -> Michael


Meltdown Experiment www.iaik tugraz.at

L3 Cacheline
XXXXXXXXXXXXX | - |

|
4

L1 Cacheline

| o | Kernel Memory

©J Leak (Meltdown)

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:33:40 Michael - More noise...? -> Michael


Meltdown Experiment www.iaik tugraz.at

L3 Cacheline
XXXXXXXXXXXXX I

E Leak (Meltdown)

L1 Cacheline

| o | Kernel Memory

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:33:40 Michael - More noise...? -> Michael


Meltdown Experiment www.iaik tugraz.at

L3 Cacheline
XXXXXXXXXXXXX I

E Leak (Meltdown)

X][X][P]

L1 Cacheline

| o | Kernel Memory

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:33:40 Michael - More noise...? -> Michael


Meltdown Experiment www.iaik tugraz.at

L3 Cacheline
XXXXXXXXXXXXX I

E Leak (Meltdown)

X][X] [P] [X]

L1 Cacheline

| o | Kernel Memory

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:33:40 Michael - More noise...? -> Michael


Meltdown Experiment www.iaik tugraz.at

L3 Cacheline
XXXXXXXXXXXXX I

E Leak (Meltdown)

X][x] [p] [x] [Q]

L1 Cacheline

| o | Kernel Memory

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:33:40 Michael - More noise...? -> Michael


Meltdown Experiment www.iaik tugraz.at

L3 Cacheline
XXXXXXXXXXXXX I

E Leak (Meltdown)

X][x] [p] [x] [Q] [P]

L1 Cacheline

| o | Kernel Memory

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:33:40 Michael - More noise...? -> Michael


Meltdown Experiment www.iaik tugraz.at

L3 Cacheline
XXXXXXXXXXXXX | - |

E Leak (Meltdown)

X][x] [p] [x] [Q] [P] [X]

L1 Cacheline

| o | Kernel Memory

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:33:40 Michael - More noise...? -> Michael


Meltdown Experiment www.iaik tugraz.at

L3 Cacheline
XXXXXXXXXXXXX | - |

E Leak (Meltdown)

X][x] [p] [x][Q] [P] [X] [X]

L1 Cacheline

| ce | Kernel Memory

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:33:40 Michael - More noise...? -> Michael


Meltdown Experiment www.iaik tugraz.at

L3 Cacheline
XXXXXXXXXXXXX | - |

E Leak (Meltdown)

X][X] [p] [x] [Q] [P] [X] [X] [X]

L1 Cacheline

| ce | Kernel Memory

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:33:40 Michael - More noise...? -> Michael


Meltdown Experiment www.iaik tugraz.at

L3 Cacheline
XXXXXXXXXXXXX | - |

E Leak (Meltdown)

x] [x] [p] [x] [Q] [P] [x] [X] [X] [n]

L1 Cacheline

| ce | Kernel Memory

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:33:40 Michael - More noise...? -> Michael


Meltdown Experiment www.iaik tugraz.at

L3 Cacheline
XXXXXXXXXXXXX | - |

E Leak (Meltdown)

(x][x] [p] [x] [Q] [P] [x] [X] [X] (] [P]

L1 Cacheline

| ce | Kernel Memory

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:33:40 Michael - More noise...? -> Michael


Meltdown Experiment www.iaik tugraz.at

L3 Cacheline
XXXXXXXXXXXXX | - |

E Leak (Meltdown)

(x] [x] [p] [x] [Q] [P] [x] [X] [X] [] [P] [n]

L1 Cacheline

| ce | Kernel Memory

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:33:40 Michael - More noise...? -> Michael


Meltdown Experiment www.iaik tugraz.at

L3 Cacheline
XXXXXXXXXXXXX | - |

E Leak (Meltdown)

(x] [x] [p] [x] [Q] [P] [x] [x] [x] (] [P] [] [X]

L1 Cacheline

| ce | Kernel Memory

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:33:40 Michael - More noise...? -> Michael


Meltdown Experiment www.iaik tugraz.at

L3 Cacheline
XXXXXXXXXXXXX | - |

E Leak (Meltdown)

x] [x] [p] [x] [Q] [P] [x] [x] [x] (] [P] [} [X] [nV]

L1 Cacheline

| ce | Kernel Memory

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:33:40 Michael - More noise...? -> Michael


Meltdown Experiment www.iaik tugraz.at

L3 Cacheline
XXXXXXXXXXXXX | - |

E Leak (Meltdown)

(x] [x] [p] [x] [Q] [P] [x] [x] [x] (] [P] [] [X] [n] [X]

L1 Cacheline

| ce | Kernel Memory

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:33:40 Michael - More noise...? -> Michael


Meltdown Experiment www.iaik tugraz.at

L3 Cacheline
XXXXXXXXXXXXX | - |

E Leak (Meltdown)

X] [x][p] [x] [Q] [P] [x] [x] [x] (] [P] [] [X] (] [X] [X]

L1 Cacheline

| ce | Kernel Memory

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:33:40 Michael - More noise...? -> Michael


Meltdown Experiment www.iaik tugraz.at

L3 Cacheline
XXXXXXXXXXXXX | - |

E Leak (Meltdown)

X][x] [p] [x][Q] [p] [x] [X] [X] (] [P] (] [X] (] [X] [X] [X]

L1 Cacheline

| ce | Kernel Memory

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:33:40 Michael - More noise...? -> Michael


How to get rid of the noise?
®





00:33:10 Michael -> Daniel puts headphones on -> Moritz


Noise

www.iaik.tugraz.at

Just repeat the experiment, noise averages out

Michael Schwarz (@misc0110), Moritz Lipp (@mlqgxyz), Daniel Gruss (@lavados)





00:32:30 Moritz


Meltdown UC www.iaik.tugraz.at

e BlackHat USA: "Meltdown: Basics, Details, Consequences” (8 August 9, 2018)

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:31:50 Moritz DON'T MENTION FILL BUFF -> Michael


Meltdown UC www.iaik.tugraz.at

e BlackHat USA: "Meltdown: Basics, Details, Consequences” (8 August 9, 2018)

Uncachable memory blg?:k hat

+ Mark pages in page tables as UC (uncachable)
- Every read or write operation will go to main memory

GIGRGRGIGI
nonanm

« If the attacker can trigger a legitimate load (system call, ...)
on the same CPU core, the data still can be leaked
+ Meltdown might read the data from one of the fill buffers

- as they are shared between threads running on the same
core

E Moritz Lipp, Michael Schwarz, Daniel Gruss | Graz University of Technology

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:31:50 Moritz DON'T MENTION FILL BUFF -> Michael


Meltdown-UC Experiment www iaik.tugraz.at

Uncachable DRAM
[ - XXXXXXXXXXXXX- - ]

L3 Cacheline

L1 Cacheline
| e | | cc | Kernel Memory

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:31:20 Michael: doesn't work -> Moritz


Meltdown-UC Experiment www iaik.tugraz.at

Uncachable DRAM
[ - XXXXXXXXXXXXX- - ]

L3 Cacheline

L] L1 Cacheline
o | o | Kernel Memory
©J Leak (Meltdown)

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:31:20 Michael: doesn't work -> Moritz


Meltdown-UC Experiment www iaik.tugraz.at

Uncachable DRAM
[ - XXXXXXXXXXXXX- - ]

L3 Cacheline

L1 Cacheline

| o ﬁ | o | Kernel Memory
©J Leak (Meltdown)

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:31:20 Michael: doesn't work -> Moritz


Meltdown-UC Experiment www iaik.tugraz.at

Uncachable DRAM
[ - XXXXXXXXXXXXX- - ]

L3 Cacheline

L1 Cacheline

| o ﬁ | o | Kernel Memory
©J Leak (Meltdown)

S]] [P]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:31:20 Michael: doesn't work -> Moritz


Meltdown-UC Experiment www iaik.tugraz.at

Uncachable DRAM
[ - XXXXXXXXXXXXX- - ]

L3 Cacheline

L1 Cacheline

| o ﬁ | o | Kernel Memory
©J Leak (Meltdown)

(S]] [P][P]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:31:20 Michael: doesn't work -> Moritz


Meltdown-UC Experiment www iaik.tugraz.at

Uncachable DRAM
[ - XXXXXXXXXXXXX- - ]

L3 Cacheline

L1 Cacheline

| o ﬁ | o | Kernel Memory
©J Leak (Meltdown)

[s][v] [p] [P [Q]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:31:20 Michael: doesn't work -> Moritz


Meltdown-UC Experiment www iaik.tugraz.at

Uncachable DRAM
[ - XXXXXXXXXXXXX- - ]

L3 Cacheline

L1 Cacheline

| o ﬁ | o | Kernel Memory
©J Leak (Meltdown)

S]] [p] [P Q] [P]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:31:20 Michael: doesn't work -> Moritz


Meltdown-UC Experiment www iaik.tugraz.at

Uncachable DRAM
[ - XXXXXXXXXXXXX- - ]

L3 Cacheline

L1 Cacheline

| o ﬁ | o | Kernel Memory
©J Leak (Meltdown)

S]] [p][P][Q] [P] 8]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:31:20 Michael: doesn't work -> Moritz


Meltdown-UC Experiment www iaik.tugraz.at

Uncachable DRAM
[ - XXXXXXXXXXXXX- - ]

L3 Cacheline

L1 Cacheline

| o ﬁ | o | Kernel Memory
©J Leak (Meltdown)

S]] [p][P][Q] [P] [S] [n]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:31:20 Michael: doesn't work -> Moritz


Meltdown-UC Experiment www iaik.tugraz.at

Uncachable DRAM
[ - XXXXXXXXXXXXX- - ]

L3 Cacheline

L1 Cacheline

| o ﬁ | o | Kernel Memory
©J Leak (Meltdown)

[s][v] [p][p] Q] [P][S] (] [P]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:31:20 Michael: doesn't work -> Moritz


Meltdown-UC Experiment www iaik.tugraz.at

Uncachable DRAM
[ - XXXXXXXXXXXXX- - ]

L3 Cacheline

L1 Cacheline

| o ﬁ | o | Kernel Memory
©J Leak (Meltdown)

[s]v] [p][p][Q] [P] [S] (] [P] [n]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:31:20 Michael: doesn't work -> Moritz


Meltdown-UC Experiment www iaik.tugraz.at

Uncachable DRAM
[ - XXXXXXXXXXXXX- - ]

L3 Cacheline

L1 Cacheline

| o ﬁ | o | Kernel Memory
©J Leak (Meltdown)

(S]] [p][p] Q] [P] [s] (] [P] (] [P]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:31:20 Michael: doesn't work -> Moritz


Meltdown-UC Experiment www iaik.tugraz.at

Uncachable DRAM
[ - XXXXXXXXXXXXX- - ]

L3 Cacheline

L1 Cacheline

| o ﬁ | o | Kernel Memory
©J Leak (Meltdown)

[s]{v] [p][p] [Q] [P][s] (] [P] [] [P] [n]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:31:20 Michael: doesn't work -> Moritz


Meltdown-UC Experiment www iaik.tugraz.at

Uncachable DRAM
[ - XXXXXXXXXXXXX- - ]

L3 Cacheline

L1 Cacheline

| o ﬁ | o | Kernel Memory
©J Leak (Meltdown)

[s]v] [p][p][Q] [P][s] (] [P] [] [P] [] Q]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:31:20 Michael: doesn't work -> Moritz


Meltdown-UC Experiment www iaik.tugraz.at

Uncachable DRAM
[ - XXXXXXXXXXXXX- - ]

L3 Cacheline

L1 Cacheline

| o ﬁ | o | Kernel Memory
©J Leak (Meltdown)

[s][v] [p][p][Q] [P] [s] (] [P] (] [P] [} [Q] [n]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:31:20 Michael: doesn't work -> Moritz


Meltdown-UC Experiment www iaik.tugraz.at

Uncachable DRAM
[ - XXXXXXXXXXXXX- - ]

L3 Cacheline

L1 Cacheline

| o ﬁ | o | Kernel Memory
©J Leak (Meltdown)

[s]v] [p][p][Q] [P][s] ] [P] [] [P] [] [Q] [] [n]

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:31:20 Michael: doesn't work -> Moritz






00:30:50 Moritz: did you even read the slide?


Meltdown-UC Experiment www iaik.tugraz.at

Uncachable DRAM
[ XXXXXXXXXXXXX: - - |

L3 Cacheline

L1 Cacheline
| e | | o | Kernel Memory
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We suspect that Meltdown reads the value from the line fill
buffers.

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:29:50 Moritz already written in the paper -> Michael


Meltdown-UC LFB www.iaik.tugraz.at

Meltdown: Reading Kernel Memory from User Space

We suspect that Meltdown reads the value from the line fill
buffers. As the fill buffers are shared between threads running on
the same core, the read to the same address within the Meltdown

attack could be served from one of the fill buffers allowing the

attack to succeed.

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:29:50 Moritz already written in the paper -> Michael


Meltdown-UC LFB www.iaik.tugraz.at

Meltdown: Reading Kernel Memory from User Space

We suspect that Meltdown reads the value from the line fill
buffers. As the fill buffers are shared between threads running on
the same core, the read to the same address within the Meltdown
attack could be served from one of the fill buffers allowing the

attack to succeed. However, we leave further investigations on this

matter open for future work.

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:29:50 Moritz already written in the paper -> Michael


You always leave
the shitty jobs Yeah!
o "future you'. Fuck future me.
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00:28:30 Michael -> Daniel STAY ON THIS SLIDE






00:28:00 Daniel


There is no noise.

Noise is just
someone else’s ol





00:27:50 Daniel -> Michael


Analyse the Noise www.iaik.tugraz.at

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:27:10 Michael -> Daniel: don't think this is a particularly meaningful use of limes -> Moritz


Analyse the Noise www.iaik.tugraz.at

Lemma 1: Noise is someone else's data

lim
— o

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:27:10 Michael -> Daniel: don't think this is a particularly meaningful use of limes -> Moritz


Analyse the Noise www.iaik.tugraz.at

Lemma 1: Noise is someone else's data

lim —
— o

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:27:10 Michael -> Daniel: don't think this is a particularly meaningful use of limes -> Moritz


Zombiel.oad www.iaik.tugraz.at

Deep Dive: Intel Analysis of Microarchitectural Data Sampling
Fill buffers may retain stale data from prior memory requests until a new memory
request overwrites the fill buffer.

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:26:40 Moritz -> Michael


Zombiel.oad www.iaik.tugraz.at

Deep Dive: Intel Analysis of Microarchitectural Data Sampling
Fill buffers may retain stale data from prior memory requests until a new memory
request overwrites the fill buffer. Under certain conditions, the fill buffer may

speculatively forward data, including stale data,

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:26:40 Moritz -> Michael


Zombiel.oad www.iaik.tugraz.at

Deep Dive: Intel Analysis of Microarchitectural Data Sampling

Fill buffers may retain stale data from prior memory requests until a new memory
request overwrites the fill buffer. Under certain conditions, the fill buffer may
speculatively forward data, including stale data, to a load operation that will cause a

fault/assist.

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:26:40 Moritz -> Michael


Zombiel.oad Cache-line Conflicts www.iaik.tugraz.at

cache line

Page

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:26:10 Michael -> Daniel


Zombiel.oad Cache-line Conflicts www.iaik.tugraz.at

Mapping v»

cache line

Page

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:26:10 Michael -> Daniel


Zombiel.oad Cache-line Conflicts www.iaik.tugraz.at

faulting load

Mapping v»

cache line

Page

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:26:10 Michael -> Daniel


Zombiel.oad Cache-line Conflicts www.iaik.tugraz.at

faulting load

cache line

Mapping v» Mapping v1

Page

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:26:10 Michael -> Daniel


Zombiel.oad Cache-line Conflicts www.iaik.tugraz.at

“certain condition”

faulting load flush

cache line

Mapping v» Mapping v1

Page

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:26:10 Michael -> Daniel


ZombielLoad Cache-line Conflicts www.iaik.tugraz.at

= “certain condition”
faulting load K flush

cache line

Mapping v» Mapping v1

Page

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:26:10 Michael -> Daniel


Complex Load Situations www.iaik.tugraz.at

cDbB Reorder buffer
1 uOP luOP 1 nOP 1 uOoP l nOP l nOP 1 uOP 1 nOP
el Scheduler ‘
o0
o | HOP | 1OP. | LOP. | HOP | 1OP. | 1OP | 1OP | 1OP.
w
= : o
S : g 5 & 5
; t; @ © o o )
= ] e ] o o g
v} > 3 3 2
q>é =5 = 3 S &
)
Ll = =
Execution Units
Pa)
<
o
1S Load Buffer | Store Buffer
[}
= DTLB
o L1 Data Cache
o) LFB
o

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados




00:25:40 Daniel -> Michael: how do we get the value from the register then? -> Moritz


Complex Load Situations www.iaik.tugraz.at

cDbB Reorder buffer
mov al, byte [rcx]
1 LOP luOP 1 LOP. 1 HOP l HOP l LOP. 1 LOP 1 nop N o LY
el Scheduler ‘
o0
o | HOP | 1OP. | LOP. | HOP | 1OP. | 1OP | 1OP | 1OP.
w
c g
< : i 5 5 &
; t; @ o © o )
= ] e ] o o g
v} > 3 3 2
o =5 = 3 3 &
-
Ll = =
Execution Units
Pa)
<
o
1S Load Buffer | Store Buffer
[}
= DTLB
o L1 Data Cache
> LFB
o

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados




00:25:40 Daniel -> Michael: how do we get the value from the register then? -> Moritz


Complex Load Situations www.iaik.tugraz.at

cDbB Reorder buffer
mov al, byte [rcx]
1;@? luOP 1;;0P 1#0? l;LOP luOP 1uov 1;@? Sho v
el Scheduler ‘
o0
o | HOP | 1OP. | LOP. | HOP | 1OP. | 1OP | 1OP | 1OP.
w
c g
< : S & o i
; t; @ o © o )
= ] e ] o o g
v} > 3 3 2
o =5 = 3 3 &
-
(] = <
Execution Units
Pa)
<
o
1S Load Buffer | Store Buffer
[}
= DTLB
o L1 Data Cache
> LFB
o

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados




00:25:40 Daniel -> Michael: how do we get the value from the register then? -> Moritz


Complex Load Situations www.iaik.tugraz.at

cDbB Reorder buffer ‘
mov al, byte [rcx]
1;@? luOP 1;;0P 1#0? l;LOP luOP 1uov 1;@? Sho v
2 | Scheduler
o0
o | HOP | 1OP. | LOP. | HOP | 1OP. | 1OP | 1OP | 1OP.
w
c g
1< : S i & &
; t; @ o © o )
= ] e o o o g
o] > 3 S 2
2 =S S 3 4 H
-
(] = <
Execution Units
Pa)
<
o
1S Load Buffer | Store Buffer
[}
= DTLB
o L1 Data Cache
> LFB
o

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados





00:25:40 Daniel -> Michael: how do we get the value from the register then? -> Moritz


Complex Load Situations www.iaik.tugraz.at

cDbB Reorder buffer ‘
mov al, byte [rcx]
1;@? luOP 1;;0P 1#0? l;LOP luOP 1uov 1;@? Sho v
2 | Scheduler
o0
o | HOP | 1OP. | LOP. | HOP | 1OP. | 1OP | 1OP | 1OP.
w
c g
1< : S i & &
; t; @ o © o )
= ] e o o o g
o] > 3 S 2
2 =S S 3 4 H
-
(] = <
Execution Units
Pa)
<
o
1S Load Buffer | Store Buffer
[}
= DTLB
o L1 Data Cache
> LFB
o

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados





00:25:40 Daniel -> Michael: how do we get the value from the register then? -> Moritz


Complex Load Situations www.iaik.tugraz.at

cDbB Reorder buffer ‘
mov al, byte [rcx]
1 LOP luOP 1 LOP. 1 HOP l HOP l LOP. 1 LOP 1 nop N v
2 | Scheduler
o0
o | HOP | 1OP. | LOP. | HOP | 1OP. | 1OP | 1OP | 1OP.
w
c g
1< : S i & &
; t; @ o © o )
= ] e o o o g
o] > 3 S 2
2 =S S 3 4 H
-
(] = <
Execution Units
Pa)
<
o
1S Load Buffer | Store Buffer
[}
= DTLB
o L1 Data Cache
> LFB
o

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados





00:25:40 Daniel -> Michael: how do we get the value from the register then? -> Moritz


Complex Load Situations www.iaik.tugraz.at

cDbB Reorder buffer
N mov al, byte [rcx]
1 1OP. luOP 1 LOP. 1 HOP l HOP l LOP. 1 1OP. 1 noP N
° R
2| Scheduler ‘
e [or Juor  Juor Joor Juor Juor Juor ]
o HOP 1OP. LOP. HOP 1OP. 1OP 1OP 1OP.
w
c : ] a 2}
o : g k] & &
e I 5| ° o o =)
= ] e o o o g
9] > 3 S 2
2 =S S 3 4 H
)
L = =
Execution Units

ry

{

b ---
#n-1 ... Load Buffer Store Buffer

#n ‘ppn‘vpn ‘ offset ‘reg.no.
- DTLB
#n+1 ... - L1 Data Cache
LFB

em

Core

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados





00:25:40 Daniel -> Michael: how do we get the value from the register then? -> Moritz


Complex Load Situations www.iaik.tugraz.at

cDbB Reorder buffer
N mov al, byte [rcx]
1 1OP. luOP 1 LOP. 1 HOP l HOP l LOP. 1 1OP. 1 noP N
° R
2| Scheduler ‘
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Execution Units
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b ---
#n-1 ... Load Buffer Store Buffer

#n ‘ppn‘vpn‘ offset ‘reg.no,
- DTLB
#n+1 ... - L1 Data Cache
LFB

em

Core

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados





00:25:40 Daniel -> Michael: how do we get the value from the register then? -> Moritz


Complex Load Situations www.iaik.tugraz.at

cDbB Reorder buffer
mov al, byte [rcx]
1 LOP luOP 1 LOP. 1 HOP l HOP l LOP. 1 LOP 1 nop N v
2 | Scheduler ‘
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Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados





00:25:40 Daniel -> Michael: how do we get the value from the register then? -> Moritz


Complex Load Situations www.iaik.tugraz.at

cDbB Reorder buffer ‘
mov al, byte [rcx]
1 LOP luOP 1 LOP. 1 HOP l HOP l LOP. 1 LOP 1 nop N v
el Scheduler ‘
o0
o | HOP | 1OP. | LOP. | HOP | 1OP. | 1OP | 1OP | 1OP.
w
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#n+1 .. - [ L1 Data Cache H '
- 5 LFB | /-~ === === - mmmmmmmmmmmmeeoooooo
[ pl ’

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados





00:25:40 Daniel -> Michael: how do we get the value from the register then? -> Moritz


Data Encoding www.iaik.tugraz.at

User Memory

char value = faulting[O]

AlB
C|D|E
F|G|H
I]J|K
L \MIN Liiiil
O|P|Q - -
R|S|T - -
U|v|w - -
X|Y|Z ITTTT]

Michael Schwarz (@misc0110), Moritz Lipp (@mlqgxyz), Daniel Gruss (@lavados)




00:25:20 Moritz NO KERNEL ADDR - ANY FAULT -> Michael


Data Encoding www.iaik.tugraz.at

User Memory

char value = faulting[O]

A B Fault
C|D|E
F|G|H
I]J|K
L \MIN Liiiil
O|P|Q - -
R|S|T - -
U|v|w - -
X|Y|Z ITTTT]

Michael Schwarz (@misc0110), Moritz Lipp (@mlqgxyz), Daniel Gruss (@lavados)




00:25:20 Moritz NO KERNEL ADDR - ANY FAULT -> Michael


Data Encoding www.iaik.tugraz.at

User Memory

char value = faulting[O]

AB l Af Fault

C E o [value] Out of order
F|G|H

I|J|K

L \MIN Liiiil

O|P|Q -

R|S|T -

U|V W

X|Y|Z TTTTT1

Michael Schwarz (@misc0110), Moritz Lipp (@mlqgxyz), Daniel Gruss (@lavados)




00:25:20 Moritz NO KERNEL ADDR - ANY FAULT -> Michael


Data Encoding www.iaik.tugraz.at

User Memory

A|B
C|D|E
F|G|H
I|J K[
L M| N
O|P|Q
R[S|T
U|V|W
X|Y|Z

char value = faulting[O]

| 4r|aun

mem [valuel

Out of order

Michael Schwarz (@misc0110), Moritz Lipp (@mlqgxyz), Daniel Gruss (@lavados)




00:25:20 Moritz NO KERNEL ADDR - ANY FAULT -> Michael


Zombieload Variant 1

www.iaik.tugraz.at

max

Physical memory

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:24:50 Michael


Zombieload Variant 1

www.iaik.tugraz.at

max

Physical memory

flush

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:24:50 Michael


Zombieload Variant 1

www.iaik.tugraz.at

max

Physical memory

flush

load

I
I
| Kernel
I
Il

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:24:50 Michael


ZombielLoad Variant 3 www.iaik.tugraz.at

0 max

Physical memory

User Kernel

0 247 _ 047 -1

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:24:20 Michael - Moritz: but shared memory shouldn't fault that's stupid -> Michael


ZombielLoad Variant 3 www.iaik.tugraz.at

0 max

Physical memory

flush

User Kernel

0 247 _ 047 -1

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:24:20 Michael - Moritz: but shared memory shouldn't fault that's stupid -> Michael


Zombieload Variant 3

www.iaik.tugraz.at

max

Physical memory

flush

User

load

Kernel

247 _247

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:24:20 Michael - Moritz: but shared memory shouldn't fault that's stupid -> Michael


Microcode Assist (Variant 3) www.iaik.tugraz.at

S

Instructions

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados




00:23:50 Michael - Daniel: ah, someone listened when I explaind this before... -> Michael


Microcode Assist (Variant 3) www.iaik.tugraz.at

S

Instructions

|

Decoder

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados




00:23:50 Michael - Daniel: ah, someone listened when I explaind this before... -> Michael


Microcode Assist (Variant 3) www.iaik.tugraz.at

S

Instructions

Decoder
o
MUX
Backend

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados




00:23:50 Michael - Daniel: ah, someone listened when I explaind this before... -> Michael


Microcode Assist (Variant 3) www.iaik.tugraz.at

S

Instructions

Microcode( Assist Decod
----------- r
ROM ecode
o
MUX
Backend

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados




00:23:50 Michael - Daniel: ah, someone listened when I explaind this before... -> Michael


Microcode Assist (Variant 3) www.iaik.tugraz.at

S

Instructions

Microcode | _ Assist Dec\oder
ROM
:—.0 o
MUX
Baciend

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados




00:23:50 Michael - Daniel: ah, someone listened when I explaind this before... -> Michael


Microcode Assist (Variant 3) www.iaik.tugraz.at

e Microcode assist handles rare cases

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:23:20 Michael -> Daniel: wasn't there this movie about... well with a song about zombieload? it makes it easier to remember the details, like with the alphabet song


Microcode Assist (Variant 3) www.iaik.tugraz.at

e Microcode assist handles rare cases

- > — Microarchitectural fault

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:23:20 Michael -> Daniel: wasn't there this movie about... well with a song about zombieload? it makes it easier to remember the details, like with the alphabet song


Microcode Assist (Variant 3) www.iaik.tugraz.at

D e Microcode assist handles rare cases
- 4 — Microarchitectural fault

e Setting accessed/dirty bit in page table

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:23:20 Michael -> Daniel: wasn't there this movie about... well with a song about zombieload? it makes it easier to remember the details, like with the alphabet song


Microcode Assist (Variant 3) www.iaik.tugraz.at

D e Microcode assist handles rare cases
- 4 — Microarchitectural fault

e Setting accessed/dirty bit in page table

~ — Regularly reset on Windows

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:23:20 Michael -> Daniel: wasn't there this movie about... well with a song about zombieload? it makes it easier to remember the details, like with the alphabet song






00:22:10 Daniel -> Moritz


Attack Targets

www.iaik.tugraz.at

e Leak data on same and sibling hyperthread

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:21:50 Moritz -> Michael


Attack Targets

www.iaik.tugraz.at
e Leak data on same and sibling hyperthread

i

Applications

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:21:50 Moritz -> Michael


Attack Targets

www.iaik.tugraz.at
e Leak data on same and sibling hyperthread

Ce

Applications Operating System

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:21:50 Moritz -> Michael


Attack Targets www.iaik.tugraz.at

e Leak data on same and sibling hyperthread

Lo o

Applications Operating System SGX Enclave

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:21:50 Moritz -> Michael


Attack Targets www.iaik.tugraz.at

e Leak data on same and sibling hyperthread

Lo o

Applications Operating System SGX Enclave

M
GD

il 0
Virtual Machine

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:21:50 Moritz -> Michael


Attack Targets www.iaik.tugraz.at

e Leak data on same and sibling hyperthread

Ca T

Applications Operating System SGX Enclave
gy
g[ﬁ
Virtual Machine Hypervisor

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:21:50 Moritz -> Michael


Control www.iaik.tugraz.at

Page Number Page Offset
51 Physical 12
11 0
Meltdown 47 Virtual 12

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:21:20 Michael -> Daniel


Control www.iaik.tugraz.at

Page Number Page Offset
Physical 12
11 0
Meltdown [47 Virtual 12
[51 Physical 12
11 0
Foreshadow 47 Virtual 12

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:21:20 Michael -> Daniel


Control www.iaik.tugraz.at

Page Number Page Offset

Physical 12

11 0
Meltdown [47 Virtual 12
[51 Physical 12

11 0
Foreshadow 47 Virtual 12
51 Physical 12

11 0
Fallout 47 Virtual 12

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:21:20 Michael -> Daniel


Control www.iaik.tugraz.at

Page Number Page Offset

Physical 12

11 0
Meltdown [47 Virtual 12
[51 Physical 12

11 0
Foreshadow 47 Virtual 12
51 Physical 12

11 0
Fallout 47 Virtual 12
ZombielLoad/ 51 Physical 12

: 11 65 0
RIDL 47 Virtual 12

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:21:20 Michael -> Daniel


IMPOSSIBLE




00:21:00 Daniel: well without control this is only of academic interest... -> Moritz


POSSIBLE

X
1
1.




00:20:50 Moritz: it's possible -> Michael


Control - Domino Attack www.iaik.tugraz.at

key, (0xD2)
1 1.0 1 0 0 1 O

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:20:20 Michael


Control - Domino Attack www.iaik.tugraz.at

key, (0xD2) (4,4)-domino,, 1 (0x21)

11 0 170 0 1 0 0 O O 1

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:20:20 Michael


Control - Domino Attack www.iaik.tugraz.at

(4,4)-domino,, .1 (0x21)

key, (0xD2)
1 10 10 0 1 0/0 O O 1{1 1 0 O

keyn 1 (0x1C)

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:20:20 Michael






00:18:00 Michael -> Michael


Attacker Models www.iaik.tugraz.at

Variant 1 Variant 3
Kernel Mapping Microcode-Assisted Page-Table Walk
= 4 = 4
2 0 & e O
& o o & o o
® works O does not work can be prevented

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:17:30 Moritz - Daniel: why 1 and 3? - Moritz: trinary numbers - Daniel: how fast is it? -> Moritz


Performance www.iaik.tugraz.at

~ Variant 1

/‘ Kernel Mapping

5.30kB/s

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:17:20 Moritz -> Daniel: that's fast... and bad... how to mitigate? -> Michael


Performance www.iaik.tugraz.at

. Variant 1 Variant 3

( /‘ Kernel Mapping Microcode-Assisted

Page-Table Walk

5.30kB/s 7.73kB/s

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:17:20 Moritz -> Daniel: that's fast... and bad... how to mitigate? -> Michael


Intel Mitigations www.iaik.tugraz.at

e Disable hyperthreading or group scheduling

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:16:40 Michael -> ALL

https://www.intel.com/content/www/us/en/architecture-and-technology/engineering-new-protections-into-hardware.html

Intel Mitigations www.iaik.tugraz.at

e Disable hyperthreading or group scheduling

e Overwrite microarchitectural buffers

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:16:40 Michael -> ALL

https://www.intel.com/content/www/us/en/architecture-and-technology/engineering-new-protections-into-hardware.html

Intel Mitigations www.iaik.tugraz.at

e Disable hyperthreading or group scheduling
e Overwrite microarchitectural buffers

e VERW instruction (microcode update)

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:16:40 Michael -> ALL

https://www.intel.com/content/www/us/en/architecture-and-technology/engineering-new-protections-into-hardware.html

Intel Mitigations www.iaik.tugraz.at

e Disable hyperthreading or group scheduling
e Overwrite microarchitectural buffers

e VERW instruction (microcode update)
e Software sequences

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:16:40 Michael -> ALL

https://www.intel.com/content/www/us/en/architecture-and-technology/engineering-new-protections-into-hardware.html

Intel Mitigations www.iaik.tugraz.at

e Disable hyperthreading or group scheduling
e Overwrite microarchitectural buffers

e VERW instruction (microcode update)
e Software sequences

e New CPUs which are not affected

CPU Meltdown  Foreshadow RIDL  Fallout MLPDS MDSUM

8th/9th gen. Intel Core Coffee Lake X X X X x x
Intel Xeon Cascade Lake x x x x X X

https://www.intel.com/content/www/us/en/architecture-and-technology/engineering-new-protections-into-hardware.html

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:16:40 Michael -> ALL

https://www.intel.com/content/www/us/en/architecture-and-technology/engineering-new-protections-into-hardware.html

Intel Mitigations www.iaik.tugraz.at

e Disable hyperthreading or group scheduling
e Overwrite microarchitectural buffers

e VERW instruction (microcode update)
e Software sequences

e New CPUs which are not affected

CPU Meltdown  Foreshadow RIDL Fallout MLPDS MDSUM  Zombieload

8th/9th gen. Intel Core Coffee Lake X X X x x x 2?7
Intel Xeon Cascade Lake x x x x X X ’77

https://www.intel.com/content/www/us/en/architecture-and-technology/engineering-new-protections-into-hardware.html

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:16:40 Michael -> ALL

https://www.intel.com/content/www/us/en/architecture-and-technology/engineering-new-protections-into-hardware.html

Timeline www.iaik.tugraz.at

2017 -

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:15:00 Rotate: Daniel, Michael, Moritz


Timeline www.iaik.tugraz.at

2017

May 4 KAISER patch published

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:15:00 Rotate: Daniel, Michael, Moritz


Timeline www.iaik.tugraz.at

2017
May 4 KAISER patch published

June 22 Jann Horn reports Meltdown

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:15:00 Rotate: Daniel, Michael, Moritz


Timeline www.iaik.tugraz.at

2017

May 4 KAISER patch published
June 22 Jann Horn reports Meltdown
December 12 We report Meltdown
-
-
-

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:15:00 Rotate: Daniel, Michael, Moritz


Timeline www.iaik.tugraz.at

2017 -
May 4 -e KAISER patch published
June 22 -e Jann Horn reports Meltdown
December 12 -e We report Meltdown
= 2018 -
-
— February 15 -e We report Meltdown-UC (MDSUM)
-
-—

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:15:00 Rotate: Daniel, Michael, Moritz


Timeline www.iaik.tugraz.at

2017 )
May 4 —l KAISER patch published
June 22 —l Jann Horn reports Meltdown
December 12 —l We report Meltdown
_= 2018 °
—_ February 15 -e We report Meltdown-UC (MDSUM)
- March 28 —l We send a cleaned up Meltdown-UC PoC (MDSUM)
- |
4
4
A
4
.

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:15:00 Rotate: Daniel, Michael, Moritz


Timeline www.iaik.tugraz.at

2017 -e
May 4 —l KAISER patch published
June 22 —l Jann Horn reports Meltdown
December 12 —l We report Meltdown
_= 2018 °
—_ February 15 -e We report Meltdown-UC (MDSUM)
- March 28 —l We send a cleaned up Meltdown-UC PoC (MDSUM)
—— May 30 —l We report LFB leakage with Meltdown-UC
4
4
A
4
.

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:15:00 Rotate: Daniel, Michael, Moritz


Timeline www.iaik.tugraz.at

2017 -e
May 4 —l KAISER patch published
June 22 —l Jann Horn reports Meltdown
December 12 —l We report Meltdown
_= 2018 °
—_ February 15 -e We report Meltdown-UC (MDSUM)
- March 28 —l We send a cleaned up Meltdown-UC PoC (MDSUM)
—— May 30 —l We report LFB leakage with Meltdown-UC
2019 l
4
A
4
.

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:15:00 Rotate: Daniel, Michael, Moritz


Timeline www.iaik.tugraz.at

2017 -e
May 4 —l KAISER patch published
June 22 —l Jann Horn reports Meltdown
December 12 —l We report Meltdown
_= 2018 o
—_ February 15 -e We report Meltdown-UC (MDSUM)
- March 28 —l We send a cleaned up Meltdown-UC PoC (MDSUM)
—— May 30 —l We report LFB leakage with Meltdown-UC
2019 l
April 12 l We report Zombieload
A
4
.

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:15:00 Rotate: Daniel, Michael, Moritz


Timeline www.iaik.tugraz.at

2017 -
May 4 -
June 22 -
December 12 -
2018 -

February 15 -

May 30 -

2019 -
April 12 -
May 14 -

°
!
!
!
!
!
March 28 —l
!
!
!
!
!
!

Michael Schwarz

KAISER patch published
Jann Horn reports Meltdown

We report Meltdown

We report Meltdown-UC (MDSUM)
We send a cleaned up Meltdown-UC PoC (MDSUM)
We report LFB leakage with Meltdown-UC

We report Zombieload

ZombielLoad goes public

(@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:15:00 Rotate: Daniel, Michael, Moritz


Timeline www.iaik.tugraz.at

2017 -

°
May 4 —l KAISER patch published
June 22 —l Jann Horn reports Meltdown
December 12 —l We report Meltdown
_= 2018 o
—_ February 15 -e We report Meltdown-UC (MDSUM)
- March 28 —l We send a cleaned up Meltdown-UC PoC (MDSUM)
—— May 30 —l We report LFB leakage with Meltdown-UC
2019 l
April 12 l We report Zombieload
May 14 —l ZombielLoad goes public
May 14 e ZombielLoad-resistant CPUs announced
-*

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:15:00 Rotate: Daniel, Michael, Moritz


THIS IS FINe.





00:14:50 Moritz


THIS IS FINe.





00:14:50 Moritz


THIS IS FINe.





00:14:50 Moritz -> Michael






00:14:40 Michael


Wich ZombieLad Variant orks
despite MDS mitigations?





00:13:40 Michael asks Moritz... Moritz wants to ask the audience but there is no joker... -> next slide Daniel


Wich ZombieLad Variant orks
despite MDS mitigations?





00:13:40 Michael asks Moritz... Moritz wants to ask the audience but there is no joker... -> next slide Daniel


Wich ZombieLad Variant orks
despite MDS mitigations?





00:13:40 Michael asks Moritz... Moritz wants to ask the audience but there is no joker... -> next slide Daniel


Wich ZombieLad Variant orks
despite MDS mitigations?





00:13:40 Michael asks Moritz... Moritz wants to ask the audience but there is no joker... -> next slide Daniel


Wich ZombieLad Variant orks
despite MDS mitigations?





00:13:40 Michael asks Moritz... Moritz wants to ask the audience but there is no joker... -> next slide Daniel


Wich ZombieLad Variant orks
despite MDS mitigations?





00:13:40 Michael asks Moritz... Moritz wants to ask the audience but there is no joker... -> next slide Daniel


Which ZombielLoad Variant works
despite MDS mitigations?
—< = AVariant 1 <+ B:Variant 3 D





00:13:40 Michael asks Moritz... Moritz wants to ask the audience but there is no joker... -> next slide Daniel






00:13:20 Daniel: Wait a second, variant 2? I thought we only had variants 1 and 3? Moritz: LOL TRINARY LOL -> Michael


Zombieload Variant 2 www.iaik.tugraz.at

“certain condition”

faulting load flush

cache line

Mapping v» Mapping v1

Page

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:12:50 Michael -> Moritz


Zombieload Variant 2 www.iaik.tugraz.at
1
|
|
|
|
|
|
|
1
1
1
1
1
1
1
1
:
(

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)

“certain condition”

faulting load flush

cache line

Mapping v» Mapping v1

Page
TSX Transaction i





00:12:50 Michael -> Moritz


Zombieload Variant 2 www.iaik.tugraz.at
1
|
|
|
|
|
|
|
1
1
1
1
1
1
1
1
:
(

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)

“certain condition”

load flush

cache line

Mapping v1 Mapping v1

Page
TSX Transaction i





00:12:50 Michael -> Moritz


// Variant 2
flush(mapping);

if (xbegin() == _XBEGIN_STARTED) {
maccess(lut + 4096 * mapping[0]);
xend () ;





00:12:30 Moritz -> Michael


Abort Transactions www.iaik.tugraz.at

e Data Conflicts

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:12:00 Michael -> Daniel


Abort Transactions www.iaik.tugraz.at

e Data Conflicts

e Limited Transactional Resources

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:12:00 Michael -> Daniel


Abort Transactions www.iaik.tugraz.at

e Data Conflicts

e Limited Transactional Resources

e Certain Instructions

e |0 instructions, syscall, ...

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:12:00 Michael -> Daniel


Abort Transactions www.iaik.tugraz.at

Data Conflicts

Limited Transactional Resources

Certain Instructions

e |0 instructions, syscall, ...

Synchronous Exception Events
o #BR, #PF, #DB, #BP/INT3, ...

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:12:00 Michael -> Daniel


www.iaik.tugraz.at

TSX Intel Manual

12.2.4.5 Miscellaneous Transactional Aborts

Asynchronous events (NMI, SMI, INTR, IPIl, PMI, etc.) occurring
during transactional execution may cause the transactional
execution to abort and transition to a non-transactional execution.

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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TSX Intel Manual

www.iaik.tugraz.at

12.2.4.5 Miscellaneous Transactional Aborts

Asynchronous events (NMI, SMI, INTR, IPIl, PMI, etc.) occurring
during transactional execution may cause the transactional
execution to abort and transition to a non-transactional execution.
[...] For example, operating systems with timer ticks generate
interrupts that can cause transactional aborts.

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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Performance www.iaik.tugraz.at

. Variant 1 Variant 2 Variant 3

( /‘ Kernel Mapping Transactional Microcode-Assisted

Asynchronous Abort Page-Table Walk

5.30kB/s 39.66 kB/s 7.73kB/s

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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- |
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00:06:40 Daniel


< Twittern

Josh Walden @jmw1123 - 19. Nov.
Case of beer on it's way/there later this week thanks Daniel! Thanks again for

the partnership!

@ Daniel Gruss @lavados - 13. Nov.
Antwort an @Desertrold und @jmw1123

I'm in favor!





00:06:30 Daniel


‘% Daniel Gruss

Thanks again Josh!

We already received the case a month ago but only found
time this weekend to sit together and enjoy some!

We wish you a merry Christmas and look forward to
continue working with Intel next year.

cc
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WAIT A MINUTE...





00:06:10 Moritz


TAA at BlackHat USA www.iaik.tugraz.at

e BlackHat USA: "Meltdown: Basics, Details, Consequences” (8 August 9, 2018)

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:05:40 Moritz - Daniel: so the thing under embargo was already on the slides in 2018? - Moritz: and on Github -> Michael


TAA at BlackHat USA www.iaik.tugraz.at

e BlackHat USA: "Meltdown: Basics, Details, Consequences” (8 August 9, 2018)

Meltdown with Fault Suppression bl g?:k hat

+ Intel TSX to suppress exceptions instead of signal handler

if(xbegin() == XBEGIN_STARTED) {
char secret = *(char+) Oxffffffff81a000e0;
array[secret * 4096] = 0;
xend();

}

for (size_t i = 0; i < 256; i++) {
if (flush_and_reload(array + i * 4096) == CACHE_HIT) {
printf("%c\n", i);
}
}

Moritz Lipp, Michael Schwarz, Daniel Gruss | Graz University of Technology

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)




00:05:40 Moritz - Daniel: so the thing under embargo was already on the slides in 2018? - Moritz: and on Github -> Michael






00:05:30 Michael -> Moritz


Intel Mitigations www.iaik.tugraz.at

e Disable Intel TSX

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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Intel Mitigations www.iaik.tugraz.at

e Disable Intel TSX

e Deactivated by default with new microcode updates on
CPUS enumerating MDS_NO

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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Intel Mitigations www.iaik.tugraz.at

e Disable Intel TSX

e Deactivated by default with new microcode updates on
CPUS enumerating MDS_NO

o VERW to overwrite affected buffers

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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Intel Mitigations www.iaik.tugraz.at

e Software-sequences and VERW do not work reliably

E Michael Schwarz (@misc0110), Moritz Lipp (@mlqgxyz), Daniel Gruss (@lavados)
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Intel Mitigations www.iaik.tugraz.at

e Software-sequences and VERW do not work reliably

e Cases where leakage is still visible

E Michael Schwarz (@misc0110), Moritz Lipp (@mlqgxyz), Daniel Gruss (@lavados)
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00:04:50 Daniel -> Michael


Transient Execution Attack Tree www.iaik.tugraz.at

Transient cause

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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Transient Execution Attack Tree www.iaik.tugraz.at

[ Transient cause )—{ Meltdown-type ]
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Transient Execution Attack Tree www.iaik.tugraz.at

Meltdown-PF

[ Transient cause )—{ Meltdown-type

Meltdown-MCA

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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Transient Execution Attack Tree www.iaik.tugraz.at

{ Meltdown-PF }—{ Meltdown-US  }—{ Meltdown-US-LFB_}

Variant 1
[ Transient cause )—{ Meltdown-type
( Meltdown-AD  —{ Meltdown-AD-LFB ]
Meltdown-MCA Variant 3
Meltdown-TAA

Variant 2

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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microarchitectural buffer
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00:04:10 Moritz: as you liked the website so much we also updated that ;) -> Michael


ZombielLoad Insights www.iaik tugraz.at

[ Address J

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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Zombieload Insights www iaik.tugraz.at

[Instruction Pointer]

Memory-based

Side-Channel
Attacks

[ Address J
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Zombieload Insights www iaik.tugraz.at

[Instruction Pointer]

Memory-based

Side-Channel
Attacks

[ Data J‘/I\EO\N”\[ Address J
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Zombieload Insights www iaik.tugraz.at

Instruction Pointer]

Memory-based

Side-Channel
Attacks

Data Sampling
(ZombielLoad)

[ Data J‘/I\EO\N”\[ Address J
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Lessons Learned www.iaik.tugraz.at

— e Spectre is here to stay

e More Meltdown-type than Spectre-type attacks

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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GitHub

www.iaik.tugraz.at

You can find our proof-of-concept implementation on:

e https://github.com/IATIK/ZombieLoad

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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https://github.com/IAIK/ZombieLoad

Related Work www.iaik.tugraz.at

Other 2019 papers in the same space:
e Fallout: Leaking Data on Meltdown-resistant CPUs
-— e RIDL: Rogue In-Flight Data Load

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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Conclusion www.iaik.tugraz.at

coe e Transient-execution attacks: the gift that keeps on giving

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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Conclusion www.iaik.tugraz.at

coe e Transient-execution attacks: the gift that keeps on giving

e Class of Meltdown attacks is larger than expected

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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Conclusion www.iaik.tugraz.at

coe e Transient-execution attacks: the gift that keeps on giving
e Class of Meltdown attacks is larger than expected

o CPUs are deterministic - there is no noise

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
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00:00:00 Daniel closes when THE END disappears: thanks to the singer Manuel Weber and thank you all for being here


Ty,

/ombieload

Michael Schwarz (@misc0110), Moritz Lipp (@mlgxyz), Daniel Gruss (@lavados)
December 28, 2019

IAIK, Graz University of Technology

Michael Schwarz (@misc0110), Moritz Lipp (@mlqgxyz), Daniel Gruss (@lavados)
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