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Brief history




Pre-blocklist era

2007 May 23: court order for 4 (four) ISP
to block access to “extremist” websites

2007 Jul 14: the 1st issue of the “Federal
List of Extremist Materials”
by Ministry of Justice



https://web.archive.org/web/20090722100724/http://news.ngs.ru/more/28489.php
https://en.wikipedia.org/wiki/Federal_List_of_Extremist_Materials

Librarian’s resistance

2011 Feb: www.zhurnal.lib.ru is banned

Maksim Moshkow “transfers” domain to
the Ministry of Justice (via DNS “A” RR)

Some ISPs block minjust.ru "\_(*Y)_



https://ru.wikisource.org/wiki/%D0%A4%D0%B5%D0%B4%D0%B5%D1%80%D0%B0%D0%BB%D1%8C%D0%BD%D1%8B%D0%B9_%D1%81%D0%BF%D0%B8%D1%81%D0%BE%D0%BA_%D1%8D%D0%BA%D1%81%D1%82%D1%80%D0%B5%D0%BC%D0%B8%D1%81%D1%82%D1%81%D0%BA%D0%B8%D1%85_%D0%BC%D0%B0%D1%82%D0%B5%D1%80%D0%B8%D0%B0%D0%BB%D0%BE%D0%B2#p381
https://moshkow.livejournal.com/40457.html
https://roem.ru/10-10-2012/132670/nbn-zablokiroval-sayt-minyusta-vmesto-samizdata-moshkova/
https://roem.ru/10-10-2012/132670/nbn-zablokiroval-sayt-minyusta-vmesto-samizdata-moshkova/

Blocklist awakens

2012 Jul 10: Wikipedia strikes, Yandex &
VK protest

2012 Jul 11;: the Internet restriction bill
accepted by Duma (Parliament)

2012 Jul 28: the bill signed



https://ru.wikipedia.org/wiki/%D0%97%D0%B0%D0%B1%D0%B0%D1%81%D1%82%D0%BE%D0%B2%D0%BA%D0%B0_%D1%80%D1%83%D1%81%D1%81%D0%BA%D0%BE%D0%B9_%D0%92%D0%B8%D0%BA%D0%B8%D0%BF%D0%B5%D0%B4%D0%B8%D0%B8
https://yandex.ru/blog/company/48073
https://habr.com/post/147528/
https://en.wikipedia.org/wiki/Russian_Internet_Restriction_Bill

What's the blocklist like today?

XML file, sighed by CN=Roskomnadzor
with GOST, fetched by ISPs via SOAP,
updated at least hourly.

ISPs control filtering equipment.
Roskomnadzor monitors it.



https://vigruzki.rkn.gov.ru/docs/description_for_operators_actual.pdf

Blocklist 2012 awards
8 Nov: Absurdopedia (Uncyclopedia)

11 Nov: Lurkmore memepedia, lib.rus.ec

17 Nov: Github repo with blocklist leak

18 Nov: Google’s https://....gstatic.co ‘}/
¢



https://en.wikipedia.org/wiki/Uncyclopedia#Criticism_and_controversy
https://en.wikipedia.org/wiki/Lurkmore#Fleeting_block_in_Russia
https://en.wikipedia.org/wiki/Librusec
https://github.com/zapret-info/z-i
https://upload.wikimedia.org/wikipedia/commons/e/ea/%D0%91%D0%BB%D0%BE%D0%BA%D0%B8%D1%80%D0%BE%D0%B2%D0%BA%D0%B0_IP_%D0%B3%D1%83%D0%B3%D0%BB%D0%B0_%D0%91%D0%B8%D0%BB%D0%B0%D0%B9%D0%BD%D0%BE%D0%BC.png

Blacklisted resources in pre-Telegram era

Web Archive, GitHub, Google, LinkedIn,
Pornhub, Reddit, VK, Wikipedia...

Comodo CA CRL & OCSP responders
127.0.0.1 (sic!)



https://habr.com/post/357152/
https://github.com/zapret-info/z-i/commit/2ed600636fca5addc89fe81bf810295395d6780d

“Revisor” — Roskomnadzor’'s monitoring system

The law does not matter. The fine does.

2016 Jan: OpenWRT-based TP-Link
MR3020, that was talking with C&C via
https APl without ca-certificates

and via ssh without known_hosts ‘;‘/
¢



https://habr.com/post/282087/

31a crpainua HE UMEET OTHOLLIEHWS K npoBaiiepy, Yepes KOTOPOro ocyLiecTBIAeTCA NpoBepKa dakTa OTKpbiTUA Beb-canTos Pesn3opom.

MNoapobHyo nHpopMaumio YnTanTe no cebinke: https://habrahabr.ru/post/282087/
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https://habr.com/post/282087/

“Revisor” — complying with blackbox

No codified monitoring rules, just FAQ
Some ISPs reverse-engineer it

Some ISPs comply at best-effort

Some ISPs place it into a “sandbox”


https://github.com/vvl-rulez/auditor-faq
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https://t.me/i_love_auditor

“Revisor” & DNS

ISPs are forced to comply with the
black-box monitoring system

Stale IPs in dump . xml, “Revisor” using
DNS... = ISPs feed A & AAAA from DNS
directly to filters




“Revisor”-provoked so called “DNS-attacks”

2017 May 15: block IP from DNS? Bo-om!
Adding /32 from DNS to routing table?
2017 Jun 7: drop IX peers!

2018 Mar 14: routers go on strike!



https://usher2.club/articles/dns-attack-2017/
https://rkn.gov.ru/news/rsoc/news46262.htm
https://t.me/zatelecom/423
https://usher2.club/articles/ttk-strike/

Telegram:
Policeman Enters The Game




Telegram? Why?
2017 Apr 7: St.Petersburg bombing

2017 Jun 26, FESB: “terrorists used TG”
RKN promises to block, counts days.

2017 Jun 28: Telegram added to the
“Information Distributors Registry”



https://en.wikipedia.org/wiki/2017_Saint_Petersburg_Metro_bombing
http://www.fsb.ru/fsb/press/message/single.htm%21id%3D10438169%40fsbMessage.html
https://rkn.gov.ru/press/publications/news46812.htm
https://rkn.gov.ru/press/publications/news46824.htm
https://97-fz.rkn.gov.ru/organizer-dissemination/viewregistry/

Telegram non-compliance

2017 Dec: Roskomsvoboda starts legal

campaign Telegram vs. FSB
¢
¢

2018 Mar 20: court orders Telegram
to pass encryption keys to FSB

2018 Apr 16: RKN attempts to block



https://telegram.vs.fsb.today/
https://rkn.gov.ru/news/rsoc/news56846.htm

Civil cyber-war: leak of BGP-Blackholing letter

Mar 23: Mikhael Klimarev publishes leak

RKN plans ban of 15M [Ps: 36 subnets
of Amazon, SoftLayer, ... to block Zello.

Keywords: NullO, BGP, redistribute.


https://t.me/zatelecom/4070

RKN-tan tries
to block 14 million
IP addresses of
Amazon hosting
half of Internet

- (@aquamine



https://twitter.com/aquam1ne/status/977509063562072065

Civil cyber-war: April, 16th, TZ=MSK

11:39 RKN bans TG’s ~/19, no effect
17:58 bans Amazon’s ~/13, TG works
18:33 adds missing TG's /24 "\_(*V)_/"
20:21 Google’s /12, Amazon’s /15...

1.8 M IPs banned, Telegram is ~fine



Civil cyber-war: that escalated quickly

Apr 16: ~ 1.8 M banned IPs
Apr1/7: ~16 M
Apr 22: ~ 19 M, local peak




Civil cyber-war: IP space sanity checks? Ha!

Overlapping subnets in blocklist:
52.0/11 N 52.28/15

34.192/10 N 34.240/13

52.192/11 N 52.208/13




Civil cyber-war: URL sanity checks? Ha!

Malformed URL in blocklist:
<I[CDATA[http:// 46.101.189.65]]>
™ whitespace

Guess, what filter do?




Civil cyber-war: major services by mistake? Ha!

RKN: significant ones are not affected
Affected: ~34 k .ru, .pd, .su services
Affected: vk.com (87.240.129.133)
Affected: Yandex.Metrica
(213.180.193.119)

Affected: Yandex ads (77.88.21.90)



https://github.com/AlexeyManikin/domain_statistic
https://gist.github.com/darkk/70ec8fc57832ae39c791c5511b03ebb7
https://github.com/zapret-info/z-i/commit/67175d59de9503d5e09962fbfec8604b01388c8b

Civil cyber-war: fakenews? Sure!

RKN: “Google Play, Google Drive and
google.ru IPs were not banned”

Data: dozens IPs of load balancers
discovered via EDNS Client Subnet are
actually blocklisted



https://rkn.gov.ru/news/rsoc/news57078.htm
https://gist.github.com/darkk/a1cb834e835740c333eed5440f1630ba/revisions
https://usher2.club/articles/google-ban/

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 IPv4
www.google.com, N=0 0 0 0 0 0 0 0 0 0 418
google.com, N1 0 0 0 0 0 0 0 0 0 0 509
play.google.com,N:2 0 0 0 0 0 0 0 0 0 0 52
www.youtube.com, N3 0 0 0 0 0 0 0 0 0 0 659
docs.google.com, N4 0 0 0 0 0 0 0 0 0 0 514
drive.google.com,N°5 0 0 0 0 0 0 0 0 0 0 468
connectivitycheck.android.com,Ns6 0 0 0 0 0 0 0 0 0 0 444
clients3.google.com,N:7 0 0 0 0 0 0 0 0 0 0 474
sytimgcom, N8 0 0 0 0 0 0 0 0 0 0 458
www.google-analytics.com, N9 0 00 0 0 0 0 0 0 0 510
stats.g.doubleclicknet,N40 0 0 0 0 O0 0 0 0 0 0 ‘ 0 0 0 0 0 O 0 308
googleads.g.doubleclicknet,Net1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 O 0 375
www.googletagmanagercom,N12 0 0 0 0 O0 0 0O 0 0 0 0 0 0 0 0 0 0 0 250
fonts.googleapiscom,N3 0 0 0 ©0 0 0 O0 0 0O 0 0 0 0 0 0 0 0 0 235

fonts.gstaticcom,N®¥4 0 ©0 O 0 O 0 O 0 O O O 0 0 0 o0

wwwgoogleru,N5 0 0 0 O 0 O O O O O ©0O 0 0 0 o0

googleru,Nt6 0 O O O O O O O O O O 0 0O 0 o0

mailgooglecom,Ni7 0 0 ©0 0 ©0O 0 O 0O O O 0 0 0
0 0 0 0 0 0 O 0 0 0 0 0 ©

G ] D N S gmail.com, N=18



Civil cyber-war: ISP non-compliance

A npumepHo TakK ISP (He) 60710KHpYyIOT O00J1aKa:

Yandex Blackberry Telegram Amazon Google Digital Ocean
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MSM/Probe 12219920#34930 (1 cert) @ A512389 (ROSTELECOM-AS PJSC Rostelecom) Ban/ unban 2018-04-23 08 46:44 [ 2018- 05 08 10:52:38
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Delayed compliance example, RIPE Atlas data
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2018-06-08




Civil cyber-war: lawful interception?
Sniffers used to hunt proxies?

28 Apr: public “tip”, 30 Apr: private tip

Unsecured SORMs, pumping 20 Gbit/s,
leaking rpm repo, clickstream and Pl11?]

5



https://t.me/nag_public/310697
https://archive.fo/GXOz1
https://archive.fo/RG9Lj

SORM: this incident was reported

- Sum of 26 "sniffers” BW, May the 4th (and the 5th)
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Protest meetings because of app ban!
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https://www.youtube.com/watch?v=WoJ0YzEff0Y

Civil cyber-war: Morse prank
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https://usher2.club/articles/msg-digitalresistance/

Civil cyber-war: Morse prank
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Countdown (cheap drama)




Civil cyber-war: Morse prank
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“Truly, Popov!” - Radio Day greeting




Civil cyber-war: prank-effects

Nice amplitude fade-out (thanks, RKN!)

“&.” TLD flash-blocking
15 M = 11 M banned IPs

Expired domains blocklist cleanup


https://github.com/zapret-info/z-i/commit/90bdb68b645af095afa73d8c0889d52a3b9b8c28?diff=unified#diff-2d6cfe626e75034a7e0560e0379e0572R813

Civil cyber-war: partial rollback

28 Apr: 19 M - 15 M (protest)
8 May: 15 M = 11 M (prank?)
8Jun: 1M M -> 3.7 M (?)

7 Jul: Open Letter on collateral damage
had no effect, still ~3.7 M



https://roskomsvoboda.org/40163/
https://usher2.club/articles/open-letter-darkk-net/
https://usher2.club/en/

PCAP or it didn’t happen




Selective protocol throttling

TG speaks Socks5, MTProto, MTproto-dd
~7500 kbps: Socks5, HTTP xor RC4
~22 kbps: MTProto, obfs4, nc urandom

Camouflage matters!



Proxy-hunting: MTProto

pkt.len-based hunting was noticed

Rostelecom was part of the experiment

Any IP:Port may be killed by “knocking”

Reuters: “alike experiment happenei”/.;
g



https://github.com/darkk/poormansmtproto/
https://ru.reuters.com/article/topNews/idRUKCN1LF201-ORUTP

Proxy-hunting: Socks5 in Moscow subway

1. One uses Socks5 In subway
2. Nmap scans IP:Port

3. Socks5-scanner tries connect(TG)

4. |IP unreachable via some ISPs
5. IP officially blocklisted



https://github.com/darkk/rkn-git-flow#tldr
https://usher2.club/articles/mt-free-pre-block/
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Secret blocklist private to some ISPs?

> 4. IP unreachable via some ISPs

Some other blacklists exist... regional?...

...at least List of Extremist Materials

Block-race is still observed



https://medium.com/@cyberlabukraine/crimea-has-a-website-ban-list-additional-to-russia-wide-list-a-research-proves-4f20fa6fc762

And then things got worse




Roskomnadzor: The Phantom Menace
RKN deploys “anti-threat” equipment
That also acts as filter

RKN directly controls IP routing & DNS

Registry of “good” Internet Exchange‘s;/
N




so it goes




Thanks to!

Philipp Kulin, ValdikSS, Simone Basso, Maria
Mikhael Klimarev, Xynou, Moritz Bartl,
Dmitry Nazarov, zapret-info, SPb CTF,

Alex Rudenko, Roskomsvoboda, Digital
Dmitry Belyavskiy, Resistance Measurement
Wartan Hachaturow, Squadron, “the one who is
Dmitry Moskin, to blame”, “Revisor” fan

Dmitry Morozovsky, NAG, RIPE Atlas, ...



https://usher2.club/en/
https://github.com/ValdikSS/
https://t.me/zatelecom/7864
https://www.youtube.com/watch?v=YccwFWiSryY
https://t.me/rknapocalypsetime/108
https://github.com/gost-engine/engine
https://qa.debian.org/developer.php?email=wart%40debian.org
https://rkn.darkbyte.ru/amazon.php
https://github.com/darkk/rkn-git-flow#%D1%81%D0%BF%D0%B0%D1%81%D0%B8%D0%B1%D0%BE
https://github.com/zapret-info/
http://t.me/spbctf
https://roskomsvoboda.org/cat/telegram/
https://usher2.club/en/#footer
https://usher2.club/en/#footer
https://t.me/i_love_auditor
https://forum.nag.ru/

Thanks RKN & Durov for fun!

Questions?

Leonid Evdokimoyv, 2018, CC-BY 4.0
usher2.club
darkk.net.ru/35c3
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